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RESUME

PLusieurs efforts de recherche en cours visent a concevoir de futures architectures
Internet potentielles, parmi lesquelles le Named-Data Networking (NDN) in-
troduit un changement de l'infrastructure Internet existante basée sur le protocole
Internet (IP) centrée sur I'hote vers une infrastructure orientée contenu. Cependant,
les chercheurs ont identifié certaines limitations de conception dans NDN, parmi
lesquelles certaines permettent de créer un nouveau type d’attaque par déni de
service distribué (DDoS), mieux connu sous le nom d’attaque par inondation d’in-
térét (IFA). Dans I'IFA, un adversaire émet des demandes non satisfaisables dans
le réseau pour saturer le tableau des intéréts en attente (PIT) des routeurs NDN
et les empécher de gérer correctement le trafic légitime. Les chercheurs ont tenté
d’atténuer ce probléme en proposant plusieurs mécanismes de détection et de réac-
tion, mais tous les mécanismes proposés jusqu’a présent ne sont pas tres efficaces
et, au contraire, endommagent fortement le trafic légitime. Dans cette thése, nous
proposons un nouveau mécanisme de détection et d’atténuation des IFA, visant a
diminuer la consommation de mémoire du PIT en réduisant efficacement le trafic
malveillant qui passe par chaque routeur NDN. En particulier, notre protocole
exploite une stratégie de gestion efficace sur le PIT, a travers laquelle les intéréts
malveillants (MI) déja stockés dans le PIT sont supprimés et les nouveaux MI
entrants sont supprimés. En outre, la contre-mesure proposée fournit un mur de
sécurité supplémentaire sur les bords du réseau pour détecter et atténuer 1'attaque
le plus tot possible et améliorer les services du réseau, c’est-a-dire I’occupation des
routeurs PIT pendant 1'I[FA. Pour évaluer 1'efficacité de notre travail, nous avons
implémenté la contre-mesure proposée sur le simulateur open-source ndnSIM et
comparé son efficacité avec les dernier travaux cités. Les résultats montrent que
notre contre-mesure proposée réduit efficacement les dommages IFA a la fois
en termes de trafic légitime préservé et de disponibilité des routeurs PIT. Compte
tenu du trafic légitime, le flux des Intéréts Bénins (BI) préservés par notre approche
augmente d"une maniere notable 5% a 40% par rapport a la préservation garantie
par les autre solutions cités. Idem en ce qui concerne la disponibilité des routeurs
PIT, notre approche garantit que les 97% de la taille du PIT sont laissés libres pour
gérer le trafic 1égitime.

Mots-clés : NDN, IFA, Congestion, DDOS.
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ABSTRACT

Several ongoing research efforts aim to design potential Future Internet Architec-
tures, among which Named-Data Networking (NDN) introduces a shift from the
existing host-centric Internet Protocol (IP)-based Internet infrastructure towards
a content-oriented one. However, researchers have identified some design limita-
tions in NDN, among which some enable to build up a new type of Distributed
Denial of Service (DDoS) attack, better known as Interest Flooding Attack (IFA).
In IFA, an adversary issues non-satisfiable requests in the network to saturate
the Pending Interest Table (PIT) of NDN routers and prevent them from prop-
erly handling the legitimate traffic. Researchers have been trying to mitigate this
problem by proposing several detection and reaction mechanisms, but all the
mechanisms proposed so far are not highly effective and, on the contrary, heavily
damage the legitimate traffic. In this thesis, we propose a novel mechanism for
IFA detection and mitigation, aimed at decreasing the memory consumption of
the PIT by effectively reducing the malicious traffic that passes through each NDN
router. In particular, our protocol exploits an effective management strategy on
the PIT, through which the Malicious Interest (MIs) already stored in the PIT
are removed and the new incoming MIs are dropped. In addition, the proposed
countermeasure provides an additional security wall on the edges of the network
to detect and mitigate the attack as early as possible and improve the network
health, i.e., routers PIT occupancy during IFA. To evaluate the effectiveness of our
work, we implemented the proposed countermeasure on the open-source ndnSIM
simulator and compared its effectiveness with the state-of-the-art. The results show
that our proposed countermeasure effectively reduces the IFA damages both in
terms of preserved legitimate traffic and availability of routers PIT. Considering
the legitimate traffic, the amount of Benign Interests (Bls) preserved by our ap-
proach increases from 5% till 40% with respect to the preservation guaranteed by
the state-of-the-art solutions. Concerning the routers PIT availability, our approach
guarantees that the 97% of the PIT size is left free for handling the legitimate traffic.

Keywords: NDN; DDoS attack; IFA; Congestion; PIT management.
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(GENERAL INTRODUCTION

THe existing Internet architecture was deployed in the early 70’s to address the
elementary communication requirements which were obligatory at that period.
In particular, it was designed to guarantee a reliable host-to-host inter-connectivity.
However, over the past few years the Internet has increasingly shown a poor match
with its initial design, it started moving towards a content distribution and re-
trieval paradigm. Today, the Internet produces immense and ever-growing traffic
volumes, mainly due to the multiple distribution of the same popular contents,
which inevitably introduces high costs for network operators such as additional
Content Delivery Networks (CDN) deployment. Numerous solutions have been
proposed in recent years to narrow the gap between the Internet design and its cur-
rent usage (see [8], [9] for an overview). Among the different solutions proposed
under the Future Internet Architecture (FIA) program sponsored by National Sci-
ence Foundation (NSF), Named Data Networking (NDN) [10], which follows the
Content-Centric Networking (CCN) approach, uses caching in the network, multi-
party communication through replication, and models of interaction that decouple
senders and receivers [11], [12]. NDN explicitly addresses the data (content) itself
instead of the physical location of the hosts in the network, therefore, converting
data into the first-class entity. Instead of creating a direct connection between two
hosts to exchange content, the consumer in NDN directly requests the name of the
content by issuing an interest. The network then handles the request by efficiently
finding and retrieving back the closest copy of the relevant content. This decou-
pling of time and space among request resolution and content transfer enables
NDN to provide security [13], to be more resilient to disruptions, content distri-
bution, mobility [14], and storage [15] as native features belonging to the network
architecture.

The work that we present in this thesis mitigates one of the most significant
attacks in NDN: the Interest Flooding Attack (IFA). This is an NDN-customized
DDoS attack, in which the adversaries can send intemperate number of spoofed
Interest packets to deplete the memory resources of on-path routers. As a result,
all subsequent incoming legitimate requests will be dropped. Due to this, IFA is
almost the highest severity attack among all sorts of attacks in NDN.

Motivation and Contribution

Regardless of the substantial quantity of research on NDN security, we identi-
fied that the proposed defence mechanisms [16)}, 17, 18, [19} 20] have one or more of
the following limitations. First, the detection of an attack is not robust and accurate,
if applied close to the content providers and to the victims and the volume of ad-
versarial traffic is large [21]. Second, the legitimate traffic is likely to be damaged,
since most of the proposed countermeasures [17, 16, 20] limit the rate of incoming
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traffic and are not able to differentiate between benign and malicious packets, thus
resulting in unfair punishments. Third, since each router has to perform first an
attack detection and then an attack mitigation, during the first phase, most of the
approaches are likely to encounter harmful consequences. Finally, the proposed
collaborative mechanisms [19) [17, [16} 21] introduce unnecessary overhead given by
the extra messages exchanged among routers.

With the purpose of efficiently defending against IFA, we propose an efficient
countermeasure, named as Choose To Kill IFA (ChoKIFA), which mitigates the
damages caused by IFA by differentiating the malicious traffic from the legitimate
one, and by reducing the former. To distinguish between benign and malicious in-
terests, the proposed protocol exploits the active queue management scheme, i.e.,
CHOose and Keep for responsive flows, CHOose and Kill for unresponsive flows
(CHOKe) [22], at each router. ChoKIFA performs a series of operations before an
incoming interest enters the PIT of the router. In particular, it allows intermediate
routers to control each incoming interest and aims at differentiating and penalizing
only the malicious ones, thus preventing the appearance of attack consequences in
the network. The initial results depicting the impact of attack and efficacy of our
proposed countermeasure is reported in [23]. We further extended the attack sce-
narios and analysis, and proposed an enhanced version of ChoKIFA, named as
ChoKIFA+: An Early Detection and Mitigation Approach against Interest Flooding At-
tacks in NDN [24]. In ChoKIFA+, the edge routers which are connected directly to
the consumers provides an additional security wall. This aims to detect the ma-
licious behaviour of the users as-close to the adversary, and react accordingly to
reduce the amount of malicious traffic traversing towards the network. ChoKIFA+
further improves the network health during IFA, i.e., in terms of PIT occupancy.
In particular, it provides a very large capacity available on router’s PIT to process
legitimate traffic during an attack. The final aim of ChoKIFA+ is to make routers
able to independently detect an attack in progress as-soon and as-close to the ad-
versary as possible, while maintaining the simplicity of forwarding and improving
the network health. To this end, the major contributions of this work are as follows.

* We design and implement a detection and mitigation mechanism against IFA
by adopting the CHOKe approach. ChoKIFA does not require a global net-
work state information, and without any delay penalizes the malicious traffic
by both dropping the new incoming malicious interests and removing the
ones already stored in the PIT.

* We design an additional security mechanism on the edge routers, named as
ChoKIFA+. This approach aims to quickly identify and block IFA attempts
through the edge routers thus further improves the network health during
the attack. In particular, in ChoKIFA+, the edge routers detect the malicious
behaviour of the users as-close to the adversary, therefore, reduces the amount
of malicious traffic traversing towards the network.

* We evaluate the effectiveness of our work by implementing both ChoKIFA
and its enhanced version on the ndnSIM[|simulator [25]. We compare our pro-
posed countermeasure with the state-of-the-art mitigation approaches [16].

'ndnSIM implements the NDN protocol stack on NS-3 simulator.
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The results show that ChoKIFA+ effectively mitigates the adverse effects of
IFA in the network. In particular, ChoKIFA+ is able to guarantee an interest
satisfaction rate up to 98% and it shows up to 40% less false positives in
comparison with other mitigation approaches. Those ones use a rate limiting
approach based on interest satisfaction together with pushback announce-
ments [16].

Organization

The remainder of this thesis is organized as follows. We present the main fu-
ture internet architectures in chapter 1, and we detailed the NDN architecture in
Chapter 2. Chapter 3 reserved to present IFA and the related work on IFA and
DDoS countermeasures and state of the art mitigation mechanisms. Our ChoKIFA
approach exploiting AQM techniques. is presented in chapter 4. Finally, Chapter
5 describes the proposed protocol including system, adversary model and work-
ing methodology of ChoKIFA+, we present the implementation, evaluation and
comparison of proposed countermeasure against IFA.
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THIS chapter is divided into three main parts. The first part describe in brief the
current internet architecture and motivates the need for Information-Centric
Networking ICNs in general. The second part provides a background on the differ-
ent proposals for the future Internet. The last part explained in details the proposed
future internet architectures, This is followed by comparing, reviewing and analyz-
ing proposed solutions in the literature.
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THE CURRENT INTERNET

Nowadays, internet is one of the most famous and innovative technologies in
the world, born from a study developed by the U.S. government in the early sev-
enties. It represents a product of four decades of evolution and its superb success
story is owing to the worldwide spread of TCP/IP. following the sole existing
communication system, telephony, TCP/IP protocol was created. This leads to
base TCP/IP protocol on host-to-host communication.

Therefore, host-to-host communication model became the principle core of the
Internet design. In this design, and to be able to interact with other machines in the
network, each machine must have an IP address and follow the TCP/IP protocol.

Although TCP/IP has been doing the process properly, the manner in which
people access and use Internet has changed radically and host-to-host communica-
tion do not ever meet the current user needs.

Usage

Smartphones, tablets, and laptops allow users to be on-line continuously; thus,
sharing contents and retrieving data from Internet became a very frequent activity
in our life. Every day, The quantity of data transmitted over the Internet is growing.
A latest Cisco research [26] indicates that in 2018, the amount of global IP traffic
was 1.5 Zettabytd'} Moreover, Cisco has anticipated that the amount of traffic will
increment triple by 2022, forming a 100-fold rise from 2005 to 2022 (3-fold rise from
2017 to 2022) [27]. In Fig. we assume that the reasons behind this huge amount
of data are:

e Users evolution: Every year, the number of Internet users increases. Origi-
nally, the Internet’s users were for the most part academics, researchers and
organizations employees. However as of nowadays, 62% of the world popu-
lation (4.8 billion users) are connected to the Internet [28], [26].

* Devices evolution: The number of devices linked to the Internet will be
nearly three times the global population, it is foreseen that in 2021. In ad-
dition, 3.5 devices per person on average will be in 2021 compared to 2.3
devices in 2016. Quantity of devices is not the sole game-changer, the tech-
nology is evolving too. Devices were mostly servers and mainframes, in the
early days of the Internet. Later, the Personal Computers and then Laptops
were introduced, allowing regular users to connect from anywhere to the
Internet. The evolution then saw strong cell phones linking to the Internet,
creating the booming smartphone industry. Currently, new concepts are be-
ing commercially introduced and used by many users, such as the wearable
devices and Internet-connected vehicles.

'1 Zettabyte = 1 billion Terabytes
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e Content evolution: Since the start of the Web, the sort of content on the Inter-
net has changed due to the creation and use of new technologies in various
internet applications. For example, started with texts in web pages, but now
Full HD movies can be streamed to regular users (78% of the world’s mo-
bile data traffic will be video by 2021 [27]). Not just the type is changing, but
also the quality. With all the new technologies in photos and movies, content
size is increasing exponentially. Moreover, the use of social networks, blogs,
wikis, etc, has allowed users to share and collaborate content on the World
Wide Web, which is another huge source of content that is being produced

[29].

1.1.2 Design

1.1.3

The architecture of the Internet is based on the TCP / IP model. The IP proto-
col, used to enable network interconnection, was designed to transmit messages
(datagrams) from a source to a destination. It does not have in itself any reliability
mechanism (best-effort network) but can take advantage of the end-to-end services
(flow control, error control) offered by the TCP transport layer. Network hosts are
identified by a unique address, 32-bit (IPv4) or 128-bit (IPv6), called an IP address.
It is hierarchical and consists of two parts: the network address and the machine
address within this network.

To enable entities to communicate with each other, the hosts of the Internet
use the IP protocol and are identified via their IP addresses. The Internet is then
based on the client-server model, where clients-host make requests to servers-host.
This is the case of the Web where customers send their requests to web servers
(eg Facebook.com, Google.com) who return the content (web pages in this case).
This predominant client-server model at the beginning of the Internet required
some adaptations with the democratization of the Internet. Indeed, beyond tex-
tual content (web, email) new multimedia content was consumed via download or
streaming site, greatly increasing the volumes of the traffic exchanged. The archi-
tecture of the Internet was not originally designed for transporting such amounts of
data, all these new changes have brought to light the limits of the current Internet
architecture.

Challenges

The present Internet architecture is host-based, highly depending on location,
which is allowed by using Internet Protocol (IP) addresses. Today’s Internet uti-
lization and needs are quite distinct from its beginnings|1.2, When the Internet was
originally designed and implemented, it was mainly used to disseminate research
data and share expensive resources, not content [30]. Security was an afterthought,
as the need was far less in the earliest years of its existence. Today, Internet users
are increasingly mobile and more interested in content, regardless of what server
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or source the desired content comes from.

In addition a variety of things are expected to get connected to the Internet,
billions of them. These things operate over multiple domains such as construc-
tion,transportation, agriculture, energy, weather, health, etc. This phenomenon, is
changing the architecture of the Internet. These devices are extremely heteroge-
neous and have hardware limitations. They have lower power consumption, CPU,
and memory usage in order of magnitudes. They generally have various interfaces
across distinct communication protocols and have a restricted amount of configu-
ration options. TCP/IP is an end-to-end communication protocol and expects the
application layer to provide such services.

Internet traffic is also increasing quickly due to on-demand content such as
movies and TV shows from famous content providers such as Netflix and YouTube,
which are anticipated to be supplied in a timely, streaming way. A more detailed
analysis shows that Netflix (31.6%) and YouTube (18.7%) combined, account for
more than 57% of downstream traffic in fixed access [31].

The Internet was not designed for such enormous amounts of content and per-

formance. As a result, many researchers have suggested that the Internet needs a
fundamental re-design, such that it is information-centric rather than host-centric.

Global IP Traffic Growth

Global IP traffic will increase 3-fold from 2017 to 2022

Exabytes
per Month i

2017 2018 2019 2020 2021 2022

Figure 1.1 — IP traffic growth [j5)]

THE FUTURE INTERNET

Due to the growing focus on content, instead of on hosts, many researchers have
suggested that it’s necessary to set up a new Internet architecture that responds
better to the exponential increase in demand for content.

New networking paradigms like Information-Centric Networking (ICN) pro-
vide alternatives to these issues. ICN could be a clean-slate network architecture
for future Internet. There are many promising proposals for an ICN design. Any
new proposal for the future Internet must provide the following characteristics.
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First, must be named-data at the core of the networking, and names be decoupled
from content location, applications, storage or media of transport. Decoupling data
name and its location gives ICN native support for mobility since the users only
need to know the name of the content and not where the content is situated Fig1.2|
Second, supports data security and privacy requirements by enabling digital sig-
nature and encryption. This solution is not only agnostic about the source of the
content but also gives us the capability of in-network caching for all contents. In-
network caching will help to place popular content near the consumer to lower
the latency, which will result in a better utilization of the infrastructure and will
increase the throughput.

A B
192.186.1.1
AN
1 1 1 1 1
From:216.15.220.1
> To:192.168.1.1 > /UATL/Video.mp4
L | | L1 1

Where do
youwant to
getit?

Iwantto geta
videonamed
UATL/Video.mp4

Iwant to get
thisvideo

Twill
establisha
connection
for you

I will deliver
ittoyou

From this
location

Figure 1.2 — Communication pattern of (A) IP network and (B) ICN Networking

1.2.1  Concept, Basic Design and Common Characteristics

In this section, we will review the concepts and terminologies that are common
between ICN designs.

¢ Naming:

Packets are content carriers in the Internet, they travel through the network to
transport data between two hosts recognized by IPs only. In addition, pack-
ets are transmitted using the receiver’s IP which is attached to the packet.
However, Because the content in an information-centric network is the focus
(rather than hosts), the way by which we identify that content becomes cru-
cial. The relation between hosts and data should be decoupled in order to
design a network with content as the main block. Specifically, content should
be named in such a way that packets are routed using the name not the IP of
the host.
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Ideally, a powerful ICN design must build up a scheme that is both efficient
and effective in distinguishing between distinct information objects (data,
content, services, etc.) The namespace, which is the number of available
names, must be enormous in such architecture. In [32] the authors estimate
that the namespace must be between 10'3 and 10'> . That’s why the naming
scheme is a large challenge for the ICN, Naming must provide the following

[33]:

(i) Uniqueness: content should be identified in a unique way.

(ii) Persistence: guarantee the validity of the content name.

(iii) Scalability: the name-space scales-up with no restriction on the amount
of content.

In general, ICN has two kinds of naming schemes, namely flat and hierarchi-
cal [34]. The flat naming scheme identifies a content with a randomly-looking
bit string. This scheme uses self certifiable names [35], the name is random
bits created from the content itself not the location (e.g., hash of the content).
However, the name in this case is not readable. The most popular way to
calculate a flat name is to use a cryptographic hash function, for example, on
the data itself. one advantage of flat names is that they can be made easier
to self-certify. This reduces or eliminates the need for a third-party authenti-
cation source, increases effectiveness and could also decrease network traffic
overall.

On the other hand, the hierarchical name has a similar structure to the Uni-
form Resource Identifier (URI) concept of the Internet [36]], which consists of
many name components (the content provider, content’s name and version or
segment). Such as UATL/cours/ICN.pdf. the name is structured hierarchi-
cally to readily locate the content. However, it is essential to remember that
hierarchical names do not necessarily have to be human-readable.

* Routing:

In contrast to the current design of the Internet, where communications are
initiated by the source (i.e., IP-based, IP addresses attached to the packet),
ICN communications start at the receiver. Since the new packets (Request and
Data) are not IP-based. Thus, ICN would have a new method of generating
a route through which the data travels from the producer (provider) and the
consumer (requester). The routing process has two phases:

(i) Named-based Routing (request data): routing the request to the data
source. (i.e., request Data packet routing).

(ii) Routing back the data (carrying the data) from the source (or the stored
copy) to the requester (i.e., Data packet routing). How the name is resolved
can dramatically affect how the data is routed. There are two primary ap-
proaches in which the name resolution and data routing characteristics of an

10
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ICN architecture are associated together. One of these ways is a :

- Coupled (or integrated) model: the request is sent directly to the source of
the data, while the content takes the reverse path back to the customer. As a
result, the data routing path is also determined by the network entity respon-
sible for name resolution; In a coupled approach, a request for information is
sent to the publisher of the content or a content storage source containing the
requested content (usually via multiple hops across different routers) Then,
when the publisher responds with the content itself, the content travels the
same path as the initial request, just in reverse order.

- Decoupled (or independent) model: the request would first be forwarded
to a dedicated entity for name resolution. This entity will then reply to the
consumer with information about data sources. As such, the user can choose
the appropriate data source to use. Another option is that the name resolution
entity chooses the ideal data source and directs it to send the data back to the
user. In a decoupled approach, on the other side, the name resolution service
doesn’t determine the route between subscriber and publisher in a way that
causes the data to travel the reverse path of the request.

¢ Caching:

With the daily rise in the amount of content requested, the notion of caching
has become of paramount significance [37]. Content caching refers to storing
data for a specified time at locations other than the source (i.e., usually closer
to end-users) such that future requests of the same data can be satisfied much
faster [38] [39]. In addition, by implementing an optimized caching strategy,
servers would not waste resources responding to the same request from
various users. Moreover, the network infrastructure would save resources
required for data forwarding.

ICN architectures can save network resources and enhance the delivery per-
formance by using content caching on routers, particularly in term of the
delivery delay. By decoupling information and its location, the named data
can be stored anywhere in the network. All nodes, whether it’s an end-user
device or a router, will be able to cache content that passes through it. What
to cache, and for how long, are decisions that influence the efficiency of
the network. For instance, content’s popularity, size and version are some
of the factors that the network designer should consider in optimizing the
performance of the cache [37] [40].

ICN caching can be classified into two types, on-Path and Off-path caching
(371 [41l:

- In on-path caching schemes, content is cached at nodes along the data
forwarding paths. In other words, once a network entity receives a request, it

11
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gives priority instead of forwarding the request, addressing the request with
cached data, if possible.

- Off-path caching schemes replicate data in the network, to improve avail-
ability, regardless of the forwarding paths. The network exploits the cached
copies situated outside the name resolution request path. In particular, the
name resolution component must know the cached copy’s locations and
manage them as a data provider with the decoupled name resolution and
data routing. Off-path caching is not compatible with the coupled model of
name resolution and data routing, since the request and the content always
follow the same path. Central entities (e.g., ISP) are responsible for develop-
ing a caching strategy that strikes a balance between content availability and
caching overhead [42].

¢ Security:

In TCP/IP, security is obtained by encrypting the transmission channel (path
of content) plus authenticating the end points of communication. [12] [43].
This model requires the client to trust the server and all the intermediate
nodes on the path. There is no way in this model to provide the authentic-
ity of the data itself instead of the path [35], and we have to trust the data
container. The content can therefore be given by nodes other than the data
provider. Moreover, TCP/IP is the network mainly focuses on forwarding
the traffic to the indicated destination. no matter who has sent the packet,
this results in a power imbalance between the sender and the receiver. It has
no mechanism to reduce redundant or unsolicited traffic . However, in ICN,
content can be protected from alteration or eavesdropping and only genuine
copies of the data can exist in the network. Also, such communication also
decouples the users and the data sources, protecting their privacy during data
exchange. Furthermore, Protecting the content provides name-data integrity
and authenticity anywhere in the network.

The main differences between the two models TCP/IP and ICN summarizes as
follows in table

MAIN FUTURE INTERNET ARCHITECTURES

The idea of moving from a host-to-host network architecture to a content-
oriented network is more than a decade old. In fact, The first architecture according
to ICN paradigm was introduced in 1999 with TRIAD [1] project. However, a few
works have been constructed on this project, probably because the content at that
time did not have the same huge weight that it currently takes in Internet traffic. A
few years later, several architectures are beginning to shed light on research in the
tield of content-oriented networks. In this section, we provide a brief introduction
and overview of different ICN approaches such us: DONA, PURSUIT, NetInf and
NDN.

12



1.3.1

Chapter 1. Next-generation Internet Architectures

Property ICN IP
ID Content Name IP Address
Type of packets Data Packet/Interest Several packages
Packet
Loop Essentially without Not guarantee
loops using nonce
Hop count Can predict several The only predicts a
steps next hop
Forwarding Strategy YES NO
Separating routing and YES NO
forwarding
State Stateful Stateless
Security by design YES NO
Convergence Time Little Much
Load Balancing YES NO
Security Using signature packet | Using extensions like
is secure Spec

Table 1.1 — Comparison between IP and ICN

Translating Relaying Internet architecture integrating Active Direc-
tories (TRIAD) [1]

Content names in TRIAD architecture are human-readable, location-
independent names. TRIAD architecture defines a new content layer and bases
contents distribution on it. This new layer offers scalable content routing, caching,
content transformation and load balancing, integrating naming, routing and trans-
port connection setup.

Content layer not only returns content, but may return a network pointer if the
required content is large or indeterminate in length. In order to be compatible with
the World Wide Web, the contents are located with the Web Uniform Resource Lo-
cator (URL), optionally augmented with cookies. In addition, this network pointer
is realized as an HTTP/TCP connection through which the content is read or
written.

The content layer is implemented by: (1) content routers that guide the request
towards content servers that store the content; (2) content servers that provide
content services; and (3) content caches that transparently store come back content
closer to the client than the servers themselves.

TRIAD depends on trustworthy directories to authenticate content lookups (but
not content itself). It also implements an IP-sec-like mechanism for end-to-end
security. For additional security, the authors of [1] suggest that the network be
limited to mutually trusting content routers.

13
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1.3.2 Data Oriented Network Architecture (DONA)[z]

1.3.3

DONA is one of the first full ICN designs, developed by the University of Cal-
ifornia - Berkeley and it is a continuation of the TRIAD architecture. It is mainly
based on the use of new content naming mechanisms since it still uses the TCP /
IP architecture.

In order to identify the contents, DONA replaces the traditional name reso-
lution system (DNS) with a name resolution system that follows a flat naming
scheme. Each content is then designated by the concatenation of two identifiers:
(i) the first identifier corresponds to the result of a hash function of the public key
of the user who suggested the content (the publisher); (ii) the second identifier is
a name chosen by the user. The nodes, called Resolution Handlers (RH), are hier-
archical and at each new content recording, the RH warns its peers as well as its
parents so as to propagate the information and allow name resolution and routing
thereafter.

Each node of the DONA architecture thus has a transmission table allowing it
to send the messages to the next node, thus offering the possibility of transmitting
the requests to the nearest source. But without an advertisement system to manage
the data stored in cache. Once the data is located, it is routed to the destination
via point-to-point communications between receiver and source via the current
Internet.

Figure [1.3|illustrates the operating principle of the DONA architecture. A user
send a FIND message to access data stored in the server (message 1). The node
RH1 doesn’t know a path to this data, it therefore transmits the FIND request to
its parent RH4 (message 2), which transmits it to its peer RH5 (message 3), since it
has no rules to access the data, nor parent. RH5 knows the road to access the data
thanks to the advertisements previously generated by the server, the request is thus
transmitted to the server (message 4 and 5). The server responds to the user by
sending the data via a conventional client / server communication of the Internet,
the data does not necessarily follow the same path as the request (message 6 to 9).
The intermediate nodes (RH1, RH2 and RH3) can decide to store the contents they
carry in the cache memory, when the user will send a next request for one of these
contents (message 10), RH1 will respond with the copy that he owns (message 11).

The DONA architecture still depends on the current Internet architecture, but
brings it a new name resolution that will allow effective distribution of content by
alleviating the network load (multiple servers, caching, etc.).

Publish-Subscribe Internet Technologies (PURSUIT) [3]

The PURSUIT architecture [3], which follows its predecessor PSIRP (Publish-
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DONA

DONA
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Figure 1.3 — DONA architecture

Subscribe Interest Routing Paradigm) [44], was proposed by the European research
project of the same name (FPy EU PURSUIT). This architecture uses a publish-
subscribe model to deliver the contents.

PURSUIT is realized based on three components: Rendez-vous Identifiers (Rlds),
Topology manager, and forwarding. The Rendezvous is the link between subscriptions
and publications. The topology manager manages the topology and generates the
paths between publishers and subscribers in order to route the content. Topology
managers execute a distributed routing algorithm (OSPF type) in order to discover
the different possible routes. Finally forwarding allows to route the data by follow-
ing the path set up by its topology manager until reaching the subscriber.

To name the information, two identifiers are used: the scope ID to define the cat-
egory of the information, such as a music, an image or a video, and The Rendez-vous
ID which identifies the object itself by a flat naming. To be more visible and im-
prove its reach, content can be published multiple times with different scope IDs.
This means that a content has an ID rendezvous but may have multiple ID scopes.
This flat naming mode therefore requires an entity allowing the resolution of
names. This is done by the rendezvous, which will decide the path to follow for
each request.

As shown in Figure the publisher advertises new content to its nearest ren-
dezvous node, located through a distributed hash table or Distributed Hash Table
(DHT) present in the forwarding entities (messages 1 and 2 ). When a subscriber is
interested in a content, he contacts his local rendezvous node by specifying the de-
sired content (messages 3 and 4). This one will go back in the chain of rendezvous
to find the content (messages 5, 6 and 7). Once found, the rendezvous contacts the
topology manager to configure it and create the route between the subscriber and
the publisher owning the content (messages 8 and 9). For this, the topology man-
ager uses a distributed routing protocol (OSPF type) to calculate the path. Once
the publisher is notified of the new route set up (messages 10 and 11), he uses his
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forwarding function to transfer the content to the subscriber (messages 12, 13, 14
and 15).

—> Interest Start publish interest

—> Publishdata —> DATA

Figure 1.4 — PURSUIT architecture

Network of Information (NetInf) [4]

Developed by the Scalable and Adaptive Internet Solution (SAIL) project [45] com-
posed of operators, vendors and researchers aiming to develop the networks of the
future, NetInf [4] is intended to be a network architecture that can be deployed on
a scale of the Internet in a robust and reliable manner. It aims to connect several
different technologies to each other in order to be deployed gradually. To do this,
elements of the PURSUIT and Content-Centric Networking (CCN) architectures
are combined.

NetInf uses the same naming as PURSUIT, which consists of two parts. The
tirst corresponds to the description of the entity that created the object and uses a
flat naming, while the second uses a hierarchical name and allows to describe the
object.

It uses a multi-level DHT organization based on global name resolvers. These
resolvers identify the first part of the name (representing the entity that created the
object) in order to know where to send the request to find the content. The second
part of the name (describing the object in a hierarchical way) is resolved by a local
resolver, which allows to find what content is requested. Global resolvers act as IP
routers, routing the request to the appropriate network. In addition, each node of
the network has a cache for storing the contents that are transiting.

The NetInf operating mode is shown in Figure 1.5, The publisher announces the
contents it has to its local name resolver (message 1) which transmits it to the global
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resolver (message 2). In order to find out how to access content, the subscriber
sends a message to his local name resolver (message 3). This local resolver will then
contact the global resolver to find the publisher (message 4). The global resolver
returns the information on the content location to the user (messages 5 and 6) who
will then be able to send the request and propagate it to the publisher (messages
7,8, 9 and 10). Once the request is received, the publisher responds to the message
by sending the desired content (messages 11, 12, 13 and 14).

L Global NRS Global NRS J\\
" (T /(=7 )
)

4\

\\
Local NRS \dx_,

© o o

Router 2 Router 3

10
_—
14 13 12

Subscriber Router 1 Router4 Router5

Local NRS

Publisher

—> Interest Data location information Start publish interest

——> Publishdata —> DATA

Figure 1.5 — NetInf architecture

Named Data Networking (NDN)

The NDN architecture was originally proposed through the NDN project /| and
by Van Jacobson in 2009 [6]. Based on the title Content-Centric Networking CCN,
this project was subsequently divided into two other projects (fork): (i) the CCN
project, managed by the Palo Alto Research Center (PARC) P| and owned by the
architecture; (ii) the NSF NDN project, managed by UCLA and whose source code
is free (Open source). While the two projects share the same architecture, they
have subsequently evolved separately according to the different contributors and
objectives of the different institutes . We will then primarily use the NDN name.
However, we will be able to use the term CCN in an equivalent way.

NDN is a recent concept. However, She received a lot of attention from scientific
community. A number of works have investigated the NDN behaviour in distinct
environments, such as, Telephony [46], Lighting Control systems [47] or Vehicle-
to-Vehicle communication [48] while a number of works has investigated NDN
security [49] [43] or privacy [50] and has suggested some enhancement.

https:/ /named-data.net/

3http:/ /www.parc.com/

4https:/ /named-data.net/project/faq/How oesyDNyif fer gromcontent —
CentricyetworkingcCN
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the Named-Data Networking architecture, which we will use later in our work,
we will allocate the next chapter to present overview, basic principles, character-
istics and concept in details. Before that we will compare these architectures by
highlighting their commonalities and differences in the next section.

COMPARISON BETWEEN INFORMATION-CENTRIC NETWORK-
ING ARCHITECTURES

The ICN architectures referred to above have similarities and differences in the
techniques used for implementing the key ICN functionalities. Table [1.2{summarize
the techniques used by each approach for handling the naming, name resolution
and routing, caching, mobility, name data object granularity and security.

The architectures described, have all the same goal: to allow the distribution of
massive content across the Internet. They share concepts and objectives but they
also vary in the processes that enable them to work. These are set out in Table
and discussed below:

* naming: The naming of data in ICN architectures can be classified into three
categories:
hierarchical naming, flat naming, and a combination of these last two (hybrid
naming). With flat naming, each data is directly identified by a name or by
the result of a hash function that returns a unique identifier of the content.
Architectures like DONA or PURSUIT use this type of naming, which con-
sists of calculating the name of the content using deterministic functions.
These functions must ensure that each node of the network will get the same
value after using the function on the same content, which makes the location
of the content with its name independent of the flat structure. This type of
naming does not allow to be aggregated and therefore poses the problem of
scaling the names resolvers of these architectures because they must keep
all the names. If they are derived from hash functions, these names do not
convey any semantics for a user who can not memorize them.

Hierarchical naming, in turn, is separated into several parts to locate the object
in a name organization. For example, the "/video/football/algeria/mahrez/free-
kick.avi" content name will define a football video of a Algeria national team
player named Riyad Mahrez striking the ball allowing the team to win. This
naming scheme is similar to that used by URLs. IP addressing is another
example of hierarchical naming, in which each IP address is composed of
two parts, the network identifier in which is the machine, as well as the
identifier of the machine within this network.

CCN / NDN uses a hierarchical naming scheme similar to URLs, whose
semantics can be understood by users. A hierarchical structure of the names
makes it possible to aggregate the names (as for example by category type
/video or /sports) and thus to limit the number of names to be kept in the
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tables of the architecture nodes.

Finally, an architecture like NetInf uses a combination of these two types
of naming: flat naming within domains, and hierarchical between different
domains. The problem of this type of naming is to move from an intra-domain
flat naming, to an inter-domain hierarchical naming.

* Name resolution: Name resolution is a key feature in ICNs and is related to
data naming. Since the names are independent of the location of the content,
the resolution of these names will therefore aim to link a request to a content.
This link will then allow requests to be routed to the node(s) having the
content, as well as data transmission. Architectures using flat naming such
as DONA, PURSUIT or Netinf (intra- domains) require an entity to resolve
names. Because each data is uniquely named by a deterministic function,
names cannot be aggregated and will require a network-wide resolution
system.

With architectures having hierarchical naming such as CCN/NDN or Netinf
(inter-domains), names can be aggregated and it is not mandatory to use a
global entity to resolve them, as is the case with CCN/NDN. Netinf still has
local resolvers between domains.

* Routing: The routing of the data depends on the resolution of names, so it
is also depended to the data naming method. When the name resolution is
done by a central entity, during a flat naming, as is the case with PURSUIT or
NetInf (intra-domain), this entity will calculate the route between the client
and the server having the data. Thus, the path is set up for the request.

CCN / NDN, thanks to hierarchical names, performs hop-to-hop forwarding
and aims to propose a routing approach to the closest content (whether it is a
cache or a server). The forwarding tables (FIBs) fill up according to the data
that the nodes receive and retransmit. When there are no rules to transmit a
request, the node sends the request on all its other interfaces and floods the
network.

DONA, although having a flat naming, uses a hop-to-hop transmission sys-
tem based on hierarchical resolvers. The network root resolver knows all the
data available as well as the next hop to access it. It acts a sort of global en-
tity capable of resolving names, while being a node of the network. Thus, the
routing of requests is done by going back to the root when the node does not
know the next hop to access the content. Then, The content is then transmitted
to the user using the IP routing on which DONA is based.

* Caching: The caching feature deployed in the core of the network is one of
the new principles of ICN architectures. The storage capacities will have a
definite impact on the user experience or the total efficiency of the network
in delivering the content, whether they are deployed across the infrastructure
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or in strategic locations.

Indeed, as closer the content to the user, as faster he will access it and the re-
sponse time will be shorter. In addition, maintaining local requests will help
avoid overloading the core of the network and generating congestion. Not
only improving the network performance, but also the economic agreements
and partnerships of network operators, will be impacted by the management
of these cache memories. By storing the contents within their Autonomous
Systems (AS), the operators will be able to reduce the traffic that will be
transmitted to the neighboring AS, and thus reduce their operating cost.
Currently, ICN architectures allow nodes to store data locally. Two cases are
then possible: (i) a copy of the content is retrieved on the path taken by the
request to the source of the content origin, i.e. the server (On-path); (ii) the re-
quest is proactively sent to the nearest local copy; which copy is not necessar-
ily on the path between the request sender and the original server (Off-path).
The PURSUIT architecture does not allow cached data to be retrieved be-
cause the request is routed through the rendezvous chain and only the re-
sponse passes through the forwarder network. This would be possible if the
forwarders announced the contents they keep cached from the topology man-
ager and the rendezvous.

DONA and NetInf will be able to retrieve data only in a cache located on the
path between the client and the server (On-path). It would be possible to re-
cover the data outside of this path in a closer cache if these caches announced
the contents they have to the resolvers.

CCN / NDN flooding the network with requests, will be able to recover the
data in the cache of the node owning them closest to the client, whether it
is on the path to the server or not (On-path and Off-path). Each of the ICN
architectures therefore requires to be able to use an announcement system in
order to redirect the requests to the nearest caches having the requested copy,
thereby allowing a routing called anycast. NDN is the only solution allowing
to search for data in a cache, but this is done in a hazardous way, flooding the
network with requests.
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DONA PURSUIT NETinf NDN
Naming Flat Flat Flat/Hierarchical Hierarchical
Name Resolvers Rendezvous | Local / global /
Resolution hierarchy resolvers
Routing servers servers servers Local routing
based on a
routing table
Request Name Name Hybrid Named-based
Routing Resolution Resolution Routing
Content P P Reverse path | Reverse path
Routing or IP
Caching Cache Impossible Cache Cache
everywhere everywhere everywhere
On-path On-path On-path and
Off-path
IP /Native IP Native Native Native
Security Principal is Packet level Signature or | Data packets
hash of public | authentication | content hash, include
key for individual PKI signatures
packets. independent
Names can be
optionally
self-certifying
Name Data objects objects objects packets
object
granularity
Human- Not human- | Not human- | Not human- Can be
readable readable readable readable human-
names readable
Developer Closed source | Closed source | Closed source | Open source
Friendly

Table 1.2 — Comparison Between Information-Centric Networking Architectures
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1.5 CONCLUSION

In this chapter, we presented the current Internet architecture, as well as the chal-
lenges that have made the current Internet needs a fundamental redesign.

Many new architectures for a future Internet have been designed to be adapted
to the needs and new uses (content, but also mobility, security, etc.). These new
architectures are based on a new paradigm of content-centric communication and
place data at the heart of exchanges. They are also cache networks and network
nodes can store data for retransmission. Thus, the data is recovered independently
of their locations and this is a fundamental paradigm shift with the architecture of
the Internet based on TCP/IP.

Among these content-oriented architectures, we presented the most important
of them such as DONA, PURSUIT or Netinf, but it is above all the Named-Data
Networking (NDN) architecture which we have particularly studied and used in
the course of this work. Indeed, this architecture is the most sophisticated one, and
benefits from a large community of researchers and industrialists.

The next chapter aims to present the NDN architecture, their usefulness their
fundamental design and their functionalities.
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IN this chapter we present an overview of the NDN architecture. we discuss about:
the basic principles that guide the design of NDN and the new architecture of
NDN, naming, routing and security.
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INTRODUCTION

Numerous solutions have been proposed to narrow the gap between the Inter-
net design and its current usage. One such potential Future Internet Architecture
(FIA), sponsored by NSF, is Name Data Networking (NDN) [51]. NDN explicitly
addresses the data (content) itself instead of its physical location (i.e., host) in the
network, therefore, transforming data into the “first-class" entity. In NDN, con-
sumer directly requests the name of the content by issuing an interest. The network
then handles the request by efficiently finding and retrieving back the closest copy
of the relevant content. This decoupling of time and space among request resolu-
tion and content transfer enables NDN to provide storage, mobility and security as
native features belonging to the network architecture [51].

NDN OVERVIEW

Today’s Internet has shifted from the connections between the hosts to the global
distribution and retrieval of contents in huge amounts. This clear difference be-
tween the present Internet architecture and its current usage (practice) uncovers all
the limits of Internet architecture. To this end, numerous research efforts [8] aims to
move the Internet into the future and commence to design and deploy a new Inter-
net architecture called Information Centric Networking (ICN) [8]. In particular, ICN
presents the data as a “first class" entity by focusing on what is the content rather
than where the content is located Figli.2l Among diverse ICN styles, Name Data
Networking (NDN) [51] [6] and Content-Centric Networking (CCN) [11] projects
have earned significant recognition in research groups of both academia and indus-
try. The architectures of NDN and CCN are very similar, moreover, their variations
do not influence the consideration and description of the thesis.

NDN PRINCIPLE

Every one of the proposed ICN designs use different approaches, however all of
them center around a similar concept, content delivery rather than host-centric.

Named Data Networking (NDN) [10] is the most promising and popular
among ICN architectures, it is a research project in the Future Internet Architecture
Program funded by the U.S. National Science Foundation (NSF). Its origin is a
previous project, Content-Centric Networking (CCN) [43], which Van Jacobson
started at Xerox PARC in 2006 |'| . Its fundamental concepts were outlined in a
Google tech talk by Van Jacobson, long before that exactly in 2009 [43].

NDN keeps the same hourglass-shaped architecture, which inherited from the
hourglass shape of the IP architecture, this later what makes the original Internet

Thttps:/ /named-data.net/project/faq/
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design elegant and powerful. but replaces the host-to-host data delivery model at
the thin waist by a receiver-driven data retrieval model as seen in Figure This
fundamental change leads to the move of communication paradigm from location-
centric (Where) to data-centric (What). Given the benefits of NDN architecture, for
example, the simplicity, efficiency, accessibility (Open-source implementation CCN
and NFD).

) o)
.

email WWW phone... | | | browserchat.. |
\ SMTP HTTP RTP... / | File Stream ... |
\ 7 A T
\JCPUDP.. / i Individual apps | \_ Security /
\\—, S s N - /,/
> IP \ Every node i:::\
A . — A
/ethernet PPP ...\ . Individuallinks |/ Strategy \
Y damccrbucedal i S Y |
‘VCSMA async sonet ... | : /1P UDP P2P BCast ...
4 x ]
‘copper fiber radio... | 1 ‘ \copper fiber radio ... |

) ( )

Figure 2.1 — hourglass architecture [6]]

In order to achieve the objective of addressing the limitations and improving
the strengths of the current Internet architecture, the new NDN design must be
guided by the following architectural principles [52]:

* Security has to be integrated into the architecture. Security in the present
Internet architecture does not meet the requirements of today’s increasingly
hostile environment. NDN offers the fundamental security building block
right in the thin waist by signing all named data.

* The end-to-end principle allows solid apps to be developed against network
failures. NDN maintains and extends this principle.

* Network traffic has to be self-regulating. Flow-balanced data delivery is cru-
cial for stable network operation. Since the IP performs open loop data de-
livery, the transport protocols have been modified to provide unicast traffic
balance. NDN designs the flow-balance into the thin waist.

* A separation between the routing and forwarding plane has demonstrated
to be essential for the development of the Internet. It allows the forwarding
plane to operate while the routing scheme continues to develop over time.
NDN adheres to the same principle to allow the implementation of NDN
with the best available forwarding technology while we carry out in parallel
new routing system research.
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2.4 NDN ARCHITECTURE

2.4.1 NDN types of packets

NDN is based on requester-driven communication model between two types of
hosts; clients are called consumers, while servers are identified as producers. In
contrast to IP where content is explicitly exchanged among nodes, NDN clients
directly request content pieces from the network without addressing content pro-
ducer’s location. Specifically, when an NDN client wants to consume a specific
content, it sends out a unique interest associated to that content. Each interest is
identified by a Uniform Resource Identifier (URI) with a routable name scheme,
e.g., /example.com/videodu/examples.mp3 [51].

The packets types of NDN are indicated in Figure An Interest packet con-
sists of the following fields

* Name (required): It contains the prefix of the wanted content.

* Nonce (required): which is a randomly number generated by the consumer,
which used to detect and avoid looping Interests. It is a random number that
uniquely identifies the Interest packet. More specifically, two Interests having
the same Name are considered duplicated (or looped) if they also have the
same Nonce. Otherwise, they are two distinct Interests for the same content.

* InterestLifetime: specifies the time remaining in milliseconds before the Interest
expires. The default value of InterestLifetime is 4 seconds.

* Selector: since NDN use longest-prefix-matching, an Interest can have several
matching Data, this field provides additional descriptions to select the only
one desired data to return. Selector contains several sub-fields, for example:

— MinSuffixComponents, MaxSuffixComponents: referring respectively to
the minimum and the maximum number of name components beyond
those allowed in the data matching prefix. Default value for MinSuffix-
Components is zero and for MaxSuffixComponents is infinite, meaning
that any Data whose name starts with the requested prefix is a match;

— PublisherPublicKeyLocator: which specifies the prefix of the key used to
sign the corresponding data packet.

— Exclude: can be used to choose a list of suffixes (i.e., following name
components of the prefix) that the user wants to avoid.

— ChildSelector: an Interest may match several Data with same prefix’s
length. The ChildSelector bit expresses a preference for the name com-
ponent right after the prefix.

— MustBeFresh: at the point when this bit is set, the user insists in receiving
a "fresh" Data. If it is absent from an Interest, the corresponding Data
does not have to be fresh.

*See http:/ /named-data.net/doc/NDN-TLV /current/interest.html
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Any node (producer or in-network) receiving the Interest and having the re-
quested data can respond with a Data packet. The Data packet is used to
carrier the requested data with some additional fields such

¢ Name: contains the full name of the data carried inside;

¢ Metalnfo: this optional field offers extra information about the Data, such as
ContentType and FreshnessPeriod.

— ContentType: reveals the type of information transmitted in the Data,
e.g., public key, payload;

— FreshnessPeriod: when a Data is stored in router, it is labeled as fresh.
After its FreshnessPeriod has expired, the router will mark it as stale,
making it less prioritized for answering Interest. When this field is absent
or equals to Zero, the Data will always be fresh;

- FinalBlockld: indicates the identifier of the final block in a sequence of
fragments.

¢ Content: contains the requested data;

e Signature: includes the digital signature and supporting information used to
verify the integrity of Data. These fields includes two sub-fields: Signaturelnfo
and SignatureValue

Interest Packet Data Packet

Content Name Content Name

(i.e /spritz.math/unipd/projects) (i.e /spritz.math/unipd/projects)

Selector Signature

(order preference, publisher filter, scope, ...) (digest algorithm, witness, ...)
Nonce Signed Info

(Publisher ID, Key locator, Stale time, ...)
DATA

Figure 2.2 — NDN packet types

2.4.2 NDN hosts

Figure shows the structure of an NDN node. An NDN node contains 3 struc-
tures (Content store, Pending Interest Table, Forwarding Information Base) and a
number of faces to manage interest and data packets. While faces are quite the
same of interfaces in TCP/IP, so their purpose is to connect a node to the rest of
the network, the other 3 structures are completely new:

3http:/ /named-data.net/doc/NDN-TLV /current/data.html
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Content Store Face 0
Name Data 1
Index -]
\ Ptr |Type g
. CS
Pending Interest Table Face 1
Name Face (s)
PIT
/com/go/.pdf 0 — | €
FIB
Forwarding Information Base Face 2

Prefix Face list

/com/ 1 i Application

Figure 2.3 — NDN node

Content Store: is a buffer memory where it is saved every content received from
a face. Its presence allows a node, when an interest arrives, to immediately reply
to the interest if the related data packet is in the Content Store Fig[2.5p.3]
Pending Interest Table: hereafter PIT, traces interests arrived from a face and for-
warded up towards the source of the content until the interests are satisfied Fig 2.4}

PIT List of incoming List of outgoing
List of nonces interfaces interfaces

Interface ID, Interface ID, 3
lifetime Send-time

Name 2| Nonce

A

Figure 2.4 — PIT

Pending Interest Table (PIT) Pending Interest Table (PIT)
Incoming

Incomi
Pending interest |yt | Interest Data Pending Interest | ‘10T

-— -—
——»| [DOCTOR/pubvideo/d 0 | DOCTORpubivideal 0 [——
I Recsiving
. | > the comesponding Data I

Figure 2.5 — PIT [7]

Forwarding Information Base: is used to forward interest packets toward po-
tential source of matching data. It is almost identical to an IP FIB excepts it allows
for a list of outgoing faces rather than a single one Fig[2.6|

Even if faces have the same purpose of interface, there are some difference
between them. A very important difference depends directly on the fundaments of
NDN and allows NDN to take advantage on multiple faces. Because NDN bases its
communication on content and it does not include host information on its packets,
it does not need to obtain or bind layer 2 identity (MAC address) with layer 3
identity (IP address). This allows NDN to change connectivity faster than TCP/IP,
in fact NDN can exchange data as soon as it is physically possible to do so.
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Interfaces ranked
FIB by forwarding
policies

1 2 3 4 5 6

Name prefix | State time

| Interface ID, routing preference, RTT, status, rate limit |

Figure 2.6 — FIB [77]

These 3 structures are the ground for the communication in NDN. As explained
before, communication is based only on content and not on host; in fact, inside
interest and data packets we can not find any trace that refers to host. So, how
interest arrives to node that contains the related data packet? And how data packets
are forwarded back to the consumer? To answer to these questions we analyze how
Content Store, PIT and FIB are used in the communication process.

NDN Forwarding process

NDN stretches additional responsibilities to the routers by enabling router-side
content caching and interest aggregation [11]. Each NDN router implements three
foremost data structures, named as (i) Forwarding Information Base (FIB), (ii)
Pending Interest Table (PIT) and Content Store (CS). Figure |2.7]illustrates the func-
tionality and key components of NDN router. In particular, the FIB is used to
perform a lookup operation to determine the interfaces in order to forward the
incoming interests (e.g., it includes the interest prefix and the interface number).
The second look up table is the PIT, which comprises of all the entries (e.g., interest
prefix, arrival interface) of outstanding forwarded interests. Once an interest for a
specific content is received, NDN router first checks whether the demanded con-
tent already exists in the CS. If the content is not available in the CS, the router
looks in the PIT for a pending interest issued for the same content. If there is no
entry, the router forwards the interest towards its destination and adds a new entry
in the PIT with the associated arrival interface. On the contrary, if there is already
a similar entry in the PIT, additional interests requesting the same content will not
be forwarded. Later, when the requested content arrives, all the pending interests
for it are satisfied just by sending a copy of the content back to all the consumers
who issued an interest before. Finally, the requested data packet is forwarded to
the consumer just by traversing the reverse trail of the preceding interest [10].

In NDN, not all the interests result in the content being returned. For instance,
when an interest encounters either a router that cannot forward it further or a con-
tent producer that has no such content. Moreover, no error packets are generated
in this case. The PIT entries for such unsatisfied interests in intervening routers
are eliminated following a predefined expiration time. In result, a consumer can
determine whether to reissue the same interest after a timeout.

Naming

Basing on data oriented communication rather than hosts implies that we need to
identify content in some way. Names are used to distinguish one content from an-
other. In NDN, the routers guide the Interests packets toward the potentials data
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Figure 2.7 — NDN forwarding process.

source by exploiting data names. To define and allocate top-level names, a nam-
ing system is needed to ensure that the name of the content is unique between
providers. However, not all NDN names need to be globally unique. In some lo-
cal communication, NDN names can be based on local context [43]. Data satisfies
an Interest if the data name in the Interest packet is a prefix of the data name in
the Data packet [43]. NDN uses a multi-component hierarchical naming scheme. A
component can be any string of arbitrary length, the delimiter ’/” delineates name
components in text representations, can be presented in the Uniform Resource Lo-
cator (URL) form. Fi For example a document shared by the University of
Padova could have the following name /unipd/documents/documentA.pdf. This
hierarchical structure, in addition to be human readable, allows routing to scale.
In particular, as for IP where aggregation is essential in routing scale, this naming
scheme encourages the utilization of aggregation (for example we can use /unipd/-
documents to refer to all the document published by University of Padua). A user
that does not know the entire name of a content can ask for a list of the contents
in a namespace and afterwards ask for a specific one. A naming convention must
be agreed by both the content providers and users so that they operate smoothly
over NDN content names. Furthermore, NDN names are opaque to the network. In
other words, the routers do not understand the meaning of a name but recognize
boundaries between components in a name. The hierarchical structure of names
has three advantages. First, the applications can define their own naming schemes
that fits their needs and allow naming schemes to evolve independently from the
network. Second, the applications can put the context and relationship of the data
elements into the names. Finally, it allows name aggregation which is essential in
scaling the routing system. In the example shown in Figure go.com could be
the autonomous system from which the video originates.

Prefix Suffix

| Com/youtube/ | videos/examples/0 |

Name Selector Nonce

Figure 2.8 — NDN names.
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Routing

Routing is the feature that will allow network nodes to fill their transmission ta-
ble, or forwarding. The forwarding functionality consists of consulting, for each
node, its forwarding table and then transmitting the message on the appropriate
output interface, based on the information from that table. If no routing protocol
exists or is deployed, nodes cannot fill their forwarding table and are then forced
to flood the network with messages (flooding) by transmitting Interest messages
on all interfaces in order to reach the content. Thus, as Interest messages flood into
the network, nodes will fill their forwarding table with new entries.

However, such flooding will overload the network and consume its resources
(bandwidth, etc.), preventing Internet-wide deployment. In the NDN architecture,
messages address names and no longer hosts and this completely changes the prob-
lem of routing as known for the Internet. Each entry in a forwarding table will
correspond to a content (and not a destination) and indicate the next jump to ac-
cess it (i.e., the output interface). In addition, the cache features at the heart of the
network allow for duplicating content and counting more copies in the network.
Thus, a request to a content could be resolved via several nodes that could answer
this request.

The routing protocols used in the current Internet based on location of hosts and
point-to-point communications can no longer be satisfied to take full advantage of
these new caching features. The simple flooding of the network is also not accept-
able in order to be able to deploy this architecture one day. It is therefore appropri-
ate to define new routing protocols adapted to the specificities of the Named-Data
Networking content-oriented architecture [53] [54].

Caching

In NDN networks, Caching is one of the most important features, in contrast to
the IP architecture Data packets are autonomous from the requesters and from the
location which they are stored, since each Data packet carries the data name and
signature instead than IP source and destination. As a result, a router can store the
received Data packets in its Content Store (CS) and use them to fulfill the future
requests.

Caching the content in CS is similar to buffer memory in IP routers, the thing that
matters is that IP routers cannot reuse the data after forwarding them, whereas
NDN routers are able to reuse the data because they are stored in routers CS
and identified by persistent names. NDN achieves nearly optimal data delivery
for static files. Even dynamic content can benefit from caching in the case of multi-
cast, such as real time teleconferencing or packet loss retransmission [43].

In addition to the Content Store, the NDN architectures allow more permanent
storage with very large or high-volume in-network storage, called the Repository.
Caching named data poses different privacy concerns from those of IP. In IP archi-
tecture, by analyzing the packet headers and probably the payload, it is possible to
identify the requester and the requested data and their location. Nevertheless, in
NDN, given that the data name does not have any information of the requester and
the source of the requested data, it is more difficult to identify the data source and
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the requester. In this manner, the NDN architecture provides some natural privacy
protection by making data and users more secure [7].

Transport

The NDN architecture does not have a separate transport layer. The transport pro-
tocols functionalities like congestion reliable delivery, and are provided by appli-
cations, their supporting libraries, and the forwarding strategy. Segmenting and
reassembling segments among application processes is done directly using names
at the NDN layer, and data integrity and reliability are directly handled by ap-
plication processes where the appropriate reliability checking, data signing and
trust decisions can be made. Furthermore, the hierarchical namespace allows the
required information for transport to be included in the data names, thus remov-
ing the need for transport layer information such as sequence and port numbers. A
NDN network is designed to operate on top of unreliable packet delivery services,
including the highly dynamic connectivity of mobile and ubiquitous computing. In
order to provide reliable, resilient delivery, the application itself or its supporting
library will monitor the unsatisfied PIT entries within some reasonable period of
time and discard or retransmit them if the data is still required. In NDN archi-
tecture, the need for a flow balance, together with the ability of nodes to control
their own traffic load by limiting the number of pending Interests at each hop can
provide effective congestion control across the network. To reduce the congestion
in the network, each Interest packet has a limited lifetime. When congestion losses
arise, caching will reduce the impact since the retransmitted Interests can be ful-
filled by the cached Data packets in routers that precede the packet loss stage.
Caches also help data retransmission during congestion. If a router already caches
a Data packet before it is dropped at a congestion link, the retransmitted Interest
will be satisfied by this cached copy, reducing the latency throughout congestion.
Flow control and congestion control are no longer dependent on end hosts. NDN
forwarding process helps to reduce significant duplicated Data and Interests. Each
Interest has a Nonce fields to detect and remove duplicate Interest. In addition,
checking the PIT input before forwarding the Interest helps to reduce redundant
Interests for the same content. Checking PIT before forwarding a Data, in the same
manner, helps to eliminate unsolicited data traffic. Each FIB entry and PIT en-
try record several faces, thus support multipath and provide rich connectivity for
nodes in its network [7].

Security

Experience in TCP / IP has shown that including a degree of safety in the thin-waist
layer is a necessity and this provision has been planned for NDN. Security is one of
the NDN stack’s inventions. NDN is based on the concept of content-based secu-
rity: protection and confidence travel with the content itself, rather than being the
property of the paths which it travels through. Every data packet is authenticated
by digital signatures, transferring protection from hosts to content itself. Currently
in IP architecture, security are depends on where (from what host) and how (over
what sort of pipe) data is obtained. To trust the data, user must be obtained directly
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from the source. Accordingly with the CCN principle, NDN forgets about hosts
and simply transfers trust to the contents themselves. i.e. the content is secured in-
stead of channel and connection, so the producers Signing cryptographically every
data packet, allows provider to securely join name to content. As result confidence
is significantly improved. firstly an end-to-end signature check can be performed
to allow a customer to verify the content’s authenticity. In addition NDN data is
publicly authenticatable, signature are standard public key signature and anyone,
not just the endpoints, can verify that name-content binding was signed by a par-
ticular key. The signature algorithm, used to sign data packet, is selected by the
producer from a large scale of fixed and chosen set to meet required performance
in the signature/verification process. Every data packet moreover include all the
information necessary to verify the signature and obtain the public key necessary.
It may include cryptographic digest, or fingerprint of that public key; a shorthand
identifier for the publisher; and a key locator to indicate where the key can be ob-
tained, or containing the key itself. Such limited testing may be surprisingly useful
to protect against many forms of network attacks, but it needs more refinement.
Anyway, trust, privacy and security area has not been fully covered and this thesis
attempts to help resolve a security issue in this context.
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CONCLUSION

In this chapter, we have presented the NDN architecture in the context of CCN
networks, which solves many limitations of the current internet architecture. But
the future Internet architecture is not immune to some of the attacks that were in
the current internet, Among these attacks DDoS.

In the next chapter we will show how a particular DDoS attack can be imple-

mented in a NDN network and we will present how NDN is no resilient to this
kind of attack.
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THIS chapter aims to introduce a new type of DoS attack, better known as Interest
Flooding Attack (IFA). Named-Data Networking design, however, can be mis-
used by this kind of attack. many solution have proposed in the literature. In this
chapter we will also present some of them.
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INTRODUCTION

NDN routers vary from their IP equivalents in the management of data struc-
tures used to store state. In particular, CS and PIT are special to NDN routers and,
if there is no mechanism to protect them, they may be exploited by the adversary
to carry out DoS / DDoS attacks. In this study, we concentrate on attacks using
PIT, in particular, on how to build desires that saturate the PIT of the target router.
When described above, the PIT contains information about pending interests. This
information is used to guide content back to consumers. If the PIT is completely
full, all incoming (un-aggregate) interests will be dropped. A router with a com-
pletely full PIT will not be able to accept new interests, until the existing ones are
either fulfilled or expire. Flooding a router with many different interests allows the
adversary to saturate the PIT. This is exactly the goal of Interest Flooding Attacks
(IFA).

IFA DEFINITION

Similar to IP packets, in the Interest Flooding Attack (IFA) the adversary aims at
blocking network services by flooding them with a huge amount of requests for
contents that are not available in the network. To achieve his aim, the adversary
exploits two essential NDN features [55]: (i) the interest forwarding strategy based
on the longest prefix match and (ii) the saving of the forwarded interests into the
Pending Interest Table (PIT). The first feature enables the attacker to generate the
malicious interests that will flood the routers. As a matter of fact, by exploiting
the longest prefix match the attacker uses a prefix name, for which he knows there
is already a forwarding rule in the routers FIB, and appends at its end a random
value. This way, even though the content requested by the interest is unsatisfiable,
the attacker will manage to make the interest transmitted in the network and the
routers will save a corresponding entry in their PIT. This data structure is the fun-
damental component of the second NDN feature exploited by the attacker. Once
an entry is added to a PIT, it remains until the expiration time, thus allowing the
adversary to easily fill the whole capacity. Note that interest packets in NDN also
consumes sensible share in network capacity. Thus, a massive amount of interest
packets might lead to congestion in the network and results in legitimate traffic to
be dropped. If a well-coordinated IFA targets a specific name prefix, it can concen-
trate malicious traffic in the certain segments of the network since the routing in
NDN is grounded on the name prefix. As the routers in NDN maintains per-packet
state for each interest packet in PIT. Therefore, the immense amount of malicious
interests can result in exhaustion of routers memory and resources, and prevent
them from creating PIT entries for new incoming traffic, resulting in the disrupt of
benign users services.
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CATEGORIZATION IFA’s IN NDN

Through our study of the various IFA attacks proposed in the literature, We cate-
gorize the IFA attacks into three broad categories: (i) content requested IFA attacks
This sort of interest flooding attacks called also denial of service against content
source (DACS attack). it surges an extensive number of pernicious interests asking
for content that does not exist, which ensures that no cache hit can occur at routers
until these malicious interests reach the target content source. In this way, it can
directly exhaust the resource of the victim. (i) one other type of attack is totally
different of the previous one, called Collusive Interest Flooding Attack. Where the
interests can be satisfied by a malicious publisher. (iii) The last category includes a
novel advanced attack model for IFA attack in NDN (see Fig 3.2).

Based on content requested

IFAs are categorized on three types based on the type of content requested by
adversary [56]]: (i) existing or static content, (ii) dynamically generated content, and
(iii) non-existent content.

1. In this type, several zombies from multiple locations generate large number
of interests for an existing content which propagates through all interven-
ing routers caches. In result, the producer will start dropping interests. This
causes interests to remain in the victims PIT until they expire. In particu-
lar, this type of attack is quiet restricted since in-network content caching
provides a built-in countermeasure (depending on the capability to satisfy
interests quickly).

2. In type 2, adversary issues dynamic-generated requests for existing content,
therefore, all interests packets are propagated towards the producer(s), re-
sulting in bandwidth consumption and PIT exhaustion. Correspondingly, tar-
geted producer wastes considerable computational resources due to signing
the content (i.e., per-packet operation) which is itself expensive

3. In type 3, adversary requests unique non-existent (unsatisfiable) content.
These interests, that cannot be collapsed by routers, are routed towards the
producer(s). Such interest packets consume memory in routers PIT until they
expire due to interest life-time. Therefore, a massive number of non-existent
interest packets in the PIT table leads to benign interest (BI) packets being
dropped in the network Fig[3.1]

CIFA

As opposed to the previous studies concentrated on the Non-Collusive Interest
Flooding Attack (NCIFA), in which adversaries flood the network with non-
satisfiable interest packets. [57] study a formerly disregarded version of attack
called CIFA. In CIFA Collusive Interest Flooding Attack , malicious clients issue
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Figure 3.1 — content requested IFA illustration.

interest packets that can be satisfied only by a malicious server. The server, in turn,
responds with data packets just before expiration of the corresponding PIT entries.

In CIFA, malicious clients and a malicious server (i.e. content provider) collude
together to achieve interest flooding. More precisely, malicious clients issue a large
number of unique interest packets requesting contents that can be satisfied only
by the malicious server, resulting in one PIT entry per interest packet in each NDN
router on the path. The malicious server successively answers with data packets
just before the corresponding PIT entries expire. Once some PITs on the path are
overloaded, legitimate interest packets are dropped. Due to this unique design,
CIFA cannot be mitigated by the defence mechanisms previously proposed against
NCIFA [55].

the Collusive Interest Flooding Attack (CIFA) requires malicious consumers as
well as a malicious producers to connive together to accomplish interest flood-
ing. More precisely, malicious interests issue numerous satisfiable interest packets
named with unique content names beginning with the name-space of the malicious
producer (e.g. "/malicious domain/"). This outcomes in creating a single PIT entry
per each malicious interest packet in each crossed router (like normal IFA). The
server, in turn, responds with data packets shortly before the corresponding PIT
entries expire. In both IFA and CIFA, succeeding to overflow PITs of some routers
leads to drop subsequent interest packets including those belonging to legitimate
users.

Advanced IFA

The authors of this paper [58] propose a new advanced attack model for IFA attack
in NDN, motivated by the fact that the countermeasures have been proposed to
mitigate IFAs, made a simplistic assumptions in attack scenarios undermine their
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potential. Like malicious and legitimate Interests belong to trivial disjoint prefix
sets and/or use randomly-generated content identifiers to generate requests for
non-existent contents. Other thing that all of countermeasures are reactive, i.e., the
mitigation of the attack unavoidably begins after a period in which routers collect
statistics about the processed traffic. This makes these countermeasures helpless to
attackers which may adjust their Interest generation to impact gathered statistics
or exploit routers observing time windows.
In general, attackers have the accompanying capacities:

* capacity to produce Interests which both correspond to existent content and
do not correspond to any existent content.

* some knowledge about countermeasures put in place by routers.

* capacity to influence different targets at the same time by means of certain
Interest types and different prefix names.

* capacity to affect monitoring statistics collected by routers.

IFAs may be targeting either content producers or the network infrastructure or
both. So far it has appeared that they can achieve the following effects:

¢ the exhaustion of routers resources. Especially, they tend to completely pos-
sess the PIT space making further Interests be dropped.

* the overload of interests on target producers. In order to be more efficient,
such interests should ask for existent contents since those require more com-
putation from the producer, e.g., signatures generation.

¢ the saturation of network links due to a certain asymmetry in size between
Interests and Data packets. In spite of this requires conniving parties per-
forming the attack or requesting for many different existent contents, flooding
with Interests upstream links may cause Data packets received downstream
to immerse the bandwidth.

3.4 SOLUTIONS MITIGATING IFA 1N NDN

In this section, we discuss about the approaches and limitations of the state-of-the-
art mitigation solutions against IFA. In particular, in order to classify the related
work, we refer to the following three IFA mitigation categories based on their func-
tionalities [59]:

e rate limiting-based countermeasures, in which the mitigation relies on throt-
tling down the overall incoming traffic in an autonomous/collaborative man-
ner;

* statistical modeling-based countermeasures, where the mitigation mechanism
is based on the statistical information of PIT occupancy;
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Types of IFA Attack
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Figure 3.2 — Types of IFA attacks.

* the other countermeasures, that include the approaches based on the update
of routers structures (i.e., forwarding information).

Below, we comprehensively describe the relevant work under each category (see

Fig 3.3).

Taxonomy of IFA Solutions
based on techniques

Reactive ] [ Proactive ]

e Statistical autonomous Collaborative
[Ratellmltlng] [ modeling ] [ Other ] ‘ mechanisms \ mechanisms
[ Trace back ] [ Push back] ‘ Other \

Figure 3.3 — Types of IFA solutions.
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Proactive approaches

As the name suggests, anticipation of an attack is the main feature of proactive
countermeasures. In this way, when malicious users start an attack, the attack will
have no effect (or slight effect) on the network.

Wang et al.[18] proposed a mitigation mechanism called DPE (Disabling PIT
Exhaustion) which diverts all the malicious interests out of the PIT. In particular,
the state information of the malicious interests is recorded separately in the name
of malicious-list instead of PIT. It introduces also a packet marking scheme to help
with data packets forwarding without PIT. In DPE, the quantity of lapsed Interests
under each prefix is observed whenever an Interest arrives, and every router keeps
a malicious list (meant as m-list). Whenever the number of expired Interests under
certain prefix surpasses its pre-defined threshold, this prefix is recorded in the m-
list (each prefix recorded in m-list is considered as being assaulted by IFA). Each
vindictive prefix can be reserved in m-list amid the Decay Time (DT), which is de-
fined as the duration that each recorded malicious prefix can be kept in m-list. For
every Interest experiencing a NDN routers DPE includes a name segment named
as Interface-List, which is put as the last segment of the Interest name to record
the incoming interfaces list. For each Interest packet whose prefix is recorded in
the m-list, the router getting it would never again record it in PIT, yet check it by
adding its incoming interface of this router into its Interface-List component. Every
one of the checked Interest packets is called as m-Interest. When m-Interest goes
through routers along the way to data producer, the incoming interface of each
router is affixed to the Interface-list of the Interest one by one. whenever an Inter-
est packet arrives at a NDN router, The router checks if this Interest is set apart by
the Interface-List component or the prefix of this Interest can be found in m-list.
If so, this Interest is sent dependent on FIB without recorded in PIT after its in-
coming interface of this router is appended into its Interface-List component (that
is, if this Interest travels through several routers, the incoming interfaces of these
routers are recorded into Interface-List component one by one consecutively). Al-
though this method ensures PIT not being overloaded, malicious interests will still
be forwarded, which may lead to the network congestion and poor bandwidth uti-
lization. Other disadvantages include extra packet overhead and processing load.

The authors of DPE [18] propose another solution [60] aiming to balance the
detecting accuracy and delay, they investigate the main cause of detecting delay
and propose the mTBAD mechanism, which maintains an m-list to record mali-
cious Interests entries by combining the DPE and the negative acknowledgments
(NACK). A lightweight monitor is equipped to issue m-NACK packets to inform
the attacked router and update its m-list. The mTBAD mechanism collaborates
DPE with NACK to achieve ultra-low total detecting delay. However, the thing that
matters is that the mTBAD mechanism keeps up m-list utilizing m-NACK packets
while DPE maintains m-list by tallying Interest lapse rate. Furthermore, m-NACK
is propelled by rate-limit and NACK. As opposed to these works, m-NACK has
malicious entry field and could be applied to refresh m-list. When an Interest ar-
rives at a router, first the router matches it with local cache, then matches it with
m-list, third lookups PIT, and finally forward the Interest to other routers with the
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help of FIB. Such a procedure is equivalent to what it does in DPE, however, in the
mTBAD mechanism, a producer has a monitor which detects malicious Interests
in time. Furthermore, when the monitor receives the Interest, it makes a decision
about whether the Interest can be satisfied, if yes, it issues responding Data. Other-
wise, the monitor regards the Interest as malicious one and sends m-NACK labeled
with malicious entry filed to inform attacked routers.

This work [61] presents a hybrid algorithm for proactive detection of DoS at-
tacks and adaptive mitigation reaction in NDN. In the detection phase, a combi-
nation of multiobjective evolutionary optimization algorithm and particle swarm
optimization in the context of the Radial basis function RBF neural network has
been applied in order to improve the accuracy of DoS attack prediction.

This paper [62] proposes Interest Cash, an application-based countermeasure
against Interest Flooding for dynamic content. Interest Cash requires a content con-
sumer to solve a puzzle before it sends an Interest. The content consumer should
provide a solution to this puzzle as cash to get the signing service from the content
provider. The key idea is that the content consumer has to do extra computation be-
fore the content provider serves it. The extra work is to solve a puzzle. The content
consumer has to append the solution to this puzzle as cash to the content name in
Interest. The content provider only signs the content for the content consumer who
offers a valid cash. Since we increase the cost to send a valid Interest, we can pre-
vent potential adversaries from sending too many Interests for dynamic content. At
the same time, normal users are hardly affected because the extra computation is
not a problem if they do not send Interests too fast. The drawback of Interest Cash
is to generate puzzle for each Interest that may generate a great overhead.

Reactive approaches

We are now addressing the proposed reactive countermeasures. They are charac-
terized by the Detection and Reaction phases. Detection may be based on Rate lim-
iting, Statistical modeling or many Other techniques. The Reaction phase may be
either Autonomous or Collaborative. In the first example, routers depend mainly on
local measurements ( e.g. PIT consumption, interest rate unsatisfied, sum of band-
width used to forward content). In the second example, the neighboring routers
are working together to decide if the attack is in progress and how to react.

Rate Limiting-Based Countermeasures

Afanasayev et al. [16] proposed four different methods to deal with IFA. The first
method introduces a simple limit on the interfaces, based on the physical capac-
ity of the links and resulting in an under-utilization of the network. The second
method is an adaptation of the token bucket algorithm [63] providing per-interface
fairness. In particular, the algorithm regulates the number of outgoing interests
by limiting the assigned tokens to a specific outgoing interface. The major draw-
back of this method is that tokens are assigned without discriminating between Bls
and MlIs. Thus, not all MIs are dropped, while some Bls could. The third method
is based on the per-interface ratio between the interests sent and the correspond-
ing data packets received, which is also defined as the “satisfaction-based interest
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acceptance”. In this method, tokens are fairly distributed among all the incom-
ing interfaces according to their interest satisfaction rates. The drawback of this
method is that the router decision to forward or discard an interest packet relies on
a router’s local statistics, which is the router’s interest satisfaction rate. Due to this
reason, the probability of legitimate interests being forwarded declines as the num-
ber of hops/routers between the consumer and the producer increases [16]. The
last method is a collaborative approach defined as “satisfaction-based pushback”.
In this case, each router sets an explicit limit value for each incoming interface, and
announce this value to all downstream routers. This method has shown to be more
effective than the previous ones, but the legitimate stream is still influenced, espe-
cially when the path is long. Moreover, it creates unnecessary signalling overhead
in the network.

Similar to the works of Afanasyev et al. [16], other detection and reaction so-
lutions have been proposed so far based on an independent or a collaborative ap-
proach. For the first case, the attack detection is based on network traffic analy-
sis and/or PIT usage [17, |56], while the reaction consists in reducing the incom-
ing/outgoing traffic, independently on each router. Vassilakis et al. [20] also pro-
posed a similar mechanism that relies on the anomalous behavior of the consumers,
to detect the attack, and on the reduction of the requesting rate of the traffic from
the detected nodes, to block the attack. In addition to the traditional IFA detec-
tion criteria, Benmoussa et al. [64] considered also the network congestion to avoid
the false positives generated by unintentional IFA phenomenon. Hence, to detect
whether there is an intentional or an unintentional IFA, the authors use three pa-
rameters: the ISR (i.e., the number of interests issued over the number of data pack-
ets received); the incoming interest rate (i.e., the amount of interest packets arriving
at a particular interface of an NDN router in a given amount of time); the net-
work congestion, measured considering the number of timed-out interests and of
NACK packets. Considering the collaborative component of the above-mentioned
mechanisms, this consists in an information exchange among intermediate routers,
which inevitably generates a signalling overhead. Moreover, some of those mecha-
nisms [17, [19, 20] send a “push-back alert” to the downstream interfaces to reduce
the data rate. In [19], the authors proposed a collaborative countermeasure known
as “interest traceback”, which detects an attack when the PIT size increases and
produces artificial spoofed data packets for each interest stored in the PIT. Eventu-
ally, during the attack, the data packets trace the interests generators. The limitation
of the approaches includes an excessive amount of additional traffic in the network,
that results in the depletion of bandwidth and performance.

In summary, the main limitations of the rate limiting-based countermeasure are
the following ones:

* lack of differentiation between benign and malicious traffic;
* non elimination of the interests already stored in the PIT;

* additional overhead due to the massive message exchange among the routers.
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3.4.2.2 Statistical Modeling-Based Countermeasures

In [65], the authors face IFA through a detection scheme focused on Statistical
Hypothesis Testing Theory, that relies on the Neyman-Pearson bi-criteria approach
by providing a test that does not depend on router characteristics or measured
values. Such framework considers two cases:

a scenario in which all traffic parameters are known (in this context, the optimal
test is designed and its statistical performance is given);

a linear parametric model proposed to estimate unknown parameters and to de-
sign a practical test. However, the evaluation only uses a simple binary tree graph
of eight clients and one adversary. It is difficult to analyze the efficacy of the
scheme for larger networks or during distributed attacks. The authors in [66] also
leverage the hypothesis testing theory to develop a generalized likelihood ratio
test, adapted to evolve IFA attacks, especially, in the context of coupling NDN with
IP, which can hardly be addressed by traditional solutions.

In [67], the authors proved the feasibility of IFA in a real NDN deployment. To
this aim, the authors proposed a comprehensive set of 18 NFD metrics. For each
metric, a micro detector is designed to capture any abnormal variation from the
metrics normal behavior. The relevance of the micro detector design was evaluated
through its performance against IFA in a testbed. To assess the generality of the
approach, this should be tested with other attacks and larger topologies.

In [68], the authors proposed a Theil-Based Countermeasure (TC) to detect the
distributions of Bls and MlIs in the NDN routers and identify an IFA. Each NDN
router records the name of each interest packet received. The router can use the
statistical distribution of the names of the interest packets to detect the IFA. When
an adversary launches an IFA, the occurrence frequency of the fake names in the
MlIs will increase significantly. The shift in the value of the Theil entropy can be
used to determine the networks situation. In addition, the Theil entropy can divide
the interest packets into groups based on a preset rule to evaluate the contribution
of intra-group and inter-group differences. Then, under IFA, the TC detects the
attack based on the change of intra-group heterogeneity. When an IFA is detected,
a trace-back method on MlIs can be used to find the adversary’s position and avoid
further attempts. Despite that solution induces additional signalling overhead, its
evaluation uses only a simple binary tree graph with eight clients and two adver-
saries. The effectiveness of the scheme for larger networks or during distributed
attacks is difficult to analyze.

In summary, this category also has some drawbacks:

* the attack detection is difficult close to attack sources, resulting in late detec-
tion and no reaction;

* the detection takes place after wasting a huge amount of resources in several
regions of the network, and it likely cannot prevent the attack before causing
a severe damage;
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* mitigation mechanisms are also unable to remove malicious traffic from the
PIT;

¢ the applied detection algorithms do not distinguish MIs from Bls. Hence, they
may also harm legitimate traffic.

Other Countermeasures

This category of DoS mitigation includes approaches that change routers struc-
tures, such as PIT and CS. Wang et al.[18] proposed a mitigation mechanism
called Disabling PIT Exhaustion (DPE) which diverts all the MIs out of the PIT. In
particular, the state information of the Mls is recorded separately in the name of
malicious-list instead of PIT. It introduces also a packet marking scheme to help
with data packets forwarding without PIT. Although this method prevents the
PIT from being overloaded, MlIs will still be forwarded, which may lead to the
network congestion and poor bandwidth utilization. Other disadvantages include
extra packet overhead and processing load.

InterestFence [69] detects IFA based on content servers rather than routers to guar-
antee accurate detection. All content items with the same prefix within a content
server have a Hash-based Security Label (HSL) to claim their existence, and a
HSL verification method is securely transmitted to related routers to help filtering
and cleaning IFA traffic in transit. InterestFence consists of three key functional
entities: InterestFence-enabled router, InterestFence-enabled content server and the
communication between them.

In [70], the authors proposed a Charging/Rewarding mechanism based on Hid-
den Markov Model (HMM) to defend against IFA. The approach is based on the
external characteristic parameters of the consumers to establish HMM and then
detect the malicious user. In particular, the HMM is established by the Baum-Welch
algorithm. In order to limit the malicious users and stimulate the legitimate con-
sumer, the edge router will charge consumers when providing forward service and
reward legitimate users.

However, such mechanisms will still be responsible for forwarding MlIs, resulting
in network congestion and starvation of legitimate clients. In addition, the mech-
anisms also put additional processing burden on the routers and increase packet
overhead.

autonomous mechanisms

In the case of a successful IFA, the victim’s router can easily detect the attack by
observing whether its PIT is full or if the bandwidth allocated to the forwarding of
content is very limited. However, the router on the path to the victim may not be
able to detect an attack in progress.
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collaborative mechanisms

Collaborative mechanisms allow routers to exchange information about their sta-
tus, with the aim of reacting to mitigate the attack as soon as possible once has
been identified. Ideally, routers should withdraw all interests from the adversary,
while at the same time forwarding the interests of honest users. When routers
rely on collaborative detection mechanisms, they can not only share details about
the presence of the attack, but also the (locally detected) properties of the attack.
Many collaborative approaches have been proposed to counter IFA, like traceback,
pushback and others.

MITIGATING DD0OS THROUGH ACTIVE QUEUE MANAGE-
MENT SCHEMES IN IP

To mitigate DDOoS attacks in IP, the congestion handling techniques, such as AQM,
have gathered significant attention from the research community [77, 72, [73) [74].
AQM methods are classified into two categories according to their functionality
and to the type of traffic they are able to handle [75]. The first category aims to
provide fairness during network congestion, when the incoming traffic consists of
only responsive flows (i.e., to which server responds). Random Early Detection
(RED) [76], BLUE [77], and Adaptive Virtual Queue (AVQ) [78] approaches belong
to the first category. On the other hand, the second category provides fairness
when the incoming traffic consists of both responsive and unresponsive flows, such
as CHOKe [22], Stochastic Fair Blue (SFB) [79], and Fair Random Early Detection
(FRED) [80].

RED tries to acquire a better route queue stability by estimating the level of
congestion in the router buffer and drops packets accordingly, by using an expo-
nentially weighted moving average (EWMA) of the queue length. One of the RED
limitations is that it is unable to identify unresponsive flows. Thus, it requires a
significant parameters tuning to attain optimal results. To address this limitation,
several methods, based on the idea of (or function with) RED, have been proposed:
CHOKe [22], xCHOKe [81], RECHOKe [71] and FRED [80]. In particular, CHOKe
is a stateless technique that tries to handle unresponsive flows by identifying and
penalizing them through the drop of their packets.

In this thesis, we propose a solution that exploits an Active Queue Management
(AQM) mechanism to defend against IFA in NDN. Our solution is the first one
that removes the MlIs from the PIT as a mitigation strategy; that works both as a
detection and reaction approach; that avoids the drawbacks of the first and second
categories of the state-of-the-art and that does not add new additional structures
to routers, like the third category of the existing solutions.

In Table we extend the review of the existing IFA solutions [82] by providing
a detailed comparison of the existing countermeasures along with their functional
details.
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Table 3.1 — Comparison of IFA countermeasures in NDN.
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CONCLUSION

In the next chapter, we take a footstep in the direction of identifying and differen-
tiating Mls from Bls during IFA, in order to selectively stop the malicious traffic.
In particular, we exploit an AQM algorithm [22] (i.e., CHOose to Kill malicious
Interest, CHOose to keep genuine Interest for IFA - ChoKIFA) to stabilize routers
PIT, by dropping the incoming MIs and removing the ones already stored in the
PIT, without any global knowledge of the network (i.e., state information).
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Chapter 4. ChoKIFA: A New Detection and Mitigation Approach against Interest
Flooding Attacks in NDN

INTRODUCTION

One of the key goals of NDN is “security by design", this thesis addresses the
most significant NDN-tailored DDoS attack: the Interest Flooding Attack (IFA) [56].
In IFA, adversary aims at flooding the network and blocking the network services
received by legitimate users via abusing two fundamental NDN features [21], i.e.,
(i) forwarding grounded on the longest name-prefix match, and (ii) maintaining the
record of outstanding forwarded interests in so-called Pending Interest Table (PIT)
for efficient multicasting. In particular, the adversary issues unique requests for
unsatisfiable content name targeting the name-space(s). As a consequence, one PIT
entry is created for each request in each on-path NDN router. These entries stays in
the PITs till they expire at the end. Succeeding to overload some or all PITs which
leads to legitimate interest packets being dropped [56].

MOTIVATIONS

Regardless of the substantial quantity of research on NDN security, we identified
that the proposed defence mechanisms for IFA [56, 16} [17, 19} 21] have one or more
of the following limitations. First, the legitimate traffic is likely to be damaged,
since most of the proposed countermeasures [17, 16, 20] limits the rate of incoming
traffic and are not able to differentiate between legitimate and malicious packets,
thus resulting in unfair punishments. Second, since each router has to perform
first an attack detection and then attack mitigation, during the first phase (i.e., in-
accurate), most of the approaches are likely to encounter harmful consequences.
Finally, the proposed collaborative mechanisms [19, [17, [16} 21] introduces unneces-
sary overhead given by the extra messages exchanged among routers.

We propose an efficient mechanism, named as Choose To Kill IFA (ChoKIFA),
which mitigates the damages caused by IFA by differentiating the malicious traf-
fic from the legitimate one, and by reducing the former, without any collaborative
communication or global network monitoring. In order to do so, ChoKIFA exploits
the Active Queue Management (AQM) scheme, i.e., CHOose and Keep for respon-
sive flows, CHOose and Kill for unresponsive flows (CHOKe) [22], and without any
delay penalizes the malicious traffic by dropping both the new incoming malicious
interests and removing the ones already stored in the PIT. Thus, routers are able
to independently detect and mitigate the attack in progress as-soon and as-close to
the adversary as possible, while maintaining the simplicity of forwarding.

MITIGATION OF IFA ExrLOITING AQM

In this thesis, we take a footstep in the direction of identifying and differentiating
malicious packets from the benign traffic during IFA. By exploiting the phenom-
ena of AQM [22], we design an algorithm, i.e., CHOose to Kill malicious Interest,
CHOose to keep genuine Interest for IFA (ChoKIFA) which aims to provide fair-
ness among the benign interest packets that pass through the router. In particular,
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ChoKIFA utilizes the PIT state which forms adequate statistics regarding the in-
coming and outgoing interest packets and use it to identify and drop malicious
interest packets.

System and Adversary Model

In our system model, we consider the topology illustrated in Figure as used
by various authors [19, [16]. Multiple benign consumers (C) issues Benign Interests
(Bls) for existing content towards a producer (P) which is publishing the content
under specific name prefix (prefix). Bls and the corresponding content packets

traverse multiple routers (R) before being satisfied by P. Each router 7/ € |R| has
the default settings of NDN [10], where j is the interface of i-th router.

Adv
Adv

All links 10 Mbps

Adv with 10ms delay

Links, sharing
different portions
of Bl and MI -

Producer

Figure 4.1 — Topology considered.

We assume that adversary (Adv) generates massive amount Malicious Interests
(MIs) which have bogus names to request non-existing content (i.e., type three, see
Section [3.3). The aim of Adv is to saturate R’s PIT, in particular, by rapid generation
of large numbers of MIs [16} [17]. Once the PIT is completely full, incoming Bls are
being dropped. Apart from that, this has more than a few consequences. First, the
sending rate of Mls is not dependent on the allocated bandwidth [56]. Secondly,
MIs cannot be replied back by the R’s caches. Lastly, if created sophisticatedly (i.e.,
with a random component at the end of each name-prefix such as prefix/Rnd)
MIs are never collapsed until the interests decay. All these effects allows Adv to
efficiently fill up R’s PIT, which makes the attack more damaging than type one
and type two IFA. In addition, without the loss of generality, we assume that Adv
is capable to corrupt set of C (i.e., botnet), through which it triggers the attack
[16, [17]. Lastly, the percentage of bots is taken 50% with the ratio of C in the whole
network [16].

ChoKIFA: CHOose to Kill Interest Flooding Attack

In this section, we present the details our proposed mitigation mechanism for IFA.
In order to be effective in defending against IFA, ChoKIFA exploits traffic flow as
an attribute to differentiate and penalize the MIs from Bls. Unlike IP, where traffic
flow measurement relates to the accountable attributes such as source/destination
address, interface number, packets/bytes counts forwarded (source to destination),
backward (destination to source) counts and so on. In NDN, following content

51



Chapter 4. ChoKIFA: A New Detection and Mitigation Approach against Interest
Flooding Attacks in NDN

oriented communication model, traffic flow is centered around series of packets
that corresponds to specific piece of data [84]. Considering this, we design the
three novel attributes to compare incoming traffic flow at each router: (i) name-
prefix match, (ii) interface match, and (iii) level of interest satisfaction ratio, i.e.,

rate between incoming interests to outgoing content, denoted as J (rf) In particular,

) (rf ) > 1 denotes that the number of content packets received at router rf is less
than the number of interests forwarded from the same interface.
In order to mitigate IFA, ChoKIFA dynamically computes the actual size of the

PIT, denoted as psjz(r l), at each instance. Further, ChoKIFA marks two thresh-
olds on the PIT size, a minimum threshold (o (r )) and a maximum threshold
(o (r; )) as well as, a threshold for interest satisfaction ratio, denoted as J;,( )

For each interest arriving at 7/, if the actual PIT size is less than the p!i"(r Z), the in-
terest gets stored in the router’s PIT. If all the interests requested by C are satisfied

by P or router’s cache, then PIT size should not reach up to p/" (r / :), frequently. In
case of IFA, when the actual PIT size is greater than " (r l) and less than p}}"*(r -),
each new incoming interest is compared with the randomly selected interest from
PIT, named as drop interest candidate. If both the interests have the same traffic flow

then both are dropped. This choice is motivated by the fact that all the entries in
PIT are likely to be occupied by MIs (i.e., under IFA). On the other side, when the

PIT size goes more than p/i"*(r]), all the new incoming interest are being dropped.

This leads the PIT occupancy back to below o (r!).

The key attributes to identify the traffic flow of each new incoming interest are
three subsequent conditions: (i) if it holds the same prefix as of drop interest candi-
date, (i) if it is coming from the same incoming interface as of drop interest candidate,
and (iii) if both the above conditions holds true, then router compares if the cur-

rent 5(r)) exceeds &y, (r ) In contrast, if the new incoming interest is not having the
same traffic flow as of drop interest candidate then the randomly selected interest
is remained stored in PIT, and the incoming interest is dropped/accepted with the

probability (P,) which depends on the average PIT size (pavg(rf)), as illustrated in

Equation [5.1] [[76].

Priax * (Puvg( ) p?;lux( 1))
(o3 (r]) — piain (r]))

here Priax denotes the maximum probablhtyl "L As the average PIT size varies

P, =

(4.1)

from /" (r]) to p™%(r!), the interest dropping probability P, varies from o to Pygx.
In partlcular the interest dropping probability is computed by exploiting the mech-
anism of packet dropping probability of Random Early Detection (RED) [76]. A
detailed flow chart of ChoKIFA is given in Figure

We take the value of maximum probability (Py.) to be one.
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Figure 4.2 — ChoKIFA algorithm flowchart.

Parameters setting

min

The parameters, 0goq (7] ) o (r ) and p}}**(r ) are essential as they directly impact
on the interest droppmg probablhty Below we illustrate few rules for parameter’s
setting which give effective performance for ChoKIFA under variety of traffic con-
ditions while mitigating the attack.

Ensure adequate calculation of the average PIT size: ChoKIFA calculates the average PIT
size using an exponential weighted moving average (EWMA). The use of EWMA

for calculating paog(r}) makes sure that the short term increase in PIT size which
may result from a burst of benign incoming interests (e.g., which are not satisfied
due to network congestion/delay from the producer) do not result in the signif-
icant increase of average PIT size. Equation illustrates the calculation of the

Pavg (7] ) where w), is the weight factor for calculatmg EWMA and pszze(r{: ) is the
current/ actual PIT size [76].

Pavg(r}) = (1 — wp) * pavg (7] ) + Wp * Psize ]) (4.2)
Note that the calculation of average PIT size can be made particularly efficient
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when w,, is set as a negative power of twof} If w, is too large, then the averaging
procedure will not filter out the temporary congestion of PIT.

Setting a minimum threshold for the PIT size: The optimal value of pmin (y J :) depends
on the desired level of py¢(7; r/) and default network conditions. In case, the typical

traffic is fairly bursty and congested, then the pml”( ) should be correspondingly
large to allow PIT utilization to be maintained at an acceptably high level.

min

Setting pm”"( ) o

timal value of o} (r l) depends in the part of maximum average delay that can
be allowed to interest (e.g., round trip time for interest to retrieve data) and total

(rl.) sufficiently large to avoid global synchronization: The op-

size of PIT. A useful rule of thumb ChoKIFA implements is to set p}}**(r l-) more

than thrice of p/" (rf) [76]], since the mitigation mechanism works efficiently when

max-min is larger than the typical increase in average PIT size.

EVALUATION

We evaluate the effectiveness of our proposed approach in the presence of IFA
and state of the art mitigation approaches which implements interest rate limiting
based on the simple limit, interface fairness using token bucket, satisfaction ratio
and with limit announcement technique [16]. To this end, we perform extensive
simulations using the open-source ndnSIM [85] simulator. We evaluate the impact
of IFA against ChoKIFA over three metrics which have been widely used in the
related work [17, 16} 21), [19]. First, the PIT usage which indicates the available ca-
pacity of the routers to process benign traffic. Second, the percentage of Bls and
Mls dropped by the network during IFA and with the proposed countermeasure.
Third, we compare the efficiency our proposed countermeasure with existing miti-
gation approaches in terms of Interest Satisfaction Ratio (ISR) of benign users and
legitimate traffic which is intended to measure the benign traffic received by users.
Precisely, the lower the ISR refer, the greater amount of false positives made by the
mitigation approach while distinguishing between the MIs and Bls.

Test Setup: We ran our simulations (with 100 seconds of simulation time for each
experiment) on two different network topologies: a tree topology [19] (see Figure
and a more realistic large-scale ISP-like topology, i.e., AS-7018 [86] (see Figure
4.3). The selection of tree topology is because it represents one of the worst case to
defend IFA [16], while the larger ISP topology reflects the performance of mitiga-
tion approach when deployed on the real Internet. The topology consist of a single
P and number of consumers, including four honest clients (C) and four adversaries
(Adv) connected with multiple ICN routers. Adv requests for non-existing content
(i.e., MI), which exhibits distinct suffix (/good/rnd) compared to valid content
(/good /data) with frequency of 1000 interests/second. C requests the interests (BI)
for valid content which are entitled to P at a rate of 30 interests/ secpnd. The total

PIT size of R, i.e., 600 kilobytes, thus we set the p}i**(r ) and i ( f) equal to 3/4
and 1/8 of total PIT capacity (i.e., 450 and 75), respectlvely

%In our simulations, we take w, equal to 0.001.
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7
7/

Figure 4.3 — Internet-like topology: 296 clients (red), 108 gateways (green), 221 backbone (blue).
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Figure 4.4 — PIT usage, base-line (solid lines) and ChoKIFA (dotted lines).

Small-scale simulation

In this section, we present the results of tree topology to evaluate the impact of
attack and effectiveness of ChoKIFA. Figure |4.4| reports PIT usage of all the routers
as a function of the simulation time under IFA for the base-line scenario (i.e., with
no countermeasure) and, when the proposed countermeasure is active. In our sim-
ulations to evaluate and compare ChoKIFA under IFA, adversaries launches the
attack at different time, i.e., starting from the 2oth second, while the benign users
starts to request for existing content from the beginning (see Figure [4.4). Because
of the design of CHoKIFA, approach allows the IFA to fill the PIT of all the routers
till 75 kilobyte before being able to start traffic flow comparison, i.e., minimum
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Figure 4.5 — Bl and MI drop, base-line and ChoKIFA.

threshold of PIT. In contrast, after exceeding the minimum threshold, ChoKIFA’s
traffic flow comparison and interest dropping probability does not allow PITs to
exceed certain level (i.e., slightly higher than 75) which depends on the dropping
probability related to average PIT size. Results show (see Figure that gateway
node to producer attains slightly higher PIT size than the rest of routers since it
receives aggregated amount of malicious traffic from the whole network.
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Figure 4.6 — Benign consumers ISR in small topology.

Figure |4.5| reports effectiveness of ChoKIFA under IFA, in terms of legitimate
(BI) and malicious traffic (MI) drop. It shows the percentage of total Bls and MIs
dropped over total received at each router, respectively. In particular, the legitimate
traffic is slightly affected (only 4% of Bls are dropped on an average) with the use
of ChoKIFA, while in base-line 9o% of Bls are dropped. Because the PIT is filled up
with MlIs, therefore, the drawn random interest from PIT is also MI with the very
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Figure 4.7 — Global legitimate ISR in AS-7018.

high probability, and in consequence ChoKIFA drops only MIs, i.e., both incoming
and already stored in the PIT (see Figure [4.5).

Figure|4.6| reports the ISR of benign users which can be achieved when enabling
ChoKIFA. We also compare these results with four different mitigation approaches
[16]. The first three approaches are lightweight and stateless nevertheless not effec-
tive in legitimate ISR. Results show (see Figure that Satisfaction-based push-
back is slightly effective than previous methods but it also induces unnecessary
signaling overhead by sending rate limiting announcements continuously in the
whole network [16]. In particular, Figure 4.6/ reports that ChoKIFA outperforms all
four approaches in terms of all benign users ISR, remarkably. In particular, ChoK-
IFA is able to main 97% of all benign users ISR, moreover, induces 20 to 60% less
false positives comparing to all four approaches while mitigating the attack.

Large-scale simulation

In this section, we evaluate the performance of ChoKIFA by implementing a real
ISP-like topology (AS 7018) which is measured by the Rocket fuel project [86] (see
Figure [4.3). To study the performance of ChoKIFA in ISP-like topology and under
a range of conditions, we varied the percentage of adversary in the network and
the frequency with which adversary is sending malicious interests.

There are 625 nodes involved in the topology, which are separated into three
categories: clients, gateways, and backbones. The 296 nodes (red) are classified as
clients for having degree less than four, while 108 nodes that directly connects to
clients are classified as gateways (green). And the remaining 221 nodes (blue) are
classified as backbones. The larger ISP topology reflects how our mitigation meth-
ods would perform when deployed on the real Internet. To study the performance
of our proposed mitigation mechanism under a range of conditions, we varied the
percentage of adversary in the network and the frequency with which adversary is
sending malicious interests.
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Figure [4.7] confirms that rate limiting approaches [16] are not able to maintain
acceptable ISR for benign users in bigger topology as well. In particular, the result
shows the percentage of global ISR of all legitimate interests generated in the net-
work, where ChoKIFA maintains almost 97% of ISR during the attack. Note that
the attack duration, in this case, is from 20 to 8o seconds. Figure shows the ISR
percentage of legitimate interests when we varied the percentage of attackers in the
network, precisely, the values ranged from 6% attackers to over 50% attackers in
the network. The results are as expected a- for ChoKIFA and all four state of the
art mitigation algorithms. As the number of attackers in the network increases, the
lower is the ISR ratio for legitimate interests. For instance, in the case of the token
bucket with per interface fairness, only 3 attackers can halve the quality of service
for the remaining 13 legitimate users. While the two intelligent attack mitigation
algorithms also show a decline in legitimate service quality as the percentage of
attackers increases. Although ChoKIFA outperforms all mitigation algorithms and
shows a very minor reduction in ISR ratio (i.e., approximately 3%) even when the
attacker’s percentage is raised more than 50%.

Figure shows the aggregated legitimate ISR ratio when we increased ma-
licious interest sending rate from 100 interests/second to 10000 interests/second.
The result shows that ChoKIFA remains almost unaffected even with huge amount
of increase in malicious interest frequency, while among all state of the art ap-
proaches only Satisfaction-based pushback shows satisfactory results.
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CONCLUSION

In this chapter, we address the interest flooding-based DDoS over NDN, which is
explicitly named as IFA. More specifically, we have found that several proposed
countermeasures, that adopt detection and reaction mechanisms based on interest
rate limiting, are not highly effective and also damage the legitimate traffic.

In our solution, we exploited an active queue management scheme to propose
an efficient detection and mitigation mechanism against IFA, which stabilizes the
router PIT. The proposed approach penalizes the adversarial traffic by dropping
malicious interests generated during the IFA.

To better highlight the contributions of our solution, a simulation-based analysis
under the NDNsim simulator has made. We implemented the proposed protocol on
the open-source ndnSIM simulator and compared it with the state-of-the-art. The
results report that our proposed protocol effectively mitigates the adverse effects of
IFA and shows significantly less false positives in comparison to the state-of-the-art
IFA mitigation approaches.
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INTRODUCTION

In this chapter we will present an improvement of the previous ChoKIFA solution,
the extended work is called ChoKIFA+, the simulation results that we obtained
using the NDNSim simulator through defined simulation scenarios show better
performance.

Motivation and Contribution

IFA has been extensively addressed by previous works, either in terms of detection
or in terms of mitigation [16, [17, [18} [19, 20]. However, all the existing solutions are
affected by one or more among the following limitations:

* A variable effectiveness of the detection approach according to the location:
the attack detection is not robust and accurate, if applied close to content
providers and victims, and if the volume of adversarial traffic is large [21];

* The amount of damage applied on the legitimate traffic: the legitimate traffic
is likely to be damaged, since most of the proposed countermeasures [17, 16,
20] limit the rate of incoming traffic and is not able to differentiate between
Benign Interests (Bls) and Malicious Interests (Mls), thus resulting in unfair
punishments;

* The overhead introduced on the routers that both detect and mitigate the
attack: during the attack detection, most of the approaches used by routers
are likely to encounter harmful consequences;

* The network overhead caused by collaborative approaches: the proposed col-
laborative mechanisms [19, [17, 16, 21] introduce unnecessary overhead due to
the extra messages exchanged among routers.

. To improve the detection and mitigation against IFA, by overcoming the above-
mentioned limitations of the state-of-art solutions, we propose an efficient counter-
measure, named as Choose To Kill IFA (ChoKIFA), which mitigates the damages
caused by IFA by differentiating the malicious traffic from the legitimate one, and
by reducing the former. To distinguish between Bls and Mls, the proposed proto-
col applies on each router an active queue management scheme, i.e., CHOose and
Keep for responsive flows, CHOose and Kill for unresponsive flows (CHOKe) [22].
For each incoming interest, ChoKIFA evaluates several conditions before saving it
in the router PIT by differentiating and penalizing only the malicious ones, thus
preventing the propagation of the attack in the network. The preliminary results
concerning the effectiveness of ChoKIFA were reported in [23]. In this chapter, we
propose an enhanced version of ChoKIFA, named as ChoKIFA+: An Early Detection
and Mitigation Approach against Interest Flooding Attacks in NDN. In ChoKIFA+, the
edge routers, which consumers are directly connected to, provide an additional
security wall to detect the attack as early as possible and to limit the damage of
the overall network. With respect to ChoKIFA, ChoKIFA+ further improves the net-
work health status by reducing the routers PIT occupancy. The major contributions
of this work are as follows:
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* Design and implementation of a detection and mitigation mechanism against
IFA, named as ChoKIFA [23], that relies on the CHOKe approach. ChoKIFA
penalizes the malicious traffic by both dropping the new incoming MIs and
removing the ones already stored in the PIT, without delay and without re-
quiring information about the global network state;

* Design of an additional security mechanism applied on edge routers, named
as ChoKIFA+. This approach aims to quickly identify and block IFA at the
edge routers, thus improving the network health during the attack;

¢ Evaluation of the efficiency and effectiveness of ChoKIFA and ChoKIFA+,
both implemented on the ndnSIM[| simulator [25], by comparing them with
the state-of-the-art mitigation approaches [16]. The results show that ChoK-
IFA+ effectively mitigates the IFA effects by guaranteeing an interest satis-
faction rate (ISR) up to 98% and by reducing up to 40% the number of false
positives. Moreover, comparing to ChoKIFA, ChoKIFA+ further improves the
network health during IFA by reducing the PIT size up to 99 %.

In this chapter, we evaluate our ChoKIFA+ solution against all the three IFA
types, having routers and legitimate traffic the primary victims of the attack. Us-
ing a valid name prefix, there are many ways for an adversary to generate un-
satisfiable interests: by appending a random value to the name prefix (such in-
terests are propagated towards the producer and are never satisfied), by replac-
ing the PublisherPublicKeyDigest field with a random value (no public
key would match this value, therefore, will never be satisfied) or by setting the
InterestExclude filter to exclude all existing content starting with /prefix
(the interest can never be satisfied as it concurrently requests and excludes the
same content).

We propose a solution that exploits an Active Queue Management (AQM)
mechanism to defend against IFA in NDN. Our solution is the first one that re-
moves the MIs from the PIT as a mitigation strategy; that works both as a detection
and reaction approach; that avoids the drawbacks of the first and second categories
of the state-of-the-art and that does not add new additional structures to routers,
like the third category of the existing solutions.

Mitigating DDoS through Active Queue Management Schemes in
IP

To mitigate DDoS attacks in IP, the congestion handling techniques, such as AQM,
have gathered significant attention from the research community [71, 72, 73, [74].
AQM methods are classified into two categories according to their functionality
and to the type of traffic they are able to handle [75]. The first category aims to
provide fairness during network congestion, when the incoming traffic consists of
only responsive flows (i.e., to which server responds). Random Early Detection
(RED) [76], BLUE [77], and Adaptive Virtual Queue (AVQ) [78] approaches belong

ndnSIM implements the NDN protocol stack on NS-3 simulator.
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to the first category. On the other hand, the second category provides fairness
when the incoming traffic consists of both responsive and unresponsive flows, such
as CHOKe [22], Stochastic Fair Blue (SFB) [79], and Fair Random Early Detection
(FRED) [80].

RED tries to acquire a better route queue stability by estimating the level of
congestion in the router buffer and drops packets accordingly, by using an expo-
nentially weighted moving average (EWMA) of the queue length. One of the RED
limitations is that it is unable to identify unresponsive flows. Thus, it requires a
significant parameters tuning to attain optimal results. To address this limitation,
several methods, based on the idea of (or function with) RED, have been proposed:
CHOKe [22], xCHOKe [81], RECHOKEe [71] and FRED [80]. In particular, CHOKe
is a stateless technique that tries to handle unresponsive flows by identifying and
penalizing them through the drop of their packets.

IFA MITIGATION THROUGH AN ACTIVE QUEUE MANAGE-
MENT SCHEME

In this thesis, we take a footstep in the direction of identifying and differentiat-
ing MlIs from Bls during IFA, in order to selectively stop the malicious traffic. In
particular, we exploit an AQM algorithm [22] (i.e., CHOose to Kill malicious Inter-
est, CHOose to keep genuine Interest for IFA - ChoKIFA) to stabilize routers PIT,
by dropping the incoming MIs and removing the ones already stored in the PIT,
without any global knowledge of the network (i.e., state information).

Approach Overview

The fundamental idea behind ChoKIFA is to exploit the PIT state, which provides
adequate statistics regarding the incoming and outgoing interest packets, and use
it to identify and drop MIs. When an interest arrives at a router, ChoKIFA ran-
domly draws an interest from the PIT and compares it with the incoming one. If
both interests belong to the same traffic flowf} then they are both dropped. Other-
wise, the randomly drawn interest is left stored in the PIT and the incoming one
is stored in the PIT according to a probability that depends on the level of PIT
occupancy. The intuition of ChoKIFA is that, during IFA, the router PIT is likely to
have more entries filled with MIsP| Thus, it is more likely that MIs will be chosen
for the comparison with the incoming interests and that the malicious traffic will
be stopped.

Adversary Model

Our adversary follows the third IFA type, as illustrated in Chapter 3, by generating
a massive amount of Mls, requesting non-existing contents. We assume that the

2The NDN traffic flow measurement differs from the IP one and we present the comparison
between them in Section |5.2.3
3Recall that unsatisfiable interests refer to non-existing contents and saturate the PIT.
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adversary aims to saturate the routers PIT through the rapid generation of a large
number of Mls [16] 17, 18], so that, when the PIT is full, the incoming Bls are
dropped. In comparison to the first and the second IFA types, the third one has a
bigger impact for the following reasons:

* the MlIs referring to non-existing contents are kept stored in the router PIT;

* the sending rate of MIs does not depend on the bandwidth allocated by the
R to content packets, or on the capability of the adversary to receive content;

¢ MIs cannot be satisfied by the contents saved in router caches;

e if generated in a smart way (e.g., with a random component at the end of
each name), MIs never collapse until the interests decay.

Without loss of generality, we assume that the adversary is able to corrupt a
set of C (i.e., botnet) and use them to send the attack. This assumption is realistic
and justified by the current scenarios of DDoS attacks [87]. The adversary issues
MIs referring to a prefix, which is registered by P. To make each MI reach P, the
adversary attaches a random value to each interest, i.e. prefix/Rnd where Rnd is
a random string. Moreover, the 50% of C in the whole network are used in the
botnet [16]. Lastly, similar to C, the adversary starts sending MIs at time ¢t. Table
summarizes the notations used in the thesis.

Table 5.1 — Summary of the notations used.

Notation | Meaning

Adv adversary

C consumer

p producer

R set of all routers

MI malicious interest

BI benign interest

ri i-th router, re|R|

r) j-th interface of router i

5(rl) interest satisfaction rate

S (r}) threshold for interest satisfaction rate

Pavg(r}) | average PIT size
wp weight factor for EWMA

psize(r{) actual PIT size
p’f,’j” (7’{) minimum threshold for PIT size

pmax(¢) | maximum threshold for PIT size
by interest drop probability
Piax maximum drop probability

5.2.3 ChoKIFA: CHOose to Kill Interest Flooding Attack

To be effective against IFA, a mitigation approach has to differentiate between MIs
and Bls. To this purpose, ChoKIFA relies on the traffic flow to differentiate and
penalize the MIs from Bls.
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Unlike in the IP architecture, where the traffic flow is measured through ac-
countable attributes (e.g., source/destination address, interface number, number of
packets/bytes sent forward and backward [88]]), in NDN, the traffic flow is based
on a content oriented communication model [84]. In particular, the traffic flow
carries the content name, together with further information used to transport the
multiple chunks or segments of the same content. Considering this, we identified
the following three attributes to analyze the NDN traffic flow reaching each router:

* name prefix;
¢ interface;

* ISR, i.e., the rate between incoming interests and outgoing content, denoted as

(5(1’5) and used to measure routers capability to satisfy interest on a particular
interface [17, 25].

In particular, if o(r ) > 1, it means that the number of content packets received by

rl. is less than the number of interests forwarded from the same interface.

ChoKIFA is a justified stateless algorithm that does not require any specific data
synchronization between intermediate routers and traffic analyzers. Compared to
the existing rate limiting IFA approaches [16], ChoKIFA performs few operations
and it not only restricts the rate of new incoming MIs, but also remove MIs which
are already stored in PIT during attack. A detailed flowchart of ChoKIFA is given
in Figure 5.1} i.e., explicitly presented in solid lines.

To mitigate IFA, ChoKIFA relies on the dynamic computation of the PIT size, de-

noted as pszze( J :), and on its evaluation against three thresholds: pmin (r ) o (r i)

and 5th( ) [17]. For each interest arriving at r if the PIT size is less than the

pmin (y l), the interest gets stored in the router’s PIT. During a normal network trend,

all interests sent by C are satisfied by P or by a router’s cache. Moreover, there are
no interests requested for non existing contents and there is no massive network

traffic going to R. In this scenario, the PIT size almost never reaches p?ﬁi” (r{) How-
ever, when there is either a default delay in the network (e.g., due to congestion or
packet loss) or an ongoing IFA, the PIT size can reach p!""( Z) In case of network
congestion, the content retrieval is delayed and the PIT entries are kept longer in
the PIT, while, in case of IFA, the massive amount of MlIs sent by the adversary to
saturate the PIT. Thus, the choice of the p/" (r ) threshold is critical, since it has to
consider both the legitimate busty traffic and the default delay (more details in Sec-

tion|5.2.5.1). When the PIT size is greater than pmin (y ) and lower than p}}**(r ) (ie.,

pmin(yl) < pszze(rg) < o (r; 1)), each new incoming interest is compared with an

interest that is randomly selected from the PIT and named as drop interest candidate,
to verify whether they belong to the same traffic flow, which means:

* having the same prefix;

* coming from the same interface;

e checking if the current 6(r ) exceeds dy, (r ) in case both previous conditions
are verified.
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If both interests have the same traffic flow, then both are dropped, since most of the
PIT entries are likely to be occupied by Mls under IFA. Otherwise, the randomly
selected interest is kept stored in the PIT, and the incoming interest is dropped with

the probability (P,), which depends on the average PIT size (p,wg(rf)), as illustrated

in Equation [5.1] [76]].

Priax * (Pavg( ) P?fo( 1))
(o33 (r]) — piain (1))

Priax denotes the maximum probablhtyl # Since the average PIT size varies be-

Py, =

(5.1)

tween " (r ) and p"%*(r}), the interest dropping probability P, varies between o
and Pyax. This means that an interest is dropped with a probability equal to 1, if

it arrives when the average PIT size exceeds p}j™( f), otherwise it is accepted and
stored in PIT. In particular, the interest dropping probability is computed by ex-
ploiting the mechanism of packet dropping probability of RED [76]. Algorithm
illustrates the functionality of the proposed approach at the core routers.

Edge Router Functionality

The enhanced version of ChoKIFA (i.e., ChoKIFA+) provides an additional security
wall on the edges of the network to further improve the network health (i.e., the
PIT occupancy) during IFA. In ChoKIFA+, the edge routers detect the malicious
behaviour of the users close to the adversary, therefore, they reduce the amount
of malicious traffic towards the core routers. In particular, the edge routers detect
the adversary location and interface so that they are able to stop the malicious traf-
tic coming from it. The flowchart in Figure |5.1 illustrates the functionality of edge
routers (i.e., in dotted lines). In particular, an edge router monitors the statistics

about the ISR for each consumer, considering the threshold &y, (r ) to discrimi-
nate between legitimate and malicious traffic. For each interest arriving at the edge
router, if the current PIT size pg;e (7 ) is greater than p/'"(r ) the edge router com-
pares the current ISR for that interface (i.e., dsjze (7 )) with the threshold 6, (7 ) If
Osize (1 ) is greater than d,(r ) the consumer is considered malicious and the inter-

face is blocked until the 6, (7 ) ranges under threshold. The Algorithm |2 I illustrates
the procedure followed by the edge router when receiving an interest.

Parameters Setting

min

In ChoKIFA, the values of the parameters p,¢(7; ) o (r ) and o} (r ) are essen-
tial to make decisions about the desired average PIT size, which dlrectly impacts
the interest dropping probability. A proper choice of these parameters ensures the
handling of small bursts of benign traffic, which might happen in case of network
congestion or content retrieval delay. We will now illustrate the rules applied to

+We take the value of maximum probability (Pyax) to be one.
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Algorithm 1: Processing incoming packet to core router.

input : packet,PITsize,Minth,Maxth

begin

if packet = Content then
\ process packet as Content

end

if packet = Interest then

if (PITsize < Minth) then
| Accepte(Interest)

else

Select the old interest (RI) from PIT

if (PrAOfixe(Interest) = PrAOfixe(RI)) & (Interface(Interest) =
Interface(RI)) & Ratio(Inter face(Interest)) > th then
| Drop(interest,RI)

else

if (PITsize > Maxth) then
| Drop(Interest)

else

Calculate drooping probability (RED) DPRED

if DPRED then

| Accepte(Interest)

else
| Drop(Interest)

end

end
end
end
end

end
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Figure 5.1 — ChoKIFA+ algorithm flowchart.

choose the best parameters values for both keeping an effective performance of the

network and a mitigation of the attack.

5.2.5.1 Average PIT Size Calculation

To calculate the average PIT size pm,g(rf ), ChoKIFA uses EWMA, that guarantees
that a short term increase in PIT size, due to a burst of Bls, does not result in
the significant increase of the average PIT size. The Equation [5.2] illustrates the

calculation of p,wg(rf ), where wp is the weight factor for calculating EWMA and

psize(rf) is the current/actual PIT size. Then, the average PIT size, used for the

interest dropping probability, is updated as follows [76],

Puvg(”g) = (1—wp) * Pavg(rz) + Wp * Psize(rg)'
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Algorithm 2: Processing incoming packet to edge router.
input : packet,PITsize,Minth,Maxth

begin
if packet = Content then
\ process packet as Content
end
if packet = Interest then
if (PITsize < Minth) then

| Accepte(Interest)
end
else
if Ratio(Interface(Interest)) > th then
| stop interface
end
else
| process as ChoKIFA
end
end
end
end

Note that the calculation of the average PIT size can be made particularly effi-
cient when w,, is set to a negative power of two. If w, is too large, then the averaging
procedure will not filter out the temporary congestion of PIT [76].

PIT Size Minimum Threshold

The optimal value for p;';f”(r{: ) depends on the desired level of the average PIT
size and on the default network conditions. In case the default traffic is often con-
gested, the p!""(r]) threshold should be large enough to allow the PIT usage under
acceptable levels.

PIT size Maximum Threshold

The pj™ (r{ ) threshold affects the maximum number of interests that can be stored

in the PIT and its value is critical due to the consequences it might generate. If

max
Pt
max

not be stored in the PIT. However, a low p/'*(r]) threshold may also damage the
ChoKIFA+ performance detection algorithm, making it report a large number of
talse positives. This happens because the ChoKIFA+ detection algorithm requires
MIs to be stored in the PIT and to allow the comparison between the incoming
malicious traffic with the one already stored in the PIT. On the other side, if

(r{) is too low, the attack might be restricted or ineffective, since the MlIs will

max

P (11) is too high, the adversary could store even a larger amount of Mls and,
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consequently, delay the detection of the attack and the sensitivity of the algorithm.

Setting o}/ (r ) and p" (r Z ) to Avoid Global Synchronization

The optimal value for p}**(r Z) depends also from the maximum average delay
that can be allowed to interest (e.g., round trip time for interest to retrieve data)
and from the PIT total size. A useful rule used by ChoKIFA is to set the value of

max
Ptn
ml}’l

anism works efficiently when p}}** (r ) -0}
average PIT size.

(r ) more than three times the value of pml”( r}) [76], since the mitigation mech-
(r}) is larger than the typical increase in

EVALUATION

In this section, we evaluate the effectiveness and efficiency of our proposed ap-
proach under IFA, by comparing ChoKIFA with ChoKIFA+ and with the state of
the art IFA mitigation approaches [16]. In particular, among those we chose to
compare with the ones that implement an interest rate limiting based on interface
fairness, ISR and limit announcement technique. To this end, we implemented the
protocol and performed extensive simulations using the open-source ndnSIM [85]
simulator]

Simulations Setup

We ran the simulations on two different network topologies, both for 100 seconds:
a tree topology [19] and a more realistic large-scale ISP-like topology (i.e., AS-
7018 [86] ). We chose the tree topology because it provides one of the worsts sce-
narios to apply a defence against IFA [16], while we chose the larger ISP topology
to evaluate the performance of the mitigation approach, when deployed on the
real Internet. Table illustrates the other network parameters we used for the
simulation setup.

Evaluation Metrics

To evaluate the impact of IFA and to compare our solution with the state-of-the-
art, we adopted the following metrics, which have been widely used in related
work [17, 18], 21]:

* the PIT usage: this indicates the available capacity of the routers to process
benign traffic during an attack;

¢ the percentage of Bls and Mls dropped by the network during IFA: this mea-
sures the attack impact and the effectiveness of the countermeasure;

5ndnSIM implements the NDN protocol stack on NS-3 simulator.
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Table 5.2 — Parameters for simulation

Parameters Value
Interest sending rate for C (interests/second) 30
Interest sending rate for Adv (interests/second) | 1000
Interest size (kilobyte) 1
Number of C 8
Number of P 1
Number of malicious nodes 4
Number of benign nodes 4
Number of routers 9
Link capacity (Mbps) 10
Link delay (ms) 10
Interest life time (sec) 1

R Total PIT size (kilobyte) 600

Min. threshold for PIT size (kilobyte)
Max. threshold for PIT size (kilobyte)
Weight factor (w,) for EWNMA

Pyax

1/8 of PIT (75)

3/4 of PIT (450)
0.001
1

Interest satisfaction ratio threshold 3

Simulation time (sec) 100
Simulator version ndnSIM 2.1
Operating system Ubuntu 16.04

e the ISR of benign users: this is intended to measure the benign traffic received
by users during IFA. The lower the ISR, the greater the amount of false posi-
tives generated by the mitigation approach when distinguishing between MlIs
and Bls;

* any additional delay encountered by the clients, when the proposed mitiga-
tion approach is active:

Evaluation on a Small Scale Topology

As a small scale topology [19, [16], we used the one illustrated in Figure that
has multiple benign consumers (i.e., C) retrieving the desired content from a pro-
ducer (i.e., P), that publishes contents under a specific name prefix (i.e., prefix).
We assume that C sends a BI for a content specified as prefix/data, which can
be satisfied by P after traversing multiple routers R. On the contrary, the adver-
sary sends requests for non-existing content (i.e., MI), which exhibits a distinct
suffix (/good /rnd) compared to the one of the existing contents (/good /data). Each

router has the NDN default features [10] and it is referred as r{ € |R|, where j is
the interface of i-th router. In addition, each router performs caching and uses best
route as forwarding strategy.

In this section, we used the tree topology to evaluate:

e the impact of the three IFA types on the routers PIT occupancy and on the
ISR of benign consumers;
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o the effectiveness of ChoKIFA and ChoKIFA+ in terms of routers PIT occu-
pancy and ISR of benign consumers;

¢ the effectiveness of ChoKIFA+ against the three IFA types in terms of routers
PIT occupancy and ISR of benign consumers.

7%
t[t Consumer 1 @
Consumer 2
Adversary
Adversary a
R1
R2

R3 @
7 Adversary
\ i e\@
h \e/Rs
R9 @ Consumer 3
Producer m/ Consumer 4

Figure 5.2 — Small scale topology used for simulations.

Adversary

R

5.3.3.1 Impact of Interest Flooding Attacks

Figure 5.3/ shows the impact of the three IFA types on the routers PIT occupancy
with no active countermeasure. On the y-axis, we plot the average PIT usage (i.e.,
6oo kilobytes is the maximum PIT size) and the variation of its usage under IFA.
At 20 sec, the adversary starts the attack by issuing Mls with a rate equal to 1000
interests/second. As shown in Figure the impact of the third IFA type is more
significant than the impact of the other two IFA types. This is motivated by the in-
network caching, that provides an intrinsic defence against the first and the second
IFA type, while in the third IFA type, the interests are kept stored in the PIT until
their lifetime has passed. Before the 20th second, only legitimate consumers send
Bls with an interest sending rate equal to 30 interests/second. Since those interests
refer to existing contents, they are all satisfied and the PIT average occupancy is
equal to zero.

Figure shows the impact of all IFAs types on the consumers ISR with no
active countermeasure. This quantifies the quality of service observed by legitimate
users, while the network is under IFA. Under the first IFA type, consumers have
an ISR between 20% and 30% higher than the ISR under the second IFA type. This
result was expected, since requests for static contents are satisfied by all on-path-
router’s caches. On the contrary, the requests for dynamic contents are routed to
the producer. Finally, the third IFA type generates the worst ISR, since the network
drops almost 90% of the legitimate traffic. For the rest of simulations, we focus on
the IFA where adversary generates unsatisfiable interests, i.e, the third IFA type.
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Comparison between ChoKIFA and ChoKIFA+ Effectiveness

Figure [5.5 compares the effectiveness of ChoKIFA and ChoKIFA+ against the third
IFA type in terms of PIT average usage. In the simulations, the adversaries start the
attack at the same time as the benign users which send requests for existing content
from the beginning of the simulation. Following the ChoKIFA algorithm, the PIT
size needs to be filled with a certain amount of MIs before the drop of the malicious
traffic starts. Thus, in both ChoKIFA and ChoKIFA+, the PIT size reaches a greater
value than the minimum threshold, after which our approach starts treating each
new incoming interest separately, identifying first its traffic flow (i.e., malicious
or benign), and then deciding whether to drop the interest or not. However, with
respect to ChoKIFA, ChoKIFA+ keeps the average PIT usage significantly lower
because of the security wall introduced at the edge routers. Under IFA, the edge
routers readily detect the attack by monitoring the flow of consumers over each
interface.

Figure [5.6| compares the performance of ChoKIFA and ChoKIFA+ under IFA in
terms of ISR observed by consumers. The legitimate traffic is slightly affected by
the attack as, on average, only the 4% of Bls are dropped.

Finally, Figure and Figure illustrate the effectiveness of ChoKIFA+ in
terms of PIT usage and ISR encountered by the consumers when the three IFA
types are active. Thanks to the additional security wall introduced at the edge
routers, ChoKIFA+ can readily recognize an attack and guarantee good network
performances: an average PIT usage close to zero and a consumer ISR around 98%.

Evaluation on a Large Scale Topology

As a large scale topology, we considered the AS 7018 topology, measured by the
Rocket fuel project [86] and shown in Figure The topology involves 625 nodes,
separated into three categories: clients, gateways, and backbones. 296 nodes are
classified as clients due to a degree less than four, while the 108 nodes connected
to clients are classified as gateways. The remaining 221 nodes are classified as back-
bones. A large ISP topology reflects how our mitigation methods would perform
when deployed on the real Internet. To study the performance of our proposed
mitigation strategy under a range of conditions, we varied the percentage of adver-
saries in the network and the frequency with which they send Mls.

ChoKIFA + Effectiveness and Comparison with the State-of-the-Art

Figure shows how ChoKIFA, ChoKIFA+ and four different IFA mitigation ap-
proaches perform with respect to the average PIT usage under the third IFA type.
As discussed in Section the four approaches, proposed in [16] and available
online?, are:

* simple limits,

e token based,

bhttps:/ /github.com /cawka/ndnSIM-ddos-interest-flooding
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e satisfaction based and
e satisfaction pushback.

In our simulation, the adversaries start launching the attack at the same time as
the benign users start sending requests, i.e. from the beginning. As shown in the
tigure, ChoKIFA attains slightly higher PIT size than the satisfaction pushback. This is
because all routers allow the PIT to be filled till the minimum threshold is reached.
On the other side, ChoKIFA+ detects and blocks the malicious traffic at the edge
routers, and stops the MI from being stored in the PIT.

Figure illustrates the performance of all the approaches in terms of con-
sumers ISR under an attack that starts at second 20 and ends at second 8o of the
simulation. As shown in the figure, the rate limiting approaches [16] are not able
to maintain an acceptable ISR for benign users in a large topology. In particular,
only the satisfaction pushback provides a reasonable ISR, but it is overcome by both
ChoKIFA and ChoKIFA+.

Figure shows the ISR percentage for legitimate interests generated in the
network, under a varying number of adversaries in the network (i.e., from 6% of ad-
versaries to over 50% of adversaries in the network). For any mitigation technique,
the ISR ratio for legitimate interests decreases (i.e., aggregated for all benign users)
together with the increase of the number of adversaries. However, while the token
based algorithm faces an ISR worsening already for 3 adversaries and 13 legitimate
users, the other approaches have worse performances only for a higher number
of adversaries. In particular, ChoKIFA+ outperforms all mitigation algorithms and
shows a very minor reduction in ISR ratio (i.e., approximately 3%) even when the
adversary percentage is raised more than 50%.

Figure shows the aggregated legitimate ISR ratio under a varying adversary
interest sending rate (i.e., from 100 interests/second to 10000 interests/second). As
shown in the figure, both ChoKIFA and ChoKIFA+ are almost unaffected, even
with a high increase in the adversary interest sending rate, while, among the state-
of-the-art approaches, only the satisfaction pushback shows satisfactory results.

In Figure and Figure we show the impact of the ChoKIFA+ mitigation
strategy under the three IFA types in a large topology. Considering Figure
ChoKIFA+ proves to be able to keep roughly the 9o% of the PIT size avaiable for
handling new traffic. Similarly, ChoKIFA+ is able to maintain almost the 97% of the
global ISR.

Finally, we also analyzed the performance of ChoKIFA+ in terms of delay en-
countered between the interest sending and the corresponding data receiving. In
particular, Figure shows the additional delay introduced for each consumer by
ChoKIFA+ with respect to the default delay measured in the network, without any
attack. As shown in the figure, ChoKIFA+ introduces an extra delay equal to 10.9
microseconds on average.
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CONCLUSION

In this thesis, we have addressed the interest flooding-based DDoS over NDN,
which is explicitly named as IFA. More specifically, we have found that several
proposed countermeasures, that adopt detection and reaction mechanisms based
on interest rate limiting, are not highly effective and also damage the legitimate
traffic.

In our solution, we exploited an active queue management scheme to propose
an efficient detection and mitigation mechanism against IFA, which stabilizes the
router PIT. The proposed approach penalizes the unresponsive flows generated
by adversarial traffic by dropping malicious interests generated during the IFA.
We implemented the proposed protocol on the open-source ndnSIM simulator and
compared it with the state-of-the-art. The results report that our proposed protocol
effectively mitigates the adverse effects of IFA and shows significantly less false
positives in comparison to the state-of-the-art IFA mitigation approaches.
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CONCLUSION AND PERSPECTIVES

IN this thesis, we address the interest flooding-based DDoS over NDN, which is
explicitly named as IFA. More specifically, we have found that several proposed
countermeasures, that adopt detection and reaction mechanisms based on interest
rate limiting, did not prove very successful and also penalize the legal traffic as
well.

We have used an AQM approach to provide an effective mechanism for IFA
detection and mitigation, which stabilizes the router PIT. The proposed approach
penalizes the traffic generated by adversarial users by dropping MIs generated
during the IFA. We provided, to the best of our knowledge, the first counter-
measure based on an AQM technique and the first one that can remove the fake
interests from the PIT.

In this thesis we have provided a working solution to counter this type of
attacks. We’ve applied the protocol on an open-source ndnSIM simulator and com-
pared it with the state-of-the-art in order to measure the efficacy of our approach.
The findings show that our proposed protocol mitigates the adverse effects of IFA
successfully and shows significantly less false positives in comparison to the state-
of-the-art IFA mitigation approaches. We have used two typologies to understand
and illustrate effects of IFA on the network. A simple topology has been used as
a testing topology to understand how we can perform a devastating IFA and then
we have verified results on a large scale topology.

We have demonstrated, in the both typologies, that IFA is a realistic threat; in
particular, we have shown that, in the simple topology, an adversary with limited
resources can reduce the amount of bandwidth allocated for content objects.

Then we have introduced a new mechanism for detecting and mitigating
IFA based on an AQM technique. Our technique implements two mechanism to
counter an attack: a local (ChoKIFA) and an Edge-router countermeasure (ChoK-
IFA+). While the first relies only on local metrics to detect and thwart an attack,
the second exploits the edge routers to obtain better performance, in particular to
detect as soon as possible an IFA. We have shown that the benefits of ChoKIFA are
significant. Our experiments have suggested that local countermeasure provides a
very interesting results. In the simple topology, the worst case restores more than
95% of the available bandwidth during the attack. In the large topology, results
have shown that ChoKIFA restores more than 94% of the bandwidth. Simulation
with Edge-router ChoKIFA+ countermeasure have revealed very important pro-
prieties. Even if is not able to improve performance in term of ISR, they do not
decrease it. In fact, in our simulation on simple topology, results of ChoKIFA+ are
comparable with results of ChoKIFA.
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Conclusion and Perspectives

Experiments with ChoKIFA+ countermeasure reveal that in the large topology
we obtain a better performance that local countermeasure specially in term of PIT
size. While have the same performance than local countermeasure in term of ISR. In
fact, Edge-router ChoKIFA+ countermeasure are more effective in a large topology
and this confirms that our solutions should perform very well on real network.

ChoKIFA and ChoKIFA+ are a first effort to counter IFA in NDN based on
AQM. Even if has revealed very good performances and remove fake interests, we
are aware that it needs a further refinement to improve its performance and to
adapt it to all network topology. In the following section we present our plans for
future works.

Future Works

Even if ChoKIFA and ChoKIFA+ are working solutions, we need more ex-
periments and tests to improve and generalize it. In the following we describe
our future steps to obtain a full working solution, with good performance in all
typologies and with different attacks (more adversaries and different rates). Future
works will be dedicated to the following areas:

» Extend IFA investigation: we want to conduct more experiment to study more
deeply the effect of IFA with different parameters (e.g. adversary controls
more consumers) on different typologies. If primary results tell us that IFA
has very similar effects on the two used topology, we can not exclude a pri-
ory that for some other (larger) topologies IFA can reveal new different effects.

* Other IFA types: we want also to focus our attention on the other types of IFA
and do more experiments to study more deeply the effect of other kinds of
IFA like CIFA and Advanced IFA.

* New metrics: we want to improve the effectiveness of ChoKIFA+ by intro-
ducing new metrics for early detection of IFA. In particular we are studying
solutions that consider also outgoing metrics and name space of interest to
better identify fake interests.

* Blockchain Reaction algorithm: We plan to design more sophisticated reaction
algorithms based on Blockchain technique and improve ChoKIFA+ perfor-
mance.
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