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Proposition and Simulation of LEACH-MQTT Routing
Protocol for Publish /Subscribe Systems in IoT
Networks

DJAAFARI Sarra

Abstract

Nowadays, the increasing prevalence of Internet Of Things (IOT) networks has pro-
pelled the need for efficient communication protocols to handle the exchange of data in
a scalable and reliable manner. Wireless Sensor Networks (WSNs) play a crucial role in
collecting and disseminating data from sensor nodes to central entities in IOT networks.
In this context, the reliable routing with reducing energy consumption of publish and
subscribe messages in a publish /subscribe system, such as the Message Queuing Teleme-
try Transport (MQTT) system, poses a significant challenge. This thesis aims to propose
a novel routing protocol specifically designed for IOT networks with a focus on Pub/-
Sub systems. The primary objective of the protocol is to ensure the efficient routing of
publish and subscribe messages among publishers, subscribers, and a central broker, with
low energy consumption. To achieve this, the protocol incorporates the concept of uti-
lizing cluster-heads in the Low Energy Adaptive Clustering Hierarchy Routing Protocol
(LEACH) as broker bridges to facilitate communication with the central broker and also
to balance the load on it. The proposed protocol addresses the challenges of finding the
best routes to transmit publish and subscribe messages while considering factors such as
energy consumption and scalability. Through simulations using the OMNet++ simulator
and the Castalia framework, the protocol demonstrates superior performance in terms of

reduced energy, network lifetime, and network stability period.

Keywords : IOT, WSN, publish/subscribe system, MQTT, LEACH, routing proto-

col, cluster-heads, simulation.
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Proposition et Simulation d’un Protocole de Routage
LEACH-MQTT pour les systémes de publish /subscribe

dans les réseaux IoT

DJAAFARI Sarra

Résumé

De nos jours, la prévalence croissante des réseaux de I'Internet des objets (I0T) a
propulsé le besoin de protocoles de communication efficaces pour gérer I’échange de don-
nées de maniére évolutive et fiable. Les réseaux de capteurs sans fil (WSN) jouent un role
crucial dans la collecte et la diffusion de données depuis les nceuds de capteurs vers les
entités centrales des réseaux IOT. Dans ce contexte, le routage fiable des messages de
publication et d’abonnement avec une réduction de la consommation d’énergie dans un
systéme de publish /subscribe, tel que le systéme Message Queuing Telemetry Transport
(MQTT), pose un défi important. Cette thése vise & proposer un nouveau protocole de
routage spécialement congu pour les réseaux IOT avec un accent sur les systémes Pub /-
Sub. L’objectif principal du protocole est d’assurer le routage efficace des messages de
publication et d’abonnement entre les éditeurs, les abonnés et un broker central, avec
une faible consommation d’énergie. Pour y parvenir, le protocole intégre le concept d’uti-
lisation des chefs de cluster dans le protocole LEACH en tant que brokers ponts pour
faciliter la communication avec le broker central et également pour équilibrer la charge
sur celui-ci. Le protocole proposé reléve les défis consistant a trouver les meilleurs iti-
néraires pour transmettre les messages de publication et d’abonnement tout en tenant
compte de facteurs tels que la consommation d’énergie et 1’évolutivité. Grace a des simu-
lations utilisant le simulateur OMNet++ et le framework Castalia, le protocole démontre
des performances supérieures en termes de réduction d’énergie, de durée de vie du réseau

et de période de stabilité du réseau.

Mots Clés : IOT, WSN, systéme publish /subscribe, MQTT, LEACH, protocole de

routage, chefs de cluster, simulation.
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Chapter 1

Introduction

Contents
1.1 Context . .. .. . . i i i ittt e e e e 1
1.2 Problem Statement and Objective . . ... ... ... ..... 1
1.3 Organization of the Thesis . . . ... ... ... ... ...... 2

1.1 Context

During the last years, the advent of Internet Of Things (IOT) has revolutionized
various industries, enabling seamless connectivity and data exchange between a myriad
of devices [1]. In IOT networks, Wireless Sensor Network (WSN) play a crucial role in
collecting and disseminating data from sensor nodes to central entities [2]. Within this
context, the publish /subscribe system stands out as a fundamental communication para-
digm for efficient message routing in IOT networks. In particular, the Message Queuing
Telemetry Transport (MQTT) protocol has emerged as a widely adopted standard for pu-
blish /subscribe messaging, offering scalability and reliability in transmitting data between
publishers and subscribers [3]. One of the fundamental aspects of IOT communication is

the efficient routing of publish and subscribe messages in a scalable and reliable manner.

1.2 Problem Statement and Objective

In this paper, we study the message routing problem in the context of a WSN-based
IOT Pub/Sub service network. This research focuses on proposing a new routing proto-
col for a publish/subscribe system, specifically leveraging the MQTT (Message Queuing
Telemetry Transport) protocol, to address the challenges associated with message routing
between network nodes (subscribers and publishers).

Routing Publish /Subscribe messages between publishers, brokers, and subscribers

present a significant challenge that necessitates thorough examination and resolution [4].

1



CHAPTER 1. INTRODUCTION

The objective of this study is to address this problem by identifying the most suitable
and efficient route to exchange these messages while minimizing energy consumption.

Our aim is to developing a routing protocol based on the MQTT and LEACH proto-
cols, for optimizing message routing process between publishers, subscribers, and a central
broker.

1.3 Organization of the Thesis

The organization of this thesis is structured as follows :

e Chapter two (2) provides an overview of IOT, WSN, and routing in those networks,

discussing existing routing protocols and their limitations.

e Chapter three (3) illustrates some relevant studies with a brief show to their

advantages, drawbacks, and a concise comparison among them.

e Chapter four (4) presents the proposed routing protocol, detailing its architecture
and message routing mechanisms, focusing on the performance evaluation of the

protocol through extensive simulations. It also analyzes and discusses the results.

e Finally, Chapter five (5) concludes the thesis with a summary of findings and

suggestions for future research.
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CHAPTER 2. GENERALITIES

2.1 Introduction

In the past few years, wireless sensor networks (WSNs) have been extensively increasing
and widely applied in diverse IOT applications including real-time monitoring, remote
sensing, security and surveillance, and precision agriculture a little more.

Along this chapter, we will introduce the generalities of wireless sensor networks
(WSNs) and discuss their applications.

We will also delve into the architecture and protocol stack of WSNs. The chapter will
describe the architecture of the sensor and the different network architectures, along with
the protocol stack used in those networks. Furthermore, we will discuss routing in WSNs,
including the classifications and characteristics of hierarchical routing protocols and the
low energy adaptive clustering hierarchy routing protocol.

The chapter will also explore the publish /subscribe protocol and the constraints that
affect WSNs. Finally, we will conclude the chapter by summarizing the key points discus-
sed.

2.2 Wireless Sensor-IOT Networks

Internet Of Things (IOT) is a concept that has recently gained popularity. IOT refers
to a network of physical objects or things equipped with sensors, electronics, circuits,
software and connectivity capabilities, enabling them to collect and exchange data with
other devices over the internet, so that each device have an ID (IP address) [5]. These
objects can range from everyday consumer devices like house equipment and vehicles to

industrial infrastructure (Figure. 2.1).

Figure 2.1: Internet of Things.
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Wireless Sensor Network (WSN) is a collection with significant number of small, low-
cost, low-power wireless sensor nodes that are distributed randomly or manually over a
geographical area to measure and monitor physical or environmental conditions. Each
sensor node collect local physical information, process them, and transmit data wirelessly
to a central node called BS or sink which is consulted by the final user [6]. For the public
notice of the phenomenon, the central node is connected to the internet.

The data collected by the sensor nodes can be used for various applications, such as
environmental monitoring, healthcare and industrial. The design of the WSN is described

by Figure. 2.2.

! < "~ Internet

Final user ‘

Sensing field

(1)

BS

Sensor nodes

Figure 2.2: Wireless sensor network.

WSN is a crucial component of Internet Of Things, which is rapidly growing and
expanding and plays a significant role in IOT by collecting and transmitting data from
various sensors. The data can then be analyzed and used to make decisions. IOT-based
WSNs’ sensor nodes continuously scan their surroundings and send data to other nodes

for notify the BS of any event [2].
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2.3 Network Applications

A wide range of physical factors or situations, including light, sound, pressure, tem-
perature, humidity, the composition of the soil, the quality of the air or water, and the
characteristics of an item, such as its size, weight, location, speed, and direction, can be
detected or monitored by sensor nodes. They can be used in any environment and reduce
both the implementation cost and delay because of the availability of low-cost sensors
and wireless communication, therefore the WSNs have a variety of real-life applications
in both civilian and military fields.

And these are some popular applications of sensor networks (Figure. 2.3) :
e

i a
Precision () = Environment K’ @

v
m Agriculture al monitoring

&

<l

Health Care

military WSN @ ¢
Applications ~ * Applications g crelecele
Applications
KV
Pg v /
b | _ Mo A
_(\ Home 31!’5 Vehicle
1 Intelligence P tracking
- L LYV

Figure 2.3: Wireless sensor network applications.

2.3.1 Precision Agriculture

In agricultural fields, the sensor nodes can be sown with the seeds.
The data collected by the sensors (temperature, humidity, carbon dioxide gas level...) is
used to assess the most favorable seed density, fertilizers estimate, more accurately forecast
crop yields and other input needs [7], or it is used by other devices that act based on this
data received from the sensors. As well as, dry areas will be easily identified, therefore

irrigation will be more efficient.
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2.3.2 Environmental Monitoring

Environmental monitoring is one of the earliest applications of sensor networks.
WSNss dispersed across hostile areas can detect fires, coal mining, earthquakes, tsunamis,
floods, gas leaks and chemical and biological detection (detect pollution -CO2 levels) [7].
Thus it helps in taking precautions and also helps in raising awareness of the disaster that

is about to occur.

2.3.3 Health Care and Medical Applications

The use of WSN in the medical field could ensure a permanent monitoring of the
vital organs of the human being such as glucose monitoring, cancer detection at an early
stage, thanks to micro-sensors that can be swallowed or implanted inside the human body
(under the skin) [8]. Hence, they facilitate the diagnosis of some diseases by collecting
physiological data like blood pressure, heart rate, pH levels, etc., using sensors each with
a very particular task. The collected data is wirelessly transmitted to a central unit for
processing and analysis. Algorithms identify e.g. the cancer-related patterns or anomalies,

generating alerts for timely intervention.

2.3.4 Military Applications

WSNss are increasingly important in military operations for detecting nuclear weapons,
monitoring enemy movements, and other tasks. They can be quickly deployed in a bat-
tlefield or enemy surveillance area without the need for infrastructure.

Furthermore it offers several benefits such as self-configuration, untended operation, and
fault tolerance, making them critical components of future military systems. This will

lead to more intelligent warfare with less human involvement [9].

2.3.5 Home Intelligence and Vehicle Tracking

WSN have the potential to create more convenient and intelligent living environments
for people. For instance, wireless sensor nodes can be employed to remotely read utility
meters such as water, gas, or electricity, and send the readings through wireless commu-
nication to a remote center [10].

To reduce congestion, Wireless Sensor Network (WSN) are employed to observe traffic by
closely monitoring vehicles in a city, this is accomplished by keeping tabs on vehicles and

detecting traffic violations [7].
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2.4 Network Architectures and Protocol Stack

Wireless sensor network architectures and protocol stack form the foundation of de-
signing and implementing those networks. Network architectures define the structure of
the network, while the protocol stack comprises the set of rules that regulate communi-
cation between different layers of a network. Comprehending these concepts is crucial for
developing efficient and effective wireless sensor networks that can collect and transmit

data in real-time.

2.4.1 Architecture of Sensor

A sensor is a device having processing capability and memory, that measures physical
or environmental changes and converts them into electrical signals and data that can be

processed and analyzed by other devices or systems (Figure. 2.4).

Figure 2.4: Sensors.

The architecture of a sensor generally consists of four main components : a Sensing

unit, a Processing unit, a Power Unit and a Transceiver unit [11], as shown in Figure. 2.5.

e The sensing unit comprises two sub-units, a physical capture device that is res-
ponsible for detecting physical or environmental changes, and an analog/digital

converter (electrical signals) known as ADC.

e The processing unit is analyzing the signals and making sense of the data collected

by the sensing unit, where it is stored in memory.



CHAPTER 2. GENERALITIES

e The transceiver unit (Communication interface) is composed of a transmitter /recei-
ver (radio module), which enables communication between the various nodes in the

network.

e The power unit is typically a non-replaceable battery. The primary constraint when

developing protocols for sensor networks is the limited energy capacity at the sensor

level.
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Figure 2.5: Sensor units.

Moreover, depending on the application and the type of sensor used, sensor nodes may
require additional units such as GPS for location information or a motor for movement.
However, it is important that these units are designed to be compact, energy-efficient,
and cost-effective.

Sensor nodes often consist of a combination of hardware and software components, the
software include the operating system designed for low-power such as TinyOS, Contiki,
and RIOT, application software, and protocols that manage the sensor node’s resources

and enable communication.
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2.4.2 Network Architectures

The architecture of a WSN includes a large number of sensor nodes deployed in a

specific area, as well as one or more base stations. These nodes work together to collect
and transmit data.
To send data to the sink, each sensor node can use Single-Hop or Multi-Hop commu-
nication (transmits its data toward the sink via one or more intermediate nodes). The
architecture of network can be organized into two types : flat and hierarchical, which will
be described below [12].

e Flat Architecture: All sensor nodes are considered homogeneous (the same ca-
pacities in communication and sensing task). Each node communicates with the BS
(sink) via a multi-hop path and uses its peer nodes as relays. This results in a simple
and low-cost network design, but can lead to issues such as network congestion and
higher energy consumption due to long-range transmissions. However, flat architec-
tures are suitable for small-scale networks or applications where the nodes do not

have any specific roles. Figure. 2.6 illustrates a typical flat network architecture.

Sink

O Sensor node

Figure 2.6: Flat Architecture.

e Hierarchical Architecture: Sensor nodes are organized into groups, called clus-
ters. The node representing the cluster, called Cluster-Head (CH), where the cluster
members send their data at short distance to the CHs which serve as relays for

directly transmitting the data to the sink (Figure. 2.7).

The main components of a cluster architecture are :

10
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1. Sensor nodes, which can perform multiple roles such as data acquisition, sto-

rage, routing, and processing in a surveillance area.

2. Clusters, which are groups of sensor nodes that form the organizational unit
of the network. The dense nature of WSNs requires them to be divided into

groups to simplify communication tasks and respond to different constraints.

3. Cluster-heads, which are representatives of the clusters and are often required
for organizing activities within the clusters. They are responsible for data rou-
ting, processing, aggregation, and fusion to simplify network management and

optimize resource usage.

4. The base station, also known as the sink, is a collection point with superior
computing power and potentially infinite energy. It can be connected to the
internet or have a radio link to send data or alerts to a control center for the

end user.

5. End users, who can use data from the sensor network via the internet or desktop

computer for various applications.

Sink
O Sensor node -

Cluster head

Figure 2.7: Hierarchical Architecture.

This architecture can reduce energy consumption, balance traffic load and enhance
network scalability by minimizing the number of long-range transmissions when the net-
work size grows. However hierarchical architecture is suitable for large-scale networks or
applications that require specific roles for the nodes.

Figure. 2.7 illustrates a typical hierarchical network architecture.

11
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2.4.3 Protocol Stack for WSNs

A protocol stack consists of multiple layers of communication protocols that provide
the necessary functionality for enabling communication among nodes and with external
systems.

The OSI seven-layer model, proposed by the International Organization for Standardiza-
tion (ISO), forms the basis for the design of the WSN protocol stack. However, unlike the
OSI model, the WSN protocol stack does not adopt all the seven layers. In reality, the
seven-layer OSI model has too many layers making it overly complex and difficult to imple-

ment. The protocol stack for WSNs consists of five protocol layers as shown in Figure. 2.8.

4
.

Application layer

Transport layer

Network layer

N\ duejd juawebeuepy ysel

Data Link layer

kumd jusawabeuely uod3UUO0)

auejd juawabeuepy Jomod

Physical layer

Figure 2.8: Protocol stack for WSNs.

On the other hand, the protocol stack can be divided into a group of management

planes across each layer, including power, connection, and task management planes [13].

e Application Layer : Provide the interface for high-level applications, enabling

data to be accessed and processed by external entities (final users).
e Transport Layer : Offers transportation of data and flow control.

e Network Layer : Manage neighbor discovery and data routing among nodes and

can be either flat or hierarchical, as discussed earlier.

e Data Link Layer : Provide links between the nodes and the BSs, data reliability

and error checking and correction.

12
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e Physical Layer : Represents the hardware that handle the transmission and

reception of data over the wireless medium.

The power management plan controls battery usage. For example, after receiving or sen-
ding a message, the sensor switches off its radio (entering sleep mode) in order to prevent
redundant messages and conserve energy. While the mobility management plan tracks
sensor node movement in a way that allows them to enable efficient monitoring of neigh-
bors, optimizing energy use and task performance.

Finally the task management plan distributes and orders the different data collection
tasks within a region. It is not mandatory for all nodes to perform data collection si-
multaneously. Instead, some nodes may undertake this task more frequently than others

based on their current battery level.

2.5 Routing in Wireless Sensor Networks

Routing protocols play a vital role in WSNs, it refers to the process of finding the
most efficient path for data transmission between nodes to reach the BS. It involves the
selection of intermediate nodes that relay data from one node until it reaches the intended
destination [14].

The objective of routing in those networks is to optimize network efficiency, minimize
energy consumption and prolong network lifetime while ensuring reliable data delivery.
Various routing protocols have been developed for this networks, such as LEACH, TEEN,

and SEP, to name a few.

2.5.1 Classifications

Routing protocols in WSNs can be classified based on network structure, route dis-
covery process, and protocol routing policy. However, some routing protocols can fit into

multiple categories and sub-classes, Figure. 2.9 shows the classification.

13
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Figure 2.9: Classification of routing protocols in WSN [15].

1. Route discovery routing protocols : Routing paths based on route establish-

ment, can be established either in advance, "proactively" or instantly, "reactively"

as per the requirement [16].

(a) Proactive routing protocols : Known as table-driven protocols, they es-

tablish routing information at all times, even if it is not needed. They conti-
nuously update routing tables and use these tables to determine the best path

to a destination node. Examples of proactive protocols include DSDV and
OLSR.

Reactive routing protocols : Known as on-demand protocols, they es-
tablish routes only when required. These protocols do not maintain informa-
tion about the network topology unless it is requested. When a node needs to
communicate with another, it broadcasts a route discovery message, and the
protocol tries to find the route to the destination node. Examples of reactive
protocols include AODV and DSR.

Hybrid protocols : The aim is to combine the advantages of proactive
and reactive routing protocols, while avoiding their disadvantages. However,
hybrid protocols come with the added cost of increased complexity due to

more functionality and source code.

14
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2. Protocol operation routing protocols : The operation is the way in which

data is propagated in the network [16].

(a)

Negotiation-Based routing protocols : When sensor nodes detect the
same phenomenon, they often flood the network with identical data packets.
This redundancy issue can be addressed by utilizing negotiation-based routing
protocols.

By engaging in negotiation through messages, sensor nodes can avoid redun-
dant data transmission. This process ensures that only valuable information is
transmitted by making adequate decisions. However, this mechanism produces
non-tolerable delays in delivering data to the sink. Moreover, control messages
exchanged between nodes can lead to network congestion, increased load, and
additional energy consumption.

Examples of those protocols include SPIN.

Multi-Path-Based routing protocols : This routing technique ensures
the presence of multiple reliable paths for data transmission between sensors
and the sink. It enhances fault tolerance by providing alternative paths, al-
lowing for seamless data transfer even if the primary path fails. So there are
multiple routes exist between the source and destination, but an energy loss
can occur due to the periodic transmission of messages required to maintain
the alternative paths.

Some well-known multi-path routing protocols are DD and EAR.

Query-Based routing protocols : The sink node initiates a data request
that propagates through the network to query the sensor nodes. The node hol-
ding the requested data responds to the requesting node by sending the data
back along the reverse path of the request. This reduces network load by using
the same path for data as the request. However, congestion or busyness on the

reverse path can pose a potential issue during transmission.

QOS-Based routing protocols : The aim is to fulfill specific quality of
service requirements, such as transmission delay, latency, bandwidth or relia-
bility level, during the process of data routing. These protocols are well-suited
for surveillance applications, as they consider transmission delays. However,
energy constraints must be considered alongside QOS criteria. One limitation
is the lack of safety consideration, which is an important aspect of QOS.

One example of such a protocol is SAR.
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(e)

Coherent-Based routing protocols : Coherent-Based protocols focus on
minimal processing, eliminating duplicates before data transmission to reci-
pients and data aggregators. In contrast, non-coherent protocols involve si-
gnificant local processing of raw data by nodes before further processing. To
achieve energy-efficient routing, it is recommended to use Coherent-Based pro-

cessing methods.

3. Network structure routing protocols: This category is based on the structure

of the network which determines the organization of the nodes in the network [17].

(a)

Flat protocols :  All nodes in the network are identical and communicate
directly with each other, except for the sink node which collects information
from sensor nodes and forwards it to the end user over the internet. Nonethe-

less, the performance degrades when the network size increases.Examples of

such protocols include SPIN, MCFA, and EAR.

Hierarchical protocols : The nodes have different roles and the whole net-
work is divided into clusters. Indeed, certain nodes are selected to perform
particular functions as group leader (CH). Its major drawback is the overload
of the cluster-heads which induces an imbalance in the energy consumption in

the network.

Location-based protocols: Sensor nodes are identified based on their loca-
tions. The proximity of neighboring nodes is estimated by analyzing the signal
strengths received from source nodes. The relative coordinates of neighboring
nodes can be acquired through information exchange among neighbors, or by

utilizing GPS communication with a satellite.

16



CHAPTER 2. GENERALITIES

The following comparative table (Table. 2.1) provides an analysis of various routing
protocols used in wireless sensor networks montioned in this section. It aims to highlight
the type, QOS service, and data aggregation availability of each protocol. This comparison

aids in understanding the diverse approaches and methods.

Table 2.1: Summary of some routing protocols for WSNs.

Protocol name Type ‘ QOS ‘ Data aggregation
AODV Reactive - -
DSDV Proactive - -

DSR Reactive - -
DD Multi-Path-Based /Flat - v’
EAR Multi-Path-Based /Flat - -
LEACH Hierarchical - v’
MCFA Flat - v
OLSR Proactive - -
PEGASIS Hierarchical - v’
SAR QOS-Based v -
SPIN Negotiation-Based /Flat - v
TEEN Hierarchical - v’
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2.5.2 Hierarchical Routing Protocols

Hierarchical routing originally developed for routing data in wired networks, hierar-
chical routing can also be applied to wireless networks with appropriate enhancements for
improved scalability and communication efficiency. This routing approach involves divi-
ding wireless sensor nodes into multiple levels, with most protocols featuring two routing
layers. The first layer selects cluster heads while the second layer makes routing deci-
sions [12]. One of the earliest hierarchical routing protocols is LEACH. Further details on
LEACH are provided in the following section.

The collaboration of sensor nodes plays a crucial role. These nodes continuously moni-
tor and gather data about the environment, process it, and collaborate to transmit reliable
information to a base station. By pooling data from multiple nodes, valuable insights can
be gained about the environment. Collaborating nodes can also balance communication
costs and computation energy.

Hierarchical routing, which divides the network into clusters and designates some
nodes as cluster heads (CHs), offers improved energy efficiency and scalability. CHs collect,
aggregate, and compress information from their cluster member nodes, before transmitting
it to the central node. This protocol helps to streamline data transmission and optimize
network efficiency.

Clustering is the most used method in this topology thanks to these advantages such as
data aggregation in order to reduce the number of messages transmitted to the destination
as well as great scalability and better energy efficiency. The major challenge of clustering
is the selection of CH and the organization of the clusters.

The different schemes for hierarchical routing protocols mainly differ in how the clus-

ter head is selected and how the nodes behave in the inter and intra-cluster domain [18].

In our work, we have opted to develop a new protocol within the hierarchical protocols
category. This choice is driven by the inherent advantages that hierarchical protocols offer,
such as energy conservation and effective network organization, especially in scenarios with
a large number of nodes. By adopting a hierarchical approach, our proposed protocol aims

to leverage these benefits to enhance energy efficiency and optimize network management.
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2.5.3 Characteristics of Hierarchical Routing Protocol

A hierarchical routing protocol entails the definition of multiple tasks, which serve as

criteria for their classification :

e The clustering algorithm : A classification into three types of these algorithms
is proposed in [18] based on the type of control algorithm executed :
-Centralized algorithm : The algorithm is executed on a single node that has a global
view of the network, generally, at the BS level.
-Distributed algorithm : The algorithm is executed by each node in the network.

-Local based algorithm : The algorithm is based on the nodes geographical position.

e The re-election of the CHs : CH consumes more energy compared to other
nodes in the network due to their function of coordinating member nodes and ag-
gregating data. This can lead to an imbalance in energy distribution. To overcome
this problem, a rotation of the CH role is organized periodically within the cluster
or the entire network. Thus allows for more even distribution and prevents early

depletion of energy consumption across the network [18].

e The nature of the generated clusters : The Clustering algorithms used can
generate two types of clusters [19] :
-Disjoint clusters : Node can only belong to one and only one cluster at a time.
-Interconnected clusters : This type of clustering allows nodes to belong to one or

more clusters at a time.

e Inter-cluster communication : CHs can communicate directly with the base

station (one hop), or in several hops [19].

e Intra-cluster communication: Communication between the CH node and the
other cluster members can be done either in a single hop or in several hops [20].
-Direct communication (in one hop) : The data packets are sent directly to the CH.
-Indirect communication (in several hops) : In this case, each member of the cluster

sends its data to the nearest member of its cluster until the end at the CH.

e The level of data aggregation :  Depending on the type of sensors used, data
aggregation can be performed at each network node or exclusively at the CHs [20].
Data aggregation reduces the amount of data exchanged between nodes, and conse-

quently reduces the energy spent.
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2.5.4 Low Energy Adaptive Clustering Hierarchy Routing Proto-
col (LEACH)

LEACH is a clustering routing protocol for WSNs that aims to increase energy effi-
ciency by rotating cluster head (CH) selection through a random priority value. It operates
in rounds with two phases : a setup phase and a steady state phase. During setup phase,
CH selection, cluster formation, and TDMA schedule assignment occur. In the steady
state phase, member nodes send data to the CH during their allocated time slot, reducing
collisions and energy consumption. CHs aggregate data and transmit it to the base station
using the TDMA schedule while sensing the channel states to avoid interference. LEACH

improves battery life for member nodes [21].

Figure. 2.10 shows two rounds of the leach protocol which is based on the space location
for the selection of the CH (the nearest CH) which is shown by the Voronoi diagram. All
nodes are marked with a given symbol belong to the same cluster, and the CH nodes are
marked with a e.

In this research, we have selected the LEACH protocol as the base for building our idea
and proposed work, due to its above-mentioned advantage, with a focus on addressing its

disadvantages and shortcomings.

=

Figure 2.10: LEACH clustering architecture [21].
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2.5.5 Publish/Subscribe Protocol

One of the best known Publish/Subscribe protocols is Message Queuing Telemetry
Transport (MQTT) Protocol.

MQTT is a lightweight, simple and efficient messaging protocol designed for the In-
ternet of Things (IOT) applications where bandwidth, power and resources are limited
such as resource-constrained sensor nodes. It is a publish /subscribe-based protocol where
clients connect to a broker (MQTT server) and publish messages to topics or subscribe to
receive messages from topics [3], (Figure. 2.11). MQTT uses a small header size, making
it lightweight and suitable for low-bandwidth networks. It also supports quality of service
(QOS) levels, allowing the sender to specify the level of assurance of message delivery.
In addition, MQTT is designed to work over unreliable and intermittent networks and
supports multiple clients and servers. MQTT has become a widely used protocol in IOT

applications due to its simplicity, low overhead, and support for low-power devices [22].

The use of a routing protocol based on MQTT in a sensor network can greatly im-
prove the network’s efficiency. MQTT’s lightweight and efficient messaging protocol can
save energy by reducing the amount of data sent between nodes. This leads to a more
robust and fault-tolerant network, as nodes can dynamically adjust their communication
patterns in response to changes in the network.

Ultimately, a routing protocol based on MQTT can optimize the performance of a sensor

network, enabling it to efficiently gather and transmit data over extended periods of time.

.

Publish 25C° MQTT
. Broker
on Temperature topic

Notify Notify

© ©, @ || @

NodeMCU ESP8266 MQTT client MQTT client

Figure 2.11: MQTT architecture [23].
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Conveying and routing Publish/Subscribe messages between publishers, broker and
subscribers pose a significant challenge that should be looked at and solved.
This is what we would like to do in this study, to find a solution to this problem by finding
the most appropriate and effective route to exchange these messages with less usage of

energy.

2.6 Constraints

Research in the field of sensor networks has revealed several challenges and constraints,

among these issues, we cite :

1. WSN networks constraints :

(a) Routing : Design an efficient routing protocol in terms of minimizing energy
consumption, choosing optimal routes for routing information is a big challenge in
IOT and WSN, when the network must scale up without its performance degrading
[24].

(b) Cross-layer : Traditional network design models focus on optimizing perfor-
mance at each layer independently without considering the impact on other layers,
which is not practical for sensor networks. To optimize the overall network capabili-
ties, a collaborative approach that balances performance, dependence, and flexibility
must be developed, allowing for compromise and cooperation among different layers
of the network [24].

(c) Limited security : Compared to traditional wired networks, WSN networks
have limited security. Since data is transmitted wirelessly, attackers can easily inter-
cept the exchanged messages, applying noise to the channel, Therefore prevent sen-
sor nodes from transmitting messages. However, securing such networks is challen-
ging due to constraints such as limited resources. Using security algorithms requires
memory resources for storing code and data, as well as energy and computational

resources [24].

(d) Production cost :  Production cost is a crucial factor in IOT and sensor
networks as they typically consist of a large number of nodes. The price of a node is

critical in order to be able to compete with a traditional surveillance network [11].

2. WSN routing constraints :

(a) Energy consumption : FEnergy is necessary for a sensor node to perform
various tasks such as data collection, processing, and communication to reorganize
the network. However, due to the difficulties in recharging batteries, particularly in

hostile catchment areas, it is crucial to conserve energy [25].
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(b) Fault tolerance : In hostile environments, some nodes may fail due to lack
of power, physical damage, or obstacles. Fault tolerance refers to the ability of the
sensor network to continue functioning without interruption despite the presence of
faulty nodes [25].

(c) Scalability : Scalability is an important factor to consider, as the number of
deployed nodes can range from hundreds to thousands, depending on the applica-
tion. Efficient routing protocols are required to handle the large number of nodes
and ensure that performance is not significantly impacted even if some nodes are
damaged. Additionally, the base station must have enough memory to store the

information received from a high number of sensors [25].

(d) Data aggregation : Data aggregation is a technique used in sensor networks
to reduce the number of transmissions by combining similar packets from different
nodes and applying certain aggregation functions such as suppression, minimum,

maximum, and average [19]. However, it can pose constraints in routing within

WSNs.

(e) Addressing :  Due to the sheer number of nodes involved, establishing a global
addressing scheme for all the nodes is not feasible. Hence, routing protocols based
on new addressing mechanisms or new routing techniques that do not require unique

identifiers for each node are needed (data-Centric routing) [16].

(f) Computing power :  Network protocols do not have to be complex or neces-

sarily require complex computing power [11].

2.7 Conclusion

In conclusion, this chapter provided an overview of wireless sensor networks and their
applications.

The chapter also discussed network architectures and protocol stacks, as well as routing
protocols such as hierarchical routing and the Low Energy Adaptive Clustering Hierarchy
Routing Protocol.

The publish /subscribe protocol was also highlighted, along with some constraints that
can affect the performance of wireless sensor networks. Overall, this chapter serves as a
foundation for further exploration of WSNs and their potential in various fields.

In the next chapter, we will delve into the existing literature related to our work and

identify gaps and limitations that need to be addressed.
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3.1 Introduction

In the recent past years, many strategies of routing have been proposed for WSN-
based IOT to solve series of challenges that face WSNs to accomplish their tasks with full
success and less cost.

Along with this chapter, we start with the presentation of some existing approach of
routing and research in the field. Then, we will discuss their gaps and limitations.

We also illustrate a summary of the key findings and themes identified before concluding

the chapter by highlighting the chapter’s main points.
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3.2 Literature Review

This section provides a thorough review of the related literature to the development of
routing protocols in IOT and WSN. In this review we have chosen five papers that dealt
with this topic.

Azim and Islam [26] proposed the Hybrid-Low Energy Adaptive Clustering Hierarchy
protocol. H-LEACH calculates the threshold value in each round using the residual energy
and maximum energy of nodes. Nodes with residual energy above the average network
energy are selected as CHs. Comparative analysis with the LEACH protocol showed H-
LEACH’s superior efficiency in simulations. However, it is important to note that relying
only on node residual energy is inadequate for ensuring stable power consumption in WSN.
Since the density of nodes also influences power dissipation, indicating the necessity for

additional considerations with residual energy.

Sarobin and Thomas [27] proposed an energy-robust clustering algorithm called Im-
proved LEACH. It incorporates node heterogeneity by considering varying capabilities
within the network. Nodes transmit their IDs and residual energy to the BS, which sorts
them based on residual energy levels. High-energy nodes are selected as CHs, and their IDs
are broadcasted for cluster formation. Simulation results demonstrated improved network
lifetime. However, the algorithm does not address network stability concerns, especially
when the first node exhausts its energy prematurely, also nodes lose a lot of energy when

sending energy and ID each time.

The paper [28] by Paolo Costa and others, explores socially-aware routing in delay-
tolerant mobile ad hoc networks (DT-MANETS) for publish-subscribe communication.
The authors propose an algorithm that considers social relationships between nodes to
improve message delivery. While the paper addresses the challenges of communication in
DT-MANET and introduces an interesting concept, it lacks detailed evaluation, scalabi-
lity analysis and consideration of recent advancements in the field. Further research and

evaluation are needed to assess the algorithm’s performance in practical scenarios.

In the paper [29], the authors discuss the application of the MQTT protocol for routing
in IOT systems. The authors use MQTT protocol to demonstrate effective communica-
tion between client and server. While the paper highlights the potential benefits of using
MQTT for efficient communication in IOT, it lacks in-depth details regarding network
topology and comparison with existing routing approaches. Furthermore, evaluation me-
trics like the energy efficency or the network lifetime are not discussed, making it difficult

to assess the effectiveness of the proposed routing mechanism.
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In a study by Mohd Adib Omar and others [30], a routing algorithm was proposed that
employed a three-level hierarchy to reduce the CH’s load. The algorithm utilized random
selection of cluster heads. Additionally, multi-hop transmissions were employed for inter-
cluster communication. This approach resulted in a longer network lifetime compared to
LEACH. However, the random selection of CH raised fairness concerns, as there was a

possibility of selecting a node with low energy or lower density as a CH.

3.3 Gaps and Limitations

The main problems identified in above survey are as follows :

e The reliance on insufficient factors during the CH selection and the cluster formation
in the papers [26] and [27]. In addition, failure to take into account the maintenance

of the energy level in the network.

e Performance Evaluation : Some papers lack performance evaluation and compa-
rison with existing approaches. It is important to assess the proposed algorithms or
protocols against relevant performance metrics, such as latency or energy efficiency,

to prove its effectiveness.

e Network Congestion : Above papers need to address how their solutions handle
network congestion and ensure efficient utilization of network resources. Because in
dense networks or scenarios with high traffic loads, congestion can occur, leading to

performance degradation and increased energy consumption.

e Energy Efficiency : Energy consumption is a critical concern in WSN due to the
limited battery life of sensor nodes. While approaches [28] and [29] lack to improve
energy efficiency, there are gaps regarding the evaluating of long-term effects on
network lifetime in [26] and [27].

e Scalability : Many algorithms and protocols proposed for wireless sensor networks
or [oT may work well in small-scale scenarios but face challenges when scaled up to

larger networks. The above-mentioned studies lack scalability evaluation.

e Fault Tolerance :  WSN and IoT systems are vulnerable to node failures, network
partitions, or communication disruptions. The relevant papers are lacking to address

how their proposed solutions handle such scenarios and ensure fault tolerance.

e The shortage of addressing the explanation of the technologies proposed details,
which opens the way for many questions that make the research somewhat unclear

at some points.
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e Lack of using a specialized and certified simulation tool, and relying instead on

simple programming with an IDE (in [29]).

3.4 Summary

The subsequent tables (Table. 3.1 & Table. 3.2) will analyze the aforementioned related
studies. Table. 3.1 offers a summary and evaluation of the above-mentioned related studies,
while Table. 3.2 presents a comparison of the papers in term of approach-based on, network

lifetime, energy efficiency, and the simulator used.

Table 3.1: Summary of related studies.

Reference

Description

Remarks

Azim and Islam
[26]

Determines the threshold va-
lue for each round based on
the residual energy and maxi-
mum energy of nodes. It se-
lects CHs having more energy.

The remaining energy is insuf-
ficient to guarantee stable po-
wer usage.

Sarobin and Tho-
mas [27]

Nodes transmit their IDs and
remaining energy to the BS
to sort them based on their
residual energy. High-energy
nodes are selected as CHs,
their IDs are broadcasted to
facilitate cluster formation.

Failure to consider network
stability concerns. Further-
more, there is energy wastage
during the forwarding of IDs
and energy.

Paolo Costa Et al
28]

The proposed algorithm takes
into account the social rela-
tionships between nodes in or-
der to enhance the delivery of
messages.

Lack of thorough evaluation,
network life time and scalabi-
lity analysis.

Rahul Johari Et al
29]

Examines the MQTT protocol
by analyzing the communica-
tion between multiple clients
and a server. The goal is to
assess the protocol’s strengths
and uncover any weaknesses.

Absence of evaluation metrics,
the specialized simulator shor-
tage and details regarding ap-
proach and network topology.

Mohd Adib Omar
Et al [30]

Three levels to minimize clus-
ter head load, with multi-
hop communications for intra-
cluster.

Random selection of cluster
heads.
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Table 3.2: Comparative analysis.

Ref | Approach-based on | Network lifetime | Stability period | Energy | Simulator

[26] LEACH Mediocre Medium Good J-sim

[27] LEACH Very good Good - MATLAB

[28] Pub/Sub Not mentioned | Not mentioned - OMNeT++

[29] MQTT Not mentioned | Not mentioned - Eclipse IDE

[30] LEACH Good Acceptable Good | MATLAB
3.5 Conclusion

In conclusion, this chapter has provided a comprehensive overview of the related works

in the field of routing protocols and energy efficiency in WSN and IOT.

The literature review has highlighted the current state of research and identified the

gaps and limitations in the existing literature. These limitations provide an opportunity

for further research to contribute to the advancement of knowledge in this area.

Finally the summary has provided a succinct overview of the key findings of the

chapter.

In the next chapter, we will present our contribution.
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4.1 Introduction

One of the essential parameter in WSN-based IOT is the energy parameter.

In this chapter, we focus on our contribution. We present our new routing protocol
which is a combination between two protocols, MQTT and LEACH. Our main aim is to
help subscriber and publisher to select the best route to send messages in term of energy
and efficiency.

The results of our simulation conducted using OMNet++ simulator [31] depict the
good performance of our solution.

The rest of this chapter is organized as follow : ~ We will present our contribution with
development of our different phases. Then, we will evaluate and discuss the performance

of the proposed approach.

4.2 Proposed Protocol

In order to ensure the efficient event delivery (pub/sub messages delivery) in publi-
sh/subscribe systems between publishers, central broker and subscribers, we propose our
routing protocol for an MQTT system to provide a method to allow nodes to find the
best route or way for the pub/sub messages transmission in the network. Node clustering
is a critical element in the practical deployment and operation of WSNs, for this reason
our work is based on LEACH protocol (2.5.4) where we suggest to divide the network
into clusters, each cluster have a responsible (Cluster Head) who is, in the same time, a

broker bridge that forwards the data from his own cluster to the central broker.

The nodes with both, higher energy and density, will act as a broker bridge, as a
CH. While the lower energy and density nodes will act as simple sensors or actuators
(publishers and subscribers), joining to the cluster having the nearest CH, and turning
their radio off during their inactive periods to serve the energy. Each node have the
possibility to be a bridge node (broker bridge) to the central broker after calculating a
T'(n) threshold detailed in the next subsection 4.2.1. This architecture can reduce energy
consumption, balance traffic load and enhance network scalability by minimizing the
number of long-range transmissions when the network size grows.

Moreover, data acquired by one sensor node is often correlated with its neighbors, so
in our protocol, data aggregation will produce by the broker bridge in each cluster, by
reducing the data redundancy in the network. Specially when the central broker (CB) is

far away, local data aggregation is preferable to direct communication.
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(i) Network congestion solution :  In dense networks with high traffic loads, conges-
tion can occur, leading to performance degradation and increased energy consumption. In
our protocol, to handle network congestion we use TDMA mac protocol for inter-cluster
communications and the CSMA /CA for intra-cluster communications, to ensure efficient
utilization of network resources. The TDMA table is provided by the broker bridges (BB)

to their clusters to avoid congestion and collision.

(ii) Fault tolerance solution : WSN and IOT systems are vulnerable to node fai-
lures. In this study, to ensure fault tolerance, we divide the network lifetime into rounds,
in each of which new clusters are formed (new clustering phase generated) to achieve fault

tolerance and balance energy between nodes.

(iii) Assumptions : The network model used in this research is based on certain

assumptions listed below :
v~ The central broker (CB) have a fixed location.

v Nodes of the network are heterogeneous (actuators and sensors) and limited in

energy.
N nodes are randomly distributed in a square area of M x M.
The same initial energy is equipped for all nodes.

A unique ID is assigned for each node.

C C X

The CB has an unlimited energy reserve and a substantial transmission power. As

a result, all sensor nodes are within range of the CB.

<

The nodes can use if necessary, the power control in order to regulate the power
of transmission according to the distance of transmission. Thus, a CH can directly

transmit.
v Nodes location is fixed (immobile).
The nodes have sufficient memory to avoid congestion.

v~ All sensors are sensing the environment at a fixed rate and thus always have data

to send.
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(iv) Network nodes :  Our protocol proposed in this study is designed to be applied in
an agricultural environment, where there are sensor nodes collecting data, and actuator or
operator nodes that act according to the information they receive from the sensors. These

are examples of nodes that could be used in our protocol for agricultural applications :

e Sensor nodes : These are nodes that are equipped with sensors to collect data such
as temperature, humidity, light, sound, or motion, then transmit it by publish in a
topic to the broker bridge for processing and analysis. Sensor node could be a soil

moisture, weather station node or crop monitoring node.

e Actuator nodes: These are nodes that can actuate physical devices such as motors,
valves, or switches based on commands received from other nodes (usually from the
broker bridge) in the network by subscribing to a topic. An actuator node could be

an irrigation or a light actuator node used to turn on a light or adjust a thermostat.

e Central Broker : This node is used to aggregate data from multiple bridge brokers
and forward it to subscribed client in the network when it is published in their

topics.

e Cluster Head nodes :  These are nodes that act as a bridge (Broker Bridges) bet-
ween the central broker and nodes (actuators and sensors), they are responsible for
managing a cluster of nodes in the network. It aggregate data published from its

cluster members, before transmit it to the central broker.

Overall, any node that needs to communicate in a low-power, low-bandwidth IOT network
can potentially use this protocol. The LEACH and MQTT protocols are designed to be
flexible and scalable, allowing them to be adapted to a wide variety of IoT applications

and use cases.
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4.2.1 Protocol Description

The operation of our routing protocol is divided into rounds, where each round starts
with a broker bridge discovery phase for cluster organization, followed by a publish/sub-
scribe routing phase for data transmission. To minimize overhead, the publish/subscribe

routing phase is relatively longer compared to the broker bridge discovery phase.

The Broker bridge discovery phase : This phase represents the first phase in
our protocol, during which the broker bridges will be selected and the clusters will be
formed. This occur in three main ordered sub-phases described bellow : Initialization,

Broker bridge discovery and Cluster formation.

(1) Initialization :  In this step, each node in the network is initialized with a unique
identifier, energy level, specific location. The network nodes exchange among them small
HELLO messages described in Figure. 4.1 to discover neighbors, and then each one cal-

culate his own density (Formula 4.3).

(2) Broker bridge selection :  Each node in the network use the discovery algorithm
to decide whether or not to become a broker bridge (become a CH) for the current round.
The broker bridge has the responsibility of managing the cluster and gathering data from
cluster member nodes and transmitting aggregated data to the central broker. This task
consumes a significant amount of energy, necessitating high-power amplification for the
transmission process.

The decision to be a broker takes into account four parameters : the history of the
node (if he has already been a CH), the optimal percentage of a node, the average energy
of the node and its own density (neighbor discovery). A random number is generated for
each node (between 0 and 7'(n)maz), and if the generated number falls below a threshold

T'(n), for that round the node is designated as a broker bridge.

Remark. T'(n)maq: represents the maximum value that 7'(n) can reach, considering the
maximum values of both energy average and density, as well as the maximum value of
the number of rounds. This ensures that no node will generate a random number greater
than 7'(n)maz-

The threshold T'(n) is calculated using the following formula (Formula 4.1) which is
an improving of the LEACH formula :
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— P __ _xE,.,xD, ifn € G.
T(n) _ 1—Px(r mod %) 9 (41)
0, otherwise.
Table 4.1: Describing function of T'(n).
Giving Letter Meaning
T The threshold representing the possibility of a node to be a CH.
Eovg The energy average of node i.
D The density of node i.
G The set of nodes that were not selected as CH in the previous % rounds.
T The number of round.
) The percentage of CH.
n The number of node.
While : 5
residual
Eppy = ————. 4.2
g Etotal ( )
Table 4.2: Describing expression of Fg,g.
Giving Letter Meaning
E The energy average of node i.
Eresidual The residual energy of node i.
Eipitial The initial energy of node i.
And : N
D — actual . 4.3
Dpotential ( )

Table 4.3: Describing expression of D.

Giving Letter Meaning
D The density of node i.
D yetual The actual edges (connections) of node i.
Dyotential The potential edges of node i.

Remark. Let Dgetnar be the number of real connections that a node ¢ have it, then Dpotential

is the total connections that node 7 should have it.
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In each round, nodes that have elected themselves as broker bridges, will broadcast
an advertisement messages (ADV) to other nodes utilizing CSMA /CA protocol. Non-
broker-bridge nodes are required to keep their receivers active during this phase in order

to receive the advertisements from all the brokers bridge.

(8) Cluster formation :  Nodes establish communication between themselves to form
clusters, with one node designated as the CH resulting in disjoint clusters.

After receiving the ADV, each node determines the cluster to join for the current
round based on the received signal strength (RSSI) of the advertisement.
Once the decision is made, the node sends a JOIN request to the corresponding cluster
head (CH) to become a member. The node uses a CSMA /CA protocol to transmit this
information to the CH. The CH receives all the JOIN requests from the nodes willing to
join the cluster and creates a TDMA schedule, specifying when each node can transmit.
This schedule is then broadcasted to all nodes within the cluster. Throughout this process,

all cluster head nodes must keep their receivers active.

HELLO message

Source ID Destination ID Type Timestamp I

Figure 4.1: HELLO message structure.

The Publish /Subscribe routing phase : In this phase, which is the second phase
of our protocol, the broker bridges play a crucial role in handling data messages between
the cluster publishers and subscribers (forwarding data to subscribed clients when it is
published in their respective topics). Additionally, the broker bridges aggregate the pu-
blished data and publish it to the central broker, acting as a client to the central broker.
They also subscribe to a topic on the central broker in order to receive data from other

clusters.

Once the clusters are created and the TDMA schedule is fixed, data transmission
can begin. During their allocated transmission time (time slot), publisher nodes collect
data from its sensors before publish it in a specific topic on the chosen broker, while the
subscribers node subscribe to a specific topic on the chosen broker in order to receive
data from it. This transmission uses a minimal amount of energy chosen based on the

strength of the advertisement received from cluster-head. The radio of each publisher and
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subscriber node must be turned off until the node’s allocated time slot, thus minimizing
energy dissipation in these nodes. The broker node must keep its receiver on to receive
all the publish message from the publisher nodes in the cluster and then resend it to
corresponding cluster subscribers.

When all the data has been received, the CHs which are in the same time broker bridge
(BB) nodes perform signal processing functions to compress and aggregate the data into
a single signal, in order to minimize the amount of data transmission and conserve energy.
This composite signal is published in a topic on the central broker which forward it to
the corresponding subscribers.

Our protocol includes mechanisms for energy-efficient routing and cluster formation

to minimize energy usage.

Round 1 Round 2
Broker
bridge
Publish/Subscribe routing discovery| Publish/Subscribe routing
phase phase phase

S~ , Frame ~_
\\\ ’, \\
'l \\\\ /’ \\\
~ 7/ N
1 \\\ /7 \\
TS - Time Slot

Figure 4.2: Explanatory schema of the protocol phases.

Figure. 4.2 presents a comprehensive overview and explanation of the aforementioned
phases, showing two consecutive rounds. Each round is divided into broker bridge disco-

very and publish /subscribe routing phases, providing a clear visualization of the process.

Remark. Nodes will assume the role of a CH at most once within a span of 1% rounds.
CHs in round r cannot serve as cluster-heads for the next ]% — 1 rounds, this increases
the probability for the remaining nodes to become CHs. After 1% rounds, all nodes regain

their eligibility to function as CH once again.
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4.2.2 Algorithm of the Protocol

The entire proposed scheme is presented in detail through the following algorithms :
Algorithm. 4.1 and Algorithm. 4.2.

Algorithm 4.1: Broker bridge discovery phase.

/* Clustering and Scheduling phase */
1 initialization of IOT; /* HELLO messages */
2 calculate energy average E of each node n;..n, (Fresiduat; Etotal);
3 calculate density D of each node n;..n,(Edgeactuar, Edgepotential);
4 calculate T;(t) of each node (n;..n, ); /* Based on E and D */
5 n < RundomNumber(0,1);
6 if n < P;(t) then
7 1sCH < True;
8 sendADVmsg();
9 receiveJOINreq();
10 sendT'DM A();
11 else
12 receive ADVmsg();
13 chooseC H ();
14 sendJOINreq();
15 receivel DM A();

16 end
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Algorithm 4.2: Publish /Subscribe routing phase.

10

11

12

13

14

15

16

17

18

19

20

21

/* Data transmission phase */

if Publisher then

publish sensing data(); /* To the CH (Broker-Bridge) at thier slot */
else
if Subscriber then
subscribe to topic(); /* To the CH (Broker-Bridge) at thier slot */
receive datal();
Make data-based decision();
end
end

if Broker-Bridge then
subscribe to subscribers topic();
aggregate published data();
send aggregation();
receive data(); /* From the central broker */
forward data to cluster subscribers();
else
if Central-Broker then
receive aggregated datal();
forward data to sub(); /* To corresponding subscribers */

end

end
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4.2.3 Protocol Workflow Chart

Begin
I

Launch of the broker discovery phase

!

Network nodes exchange HELLO messages

!

The nodes calculate the formulat T (n) based on thier energy average and density

!

Generate a random number0<n<1

Yes

(n<T(n))

Announce the new CH - Send ADV
msg

!

Wait for JOIN REQ messages

\

Create and send the TDMA table

Node i is CH

Wait for the adverticement of new CHs

'

Send JOIN REQ to the CH chosen

'

l

Wait for the TDMA table

J

L _/:,
€=
v v

Launch of the publish/subscribe routing phase

J (

\]

Receive Pub/Sub messages

-

v

* Manage cluster pub/sub messages
» Aggregate the published data
» Subscribe to subscribers topic in CB

y

Send data to the CB which forward it
to corresponding subscribers

LA

Publish/Subscribe to the chosen
Broker-Bridge (CH)

Put the node radio to sleep mode

v

Subscribers receive notifications from
Broker-Bridge which receive it from
the CB

a n [~

Figure 4.3: Workflow chart of the protocol (depicting one round).
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Figure. 4.3 shows the diagram illustrating the sequence of steps in the proposed pro-

tocol.

4.3 Energy Model used

The communication between the sensors of the network is the most sensitive part
in the WSN and IOT, see that in the anatomy of a sensor this unit is composed of a
transmitter /receiver which consumes energy compared to the other units of the system
(Figure. 4.4). Therefore, in order to reduce the level of consumed energy, it is better to
rely on nodes that have more energy (compared to other nodes) to carry out the process

of transmitting and receiving data.

The CC2420 [32] radio model was used in our simulation. It is a widely used radio
transceiver in WSNs [33]. It has a specific energy model that considers factors such as
transmit power levels, data rate, modulation schemes, and receive modes to estimate
energy consumption during communication operations.

This makes it possible to get as close as possible to reality with the vagaries of a
communication medium, with realistic node behavior in particular in terms of access to
the radio.

20—

Radio transceiver

15—

10 —

Power (mW)

0 L — NN
Sensors CPU

Figure 4.4: Energy consumption in acquisition, processing, and communication [34].
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4.4 Simulation

This section provides an overview of the simulation aspect in the study. It covers the

tools used and the parameters considered during the simulation process.

4.4.1 Simulation Tools

Two prominent software tools, OMNet++ and Castalia, are employed to model and

simulate the behavior of the network environment.

(a) OMNET++ : s an open-source, modular (allowing new model integration),

and extensible simulator used for modeling and simulating various types of networks.

C++, NED, and ini files languages are utilized for simulation modeling. C++ is used
for implementing module behavior, while NED is used for defining the structure and
connectivity of the simulation model, and ini files are used for configuration. These lan-
guages work together to provide a comprehensive framework for simulation modeling.

You can find the steps to install OMNET++ in the Appendix A.1.

OMNeT uses simple modules to represent individual components with input/output
gates, specific functionality and internal behavior. Compound modules, on the other hand,
serve as containers to multiple simple modules or other compound modules. This hierarchi-
cal structure allows for the organization and connectivity of components into larger system

structures, enhancing modularity and reusability in simulation models (Figure. 4.5).

Network

CompounW

OO0 o0

Simple Modules

input/output gates

Figure 4.5: Simple and Compound modules in OMNET [35].

While the OMNeT++ simulator itself is not specifically designed for WSNs, several

platforms and simulators try to address this lack like "Mixim" and "Castalia".
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(b) Castalia :  Castalia [36] is a network simulator specifically designed for
WSN and IOT applications. It is built on top of the OMNeT++ simulator and provides
a comprehensive platform for modeling and simulating WSN protocols, algorithms and
applications. Its main modules are the node, physical processes and the wireless channel
(Figure. 4.6), the nodes connect to each other via the wireless channel module, and they

are also linked through the physical processes they monitor.

Physical process 1 J

r

‘L Y Y

Node 1 Node 2 LA Node N
l A 'y l A
A4

Wireless Channel

Figure 4.6: The connections of the modules under Castalia [37].

In Castalia, the node module is a composite module with an internal structure shown in
Figure. 4.7. Solid arrows represent message passing, while dotted arrows indicate simple
function calls. For example, most modules call a resource manager module function to

report that power has been consumed.

to/from Physical Process
Sensors Manager @ |—————— —» Ressource Manager
f & (Battery, CPU state,
_______ M
Application . e emory)
) |
l ' T A dul
. w O ny module
Routing S 3aF— —l (readI only)
= (]
t ! g E H
MAC 5 = r T
g 2 \ location )
f ! £ g ~ 2T .
3 ¢
Radio © 8 Mobility Manager
A |
| \
to/from Wireless Channel to wireless channel

Figure 4.7: The node composite module [3§].
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4.4.2 Simulation Parameters

To evaluate our proposal routing protocol, we used the OMNet++ simulator and
Castalia framework. For an environment in a 100m x 100m area, where the simulation

time is about 1000 seconds.

Simulation parameters are summarized in Table. 4.4.

Table 4.4: Simulation parameters.

Parameter Value
Simulation area 100 x 100
Simulation time (s) 200
Number of nodes [50, 100, 150, 200, 250, 300]
Position of nodes Between (0,0) and (100,100)
Number of base stations 1
The location of the base station (1,1)
Base station ID 0
The initial energy of nodes 17000 (m.J)
Radio model CC2420
Node deployment Random
Duration of a round (s) 20
The percentage of CH in the topology 5%
Physical Medium Wireless

The simulation was carried out on a computer with the following configuration and

software environment (Table. 4.5) :

Table 4.5: Hardware and software requirements used.

Parameter Value
Processor Intel(R) Celeron(R) CPU N3060 @ 1.60GHz 64 bits
RAM 4 GB
Hard disk HDD 500 GB
Operating system UBUNTU 20.04
Simulator OMNET++ (version 4.6)
Framework Castalia (version 3.3)
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4.5 Analytical Results and Discussion

A clustering routing protocol based on LEACH and MQT'T protocols with CHs acting
as broker bridges have a significant impact on the energy efficiency of message routing
between publishers and subscribers. By having the CH acting as broker bridge to the
central broker, it reduces the amount of energy needed by the individual sensor nodes
to transmit their publish/subscribe messages and optimizes the routing process. Additio-
nally, the CHs perform data aggregation to reduce energy consumption. The CB at the

base station efficiently manage the flow of messages between publishers and subscribers.

To validate the effectiveness of our newly proposed protocol in this study, we conducted
a performance evaluation of this routing protocol across various scenarios, comparing it to
the LEACH protocol. Our evaluation focused on crucial metrics such as energy efficiency,

network lifetime, and stability period, considering the impact of time and the network

size.
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Figure 4.8: Heterogeneous nodes deployment in 100 x 100 area.

44



CHAPTER 4. CONTRIBUTION : PROPOSITION OF OUR ROUTING PROTOCOL FOR IOT
NETWORKS

4.5.1 Energy Evaluation

Given the energy limitations of the sensors, it is crucial to minimize energy consump-

tion at all levels to extend the network’s lifespan. Thus we conducted a number of tests :

(i) Energy vs. time :  In order to test the adaptation of our approach on a large

scale, we have simulated the routing protocol in different periods.

The conducted simulations using the random 200-node network shown in Figure. 4.8
demonstrate that the proposed protocol achieves a lower average consumed energy (Fi-
gure. 4.9) and a higher average remaining energy (Figure. 4.10), compared to LEACH
protocol. This outcome can be attributed to the reduced number of messages transmitted
throughout the network, the selection of cluster heads based on node density and residual
energy to be as relay nodes to the central broker, and also due to the radio sleep mode
during inactive periods.

Where nodes with higher energy and density are more likely to be chosen as cluster
heads to play the role of broker bridges, while non-cluster head nodes join the nearest
cluster head with better energy and density. This leads to a reducing energy consumption

and improved performance of the protocol.

18 I I I I I
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14
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Energy (J)
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Figure 4.9: Consumed energy vs. time.
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Figure 4.10: Residual energy vs. time.
(ii) Energy vs. number of nodes : In order to test the adaptation of our approach

on a large scale, we have simulated the routing protocol in networks of different sizes.

Figure. 4.11 illustrates the energy consumption in relation to the number of nodes in
the network over a 200-second period, while Figure. 4.12 depicts the remaining energy
in relation to the number of nodes in the network for the same duration. Our propo-
sed approach exhibits significant energy savings compared to the LEACH protocol. This
outcome can be attributed to the strategic distribution of cluster-heads throughout the
entire network, achieved through meticulous selection based on proposed mathematical
formulas, as well as the lightweight nature of Pub/Sub MQTT messages and the usage of

radio sleep mode during inactive periods.
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Figure 4.11: Energy consumption vs. number of nodes.
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Figure 4.12: Residual energy vs. number of nodes.
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4.5.2 Network Stability Period

The network stability period refers to the duration it takes for the first node to cease
functioning [39]. The term of the first dead node (FDN) refers to the point at which the
first sensor node becomes inactive, while the half of the nodes dead (HDN) denotes the
moment when half of the sensor nodes in the network die. Through our simulations, we
observed that the proposed routing protocol exhibits superior stability when compared to
the LEACH protocol, as demonstrated in Figure. 4.13.
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Figure 4.13: Network stability period

The simulation results presented in Figure. 4.13 demonstrate the positive impact of the
proposed algorithm on the network stability period. The FDN and HDN occur much later
with the new protocol compared to the LEACH protocol, indicating improved network
stability.

With the new protocol, the first dead node occurred at time 490, while the half of
the nodes dead occurred at time 680. In contrast, with the LEACH protocol, the first
dead node occurred at time 250 and the HDN occurred at time 400. This improvement
in stability period can be attributed to the efficient energy consumption in the proposed

routing protocol.
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4.5.3 Network Lifetime

The network lifetime is defined as the duration from the initiation of communication
until the last node becomes inactive (from the start of network activity, to the point
when the network becomes non-functional) [40]. Our simulation results indicate that our

protocol surpasses LEACH in terms of network lifetime, as demonstrated in Figure. 4.14.
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Figure 4.14: Network lifetime
As illustrated in the Figure. 4.14, we notice that the lifetime of our approach increases
compared to standard LEACH. The efficient energy consumption in the proposed routing

protocol contributes to this enhancement.

Therefore, our clustering routing protocol is effective where energy efficiency, scalabi-

lity, and lifetime are critical factors.
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CHAPTER 4. CONTRIBUTION : PROPOSITION OF OUR ROUTING PROTOCOL FOR IOT
NETWORKS

4.6 Conclusion

In conclusion, this chapter has presented our proposed routing protocol for a publi-
sh /subscribe system (MQTT system) in IOT based on wireless sensor networks in details.

The results of the simulation conducted using OMNet-++ simulator and Castalia fra-
mework argued in favor of the efficiency performance of our routing protocol.

These results have shown that our contribution is effective in achieving significant
energy savings and improved network lifetime.

Overall, the findings of this chapter set the stage for further investigation and refine-

ment.
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Chapter 5

(General Conclusion

Contents
5.1 Summary ofour Work . .. ... ... ... ... ..., 51
5.2 Future Perspectives . . . . .. ... ... ... ... ..., 52

5.1 Summary of our Work

This work focused on the study of routing in IOT and WSNs, comprising several key
steps. Firstly, we provided an introduction to IOT and WSN networks, highlighting their
significance in enabling seamless connectivity and data exchange. Additionally, we delved
into hierarchical protocols, with LEACH serving as a model for our analysis. Further-
more, we explored the concept of publish/subscribe systems, with MQTT serving as a
prominent example. In the subsequent step, we reviewed relevant literature, offering a
concise overview and comparison of related papers. Finally, we presented our approach
and contribution to the field.

In particular, in this thesis we have proposed our new routing protocol for publish /-
subscribe systems in WSN-based [OT networks for agricultural applications. Our protocol
aims to improve the delivery of publish and subscribe messages by intelligently routing
them between publishers, subscribers, and a central broker. By incorporating the cluster-
heads from the LEACH protocol as broker bridges, we leverage their existing roles to
enhance message routing between publishers, subscribers, and the central broker.

Throughout our research, we have conducted extensive simulations using OMNet++
simulator and Castalia framework to evaluate the performance of our protocol. The results
have demonstrated the efficiency and effectiveness of our routing protocol in terms of
energy, network lifetime, and stability period.

Our work contributes to the advancement of IOT and WSN communication protocols

and inspires future research in this field.
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CHAPTER 5. GENERAL CONCLUSION

5.2 Future Perspectives

To expand upon the achievements of this work, it is crucial to consider several future
perspectives for designing novel approaches. These points outline the directions for future

work aimed at further advancing the research :

e Implementation of a second scenario involving mobile nodes, such as the utilization

of mobile actuator nodes.

e Integration of security parameters into our routing protocol (enabling MQTT secure
communication through SSL/TLS).

e Conducting performance analysis of our protocol after a real-world implementation.
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Appendix A

Simulation Script and Tools

Contents
A.1 OMNET Installation . . .. ... ... ..o, B
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A.3 Algorithmic Scripts . . . . ... ... ... 00000, E

A.1 OMNET Installation

To install OMNET++ in Ubuntu, follow these steps [41] :

1. Install all packages needed to compile and run OMNet++-, you can run the following
command to install all packages for multiple platforms :
$ sudo apt-get install build-essential gcc g++ bison flex perl\tcl-dev
tk-dev libxml2-dev zliblg-dev default-jre\doxygen graphviz
libwebkitgtk-1.0-0

2. Download omnetpp-4.6-src.tgz from : https://omnetpp.org/
3. Unzip the file: $ tar xvfz omnetpp-4.6-src.tgz
4. Enter the omnetpp-4.6 folder : $ cd omnetpp-4.6

5. Set the environment variables in a non-permanent way through the following com-
mand : $. Setenv
Or permanently through the modification of . bashrc file ($ sudo nano ~/.bashrc)
in the home directory by adding the following line :
export PATH=$PATH:$HOME/omnetpp-4.6/bin , then save it.

6. In the omnetpp-4.6 directory type the following command : $ ./configure

7. When ./configure ends, you can compile OMNeT++ through the command :  $ make
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8. You can launch the OMNeT++ simulation IDE by typing the following command

in the terminal : $ omnetpp

A.2 Castalia

The Castalia 3.3 version works with OMNeT versions 4.3 to 4.6. The Linux operating
system is recommended for using Castalia.

To install Castalia in Ubuntu, follow these steps :
1. Download Castalia from the site : https://github.com/boulis/castalia
2. Extract the Castalia folder : $ tar -xvzf Castalia-master.tar.gz

3. Compile Castalia : $ cd Castalia/Castalia
$ ./makemake
$ make
If the access to the script is refused, make sure you have the right permissions to

the file. If not, type $ chmod u+x makemake and then try again.

Castalia uses OMNET features to define the architecture of a sensor node. All defini-

tions are described and implemented in the Castalia/src directory.
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Castalia is a command line tool, but it can work in the graphical mode after some
modifications. To use Castalia with OMNeT’s GUI, follow these steps :

1.

10.

11.

12.

13.

14.

15.

16.

17.

Create new Omnet++ Project : File -> New -> Omnet++ Project.
Choose a project name. For example "castaliaTest" and click next.

Select Empty project and click Finish.

. Right click on the newly created Omnet++ project (castaliaTest) and choose Im-

port.
Select General -> File System and click Next.

Click Browse and search for your Castalia-master directory (or whatever name you

have for castalia’s root) and click OK.

Click on "Select AIl" button and then Finish.

. You should now see the directory hierarchy under the project castaliaTest.

. Right click above the project name (castaliaTest) -> Properties.

In the emerging window, expand OMNeT-++ on the left side menu, and then select
"NED Source Folders".

Expand the project name and mark "Simulations" and "src¢" directories as NED
Source Folders. Click OK.

Again in the IDE main view, navigate into the project (castaliaTest) -> src .

Double click on SensorNetwork.ned file. Select the "source" tab and add ".*" to

the three import lines. You should end up with something like this :
import wirelessChannel. *;
import physicalProcess.*;

import node.*;
Save the file.
Now open src -> node -> Node.ned file and go to source tab.

Add ".*" at the end of the import mobility manager line. You'll end up with this :

import node.mobilityManager.*;

Save the file. Clean and build the project.
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A.3 Algorithmic Scripts

Our proposed routing protocol is represented by the class named NewprotocolRouting,

which is defined as follows :

[ ]k ok sk sk sk sk okt KKK K K sk ok KKK K KKK K K SR KKK KKK R K K SR KK KKK KKK R K SR R SRR K KKK R K Sk KK KK K
//+* Header file (.h) of a .cc file describe the behaviour of the module.
[ okt Rk sk s ok sk okt oR KRR R R R SR KRR KRR R SR R SR SR KRR KRR R K R SR SR KRR KR RR R K KK KKK KRR R R Kok ok ok ok /

#ifndef NEWPROTOCOILROUTING H

s|#define NEWPROTOCOLROUTING H

#include <queue>
#include <vector>
#include <omnetpp.h>
#include <algorithm >
#include <string>
#include <math.h>
#include <stdlib .h>
#include <stdio.h>

s|#include <iostream >

j|#include <sstream>

#include "VirtualRouting.h"

#include "VirtualApplication.h"
#include "NewprotocolRoutingPacket m.h"
#include "ApplicationPacket m.h"
#include "NoMobilityManager.h"

#include "ResourceManager.h"

using namespace std;

jlenum LeachRoutingTimers {

START ROUND — 1,
SEND HELLO — 2,
CALCULATE PROBA = 3,
SEND ADV = 4,

JOIN CH = 5,

MAKE TDMA Citl = 6,
START SLOT — 7,

END SLOT — 8,

5|}

i| struct CHInfo

{
int src;
double rssi;

H

struct CMember

{
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string src;

string topic;

5|}

class NewprotocolRouting : public VirtualRouting {
private:
string applicationID;
int advPacketSize;
int tdmaCrtlPacketSize;
int joinPacketSize;
double maxPower ;
double sensibility;
double aggrConsumption;
double slotLength;
int clusterLength;
double percentage;
double probability;
double roundLength;
int roundNumber;
int dataSN;

double energyConsumed;
double initial;

double remainEnergy;

int helloPacketSize;
int cbdataPacketSize;
int chdataPacketSize;
int subdataPacketSize;
int pubdataPacketSize;

double density;

double actual = 0;

double total;

int totalSNnodes;

string topic;

string type; * publisher or subscriber

vector <CMember> Subscribers;

bool isCH;
bool isSink;
bool isCt;

bool endFormClus;

vector <RoutingPacket> bufferAggregate;
vector<int> powers;
queue <cPacket x> tempTXBuffer;

vector <int> clusterMembers;
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90 list <CHInfo> CHcandidates;
91 ResourceManager xresMgr

92 ResourceManager xhello;

94| protected :

95 void startup();

96 void fromApplicationLayer (cPacket #, const char x);
97 void fromMacLayer(cPacket x, int, double, double);
08 void timerFiredCallback (int);

99 void processBufferedPacket () ;

100 void sendAggregate () ;

101 void setPowerLevel(double);
102 void setStateSleep () ;

103 void setStateRx();

104 void levelTxPower (int);
105 void readXMLparams () ;

106}
107 g)ool cmpRssi(CHInfo a, CHInfo b);
Los|#endif
SourceCode/NewprotocolRouting.h
The configuration file (omnetpp.ini file) of the module is illustrated as follows :
1| [General]

HHHHHH RS T
## Network #H####
HHHHHH R R

N

w

'

include ../Parameters/Castalia.ini
;| include ../Parameters/MAC/CSMA.ini
7| sim-time-1limit = 200s

s/|SN.field_x = 100 #meters

9| SN.field_y = 100 #meters

10| SN.numNodes = 201

11| SN.node [0] .xCoor = 1

12| SN.node [0] .yCoor = 1

13| SN.deployment = "[1..200]->uniform"
14| HEHFHF AR R

15| ## Traces #####

16| #EHFHAHFHHHHA RS HHAHAHAHAS

w

17| SN.wirelessChannel.collectTraceInfo = false
13| SN.node [*] .Communication.Radio.collectTraceInfo = false
10| SN.node [*] .Communication.MAC.collectTraceInfo = false

20| SN.node [*] . Communication.Routing.collectTraceInfo = false

21| SN.node [*] . Application.collectTraceInfo = false
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2| SN.node [*] . SensorManager.collectTraceInfo = false

SN.node [*] .ResourceManager.collectTraceIlnfo = false

o| HIEFHHH R
5| ## Ressource Manager ###i#

AR

SN.node [*] .ResourceManager.initialEnergy = 17 #initial enery of nodes = 17J
A

## MAC #it###

HEHH

B R

5| ## Routing #####
| A HH R AR

7| SN.node [*] .Communication.RoutingProtocolName = "NewprotocolRouting"

SN.node[0] .Communication.Routing.isSink = true

SN.node[*] .Communication.Routing.slotLength = 0.2

SN.node[*] .Communication.Routing.roundLength = 20s

SN.node[*] .Communication.Routing.percentage = 0.05

SN.node [*] .Communication.Routing.powersConfig = xmldoc("powersConfig.xml")
HEHSHHAEH B H AR SRR RS

## Application #####

5| HHHHHEH S HEH A R R RS
j| SN.node [*] . ApplicationName = "ThroughputTest"

SN.node[*] .Application.packet_rate = 1

;| SN.node [*] . Application.constantDataPayload = 2000

A

## Wireless Channel #####

HUFHHA

SN.wirelessChannel.onlyStaticNodes = true #no mobility of nodes
SN.wirelessChannel.sigma = 0O

SN.wirelessChannel.bidirectionalSigma = 0 #two directions of link are the same
SN.wirelessChannel.pathLossExponent = 1.0

HURHHAH R R R R

## Radio #####

HEFHHAHHHA R

SN.node [*] .Communication.Radio.RadioParametersFile = "../Parameters/Radio/CC2420

.txt"

SourceCode/omnetpp.ini
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The module’s network description file (NED file) used is depicted as follows :

//***************************************************/

//* NED file describe the base stucture of the module.

//***************************************************/

package node.communication.routing.newprotocolRouting;

simple NewprotocolRouting like node.communication.routing.iRouting

{
parameters:
string applicationID = default ("throughputTest");
bool collectTracelnfo;
int maxNetFrameSize = default (0);
int netDataFrameOverhead = default (14);
int netBufferSize = default (32);
bool isSink = default (false);
double percentage;
double roundLength Qunit(s);
double slotLength;
//routing layer packet sizes
int helloPacketSize = default (9); //hello msg for calculate density
int advPacketSize = default (9); // Type + Source + Destination = 9 bytes
int joinPacketSize = default (9);
int tdmaCrtlPacketSize = default (150);// Type + Source + Destination + tdma
= 150 bytes
int pubdataPacketSize = default (9);
int subdataPacketSize = default (4);
int cbdataPacketSize = default (9);
int chdataPacketSize = default (9);
//Parameters used to power control.
xml powersConfig;
gates:
output toCommunicationModule;
output toMacModule;
input fromCommunicationModule;
input fromMacModule;
input fromCommModuleResourceMgr;
}

SourceCode/NewprotocolRouting.ned
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