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Study Abstract

This study aimed to identify the security challenges associated with the use of digital platforms in
Human Resource Management at the Regional Fund for Agricultural Cooperation in Laghouat
(CRMA Laghouat), while highlighting the reality of digital transformation within the cooperation
and evaluating the effectiveness of the measures adopted to protect data and information. The
study relied on the descriptive-analytical approach as the most appropriate method for examining
and analyzing the different dimensions of the phenomenon. Interviews were also used as the
main tool for collecting data from employees working in the Human Resources Department of
the institution.

The findings revealed that the institution relies heavily on digital platforms and information
systems in managing human resources and administrative files. Specialized programs such as the
HR platform and the Lojitip program are used for data processing, electronic archiving, and
managing employees’ professional careers. The study also showed that the institution handles
sensitive employee data, making information security an essential requirement to ensure the
continuity and efficiency of administrative operations.

Furthermore, the study identified several security challenges facing the digital platforms within
the institution, including cyberattacks, account hacking attempts, phishing, and insufficient
cybersecurity awareness among some users. In response to these threats, the institution has
implemented various preventive measures, such as encryption, two-factor authentication,
antivirus software, access control policies, regular data backups, and periodic training and
awareness programs in cybersecurity.

The study concluded that the success of digital transformation in Human Resource Management
depends largely on the institution’s ability to strengthen the security of digital platforms and
enhance employees’ skills in information security, in order to ensure data protection and improve
the effectiveness of administrative performance within the institution.

Keywords:
Digital Transformation, Human Resource Management, Cybersecurity, Digital Platforms,

-(Secutity Challenges, Regional Fund for Agricultural Cooperation in Laghouat (CRMA Laghouat



