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܇ۿڡܭ

ؗשـ܊ٔ ෥්۹ا اߓਉ׍܇ܺ اߓ਎س۳ ߓਊܦوب ا۹ݮا݅כ واཀྵ༽জগݓ׍ر اڐغ׍ر ᅋᄖܷٔر ᇖᇀڕـ܊׍জগا ا۹ـݮا۳ܲ و݅׍؇۳ ौु໣ اজগעـ܊׍د ؊׍دة ز ܇כ
ศต෾ و ا໣ჸუ׍؊ڶ ᅋᄪۿس׍ت ᇖᆱ ۑغ૯ેا ޟ޹اࡺ࢜ا ٔኡต෾ ච๺܌ و૯ેໞڷ׍, وا۹ٵܦܲؽڶ اজগڕـ܊׍עسڶ واଚଖؽٔ݅ڶ ا໣ჸუ׍؊ڶ ौु໣ ૯ેۑغ ၣ၁઴ચ

؊׍دة ز ᇐᇃإ ኿ካذ أدى و٨ٔ .ᇖᇀܲݠؽ׍জগا اၨထჷუء ؗٵؽس׍ت ᇖᆱ ૯ેا۹ـۣغ ا۹ـٵٔم ؑٶ۳ܵ ۳ኡ༈أ أܲغڢ׮ ෥්۹ا ჱ጗ዕܵঔঐا اঔঐש߀ߐ܇׍ت
઱ઠ܊ڀ ؗٵؽسڶ ؔٵ૯૔ح ݅ݮف اটগݝܦو໥ڶ ڷٓه ᇖᆱ ༻ኟ኎ཛྷ܄. ໇࿺ݐ׍ཀྵ۹ا اඟ๺ٶ׍ض ע܌ أ݅ٶܦ ᅝᅜ׍ اஹளயـ܊ש׍ت ൘ഽؑ ا۹ـשܷ׻ ઱ઝغڶ ᇖᆱ ۑغ૯ેة
ڷٓه ઱ઝـ໵ٔم .(WEAT ) ب ؊שُܦف أ݅߀ߐب ؑ׍݅ـ໵ٔام ඤੀـ܊ש׍ت ໣ٔة أو ٔ໥وا ඤੀـ܊כ ᇖᆱ اঔঐݮڕݮدة ا۹ـ૭ે໶ات ౼৖שٔاد ۹ؽ׍

ڷٓه ૯ેؗפ وۑسٶسڶ اஹளயـ܊ש׍ت ڷٓه ۳໤دا སཀݓא ෥්۹ا اঔঐݮاܰسכ ඟੀـۿٞ ൘ഽؑ ٨ௌே໣׍ت জগۑཀྵݓ׍ف ุ༈أ݅׍ ၣ၁઴ચ ا۹ـٵؽسڶ
ඤੀـ܊ש׍ت ۳໤دا واචගڶ ار৐ಂ׍ݝ׍ت إݜڹ׍ر ܇܌ ؊ٵـؽ׍ ݝܦ ୗୈۣؽ׮ اߓਉ׍رڕسڶ. ኱ካـא૯ેؚات ا݅ـ໺׍ؑڶ ا۹ݮ٨׮ ৹৫ور ܇כ اজগر৐ಂ׍ݝ׍ت

໤׍رڕسڶ. أ໥ٔاث ܇כ ޟ޹ا܇ؽ׮ اজগر৐ಂ׍ݝ׍ت ڷٓه ᇖᆱ ܇ٶ׍ڕذڶ ؗפ૯ّેات رܲٔؔ׍ Ⴂ႔ၴ ඟੀـۿٶڶ،

اߓਉ׍܇ܺ. اߓ਎س۳ ൿൢوب ا໣ჸუ׍؊ڶ, ,ᇖᇀܲݠؽ׍জগا اၨထჷუء اঔঐٶـ׍ڑسڶ: ௛္׍ت ၁۹ا



Abstract

With the ever-increasing popularity of social media, and the rising prevalence of fifth
generation warfare that relies heavily on non-kinetic techniques such as propaganda, social
engineering, hacking, etc. There has been a significant increase of large scale influence
operation, which has become significantly easier to carry out with the recent advance-
ments in generative AI and large language models, this has increased prejudice between
communities, which has in turn decreased the tolerance seen between each other. In this
dissertation we propose a technique which allows for the enumeration of both explicit and
implicit biases found in one or multiple communities using a technique known as WEAT
(Word embedding association tests), we mainly use it to find problematic associations
made by these communities and how these associations change over time in response to
outside influence. Using our technique, we were able to achieve an average P value of 0.033
and have been able to show clear problematic associations made by different communi-
ties, we also detected sudden shifts in associations which correlated with related outside
events.

Keywords: Artificial intelligence, Propaganda, Word embedding, WEAT.
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Chapter 1

Introduction

1.1 Motivation
Propaganda has been prevalent long before the spread of technology, there have been recorded in-

stances of it dating back all the way to 515 BC in the Persian empire [1], Britannica defines it as
”dissemination of information—facts, arguments, rumors, half-truths, or lies—to influence public opin-
ion. It is often conveyed through mass media.” [2], it is generally performed by governments on their
citizens using various forms ranging from news, speeches, advertisements, etc.

In our context, influence operations are a more general form of propaganda, which does not limit the
influencer to a state actor or a government, but to anyone with the ability to disseminate information
to a group (or groups) of people, meaning that it includes individuals such as influencers, celebrities,
politicians, or entities (such as companies or news channels). These actors can influence people using
various means, for example a company can try to influence how consumers view it using PR (Public
relation) campaigns, an influencer can use social media to spread certain views to their community, a
news channel can create blind spots and cherry-pick news in order to shape a certain narrative for its
viewers.

This is especially relevant during recent years owing to the rising level of polarization between many
groups of people [3]. In addition to the increasing reliance on social media as a trusted source of news,
which is especially liable to large scale influence operations due to how easy it is to reach large groups
of people. In addition to the recent advances in generative AI, which make it nearly impossible to
distinguish human made content from automated content [4], making us on the cusp of a new age where
misinformation and manipulation is common place.

1.2 Context and background
Most recent techniques fall into one of two categories [5], the first being ”text analysis”, where re-

searchers attempt to detect persuasion (or propaganda) from a piece of text using techniques such as
classification of different propaganda techniques, this technique has potential to detect propaganda from
a very small sample size (for example a single news article), however they suffer from very low accuracy
and a risk of being potentially biased since the dataset used for training models are still labeled by peo-
ple [6, 7]. The second technique, ”network analysis”, focuses on using metadata instead, for example:
identifying small dense clusters of accounts –which can hint at it being a network of bots–, or trying to
detect coordinated attacks –such as a group of accounts all posting about a single topic in a short period
of time–, these techniques have been more successful at identifying large scale influence operations, for
example botometer X [8] has been relatively successful at detecting bots during the time in which it was
created.

However, there has been a lack of work attempting to merge these two techniques together, even
though both techniques suffer from significant drawbacks. Network analysis techniques are capable of
reliably detecting coordinated activity and clusters of bot accounts, however, this will no longer be the
case as influence actors become aware of these techniques and adapt their influence operations in order
to avoid detection, these techniques also lack the ability to identify the goal of the influence operation.
Text analysis techniques have the potential to identify the goals and topics discussed in an influence
operation, however they suffer from low accuracy, which is possibly caused by lack of context and/or
implicit biases from the labeled datasets, They also suffer from the inability to generalize outside the
context from which they were trained, for example, most models are trained on text data, making them
unable to work with video, images, or audio data [5], they are also trained with the assumption that there
exists a single ground truth that everyone must adhere to, making it not possible to use these models
with other communities that have different beliefs or societal standards.
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1.3 Research objectives
In this dissertation we aim to develop a novel technique for identifying how different communities

perceive the world around them, how these different perceptions impact their relationship with other
communities, and most importantly, the change in these perceptions over time allowing us to observe
sudden shifts, which can, in turn, be attributed to having been influenced by something.

Our goal is to develop a technique that is able to aid previous techniques by overcoming some blind
spots that they have, we focus primarily on providing a more understandable and objective approach to
identifying the impacts of an influence operation on groups of people, as a result, our technique must
meet the following criteria:

• It must be an unsupervised technique: in order to avoid implicit biases from labeled datasets, and
to improve generalization between different communities which have different societal standards
without the need for a large dataset encompassing all possible cases.

• It must clearly identify associations: for example if a community believes that A is heavily associated
with B even though linguistically they don’t have any association, our technique must be able to
identify that association.

• It must accept different modalities of data: in order to allow us to capture any form of communi-
cation, not only text.

Furthermore, it is important to note that our technique does not try to identify the actor attempting
to influence, nor does it attempt to be an early warning system, instead it aims to develop a technique
that is capable of providing an objective metric to measure shifts in associations, meaning it can only
detect when an influence operation has already occurred, and list how the perception of that community
has changed over time.

1.4 Thesis organization
In the related works and methods chapter, we will explore a more in-depth overview of previous

techniques and discuss their shortcomings, then we will lay down an abstract description of our problem
which will help us identify a different approach to solving it, then, we will propose our technique for
resolving it, and finally, we will give more detail on the datasets used, how data was processed, and how
training and validation were done.

After that, in the results’ chapter we will discuss the results we got from our technique, more specif-
ically, we will measure the stability, statistical significance, interpretability, history, and the effects of
the biases that we identified on downstream tasks such as sentiment analysis.

Finally, we will discuss the limitations of our technique, how we can resolve those limitations in future
research, and the ethics regarding our dissertation.

8



Chapter 2

Background and related work

The term ”Influence operation” encompasses a broad range of topics, including but not limited to:
propaganda campaigns, PR campaigns, voting campaigns, etc. As a result, it is quite difficult to find
research dedicated to a topic spanning such a wide range of definitions, which is why we have decided to
focus on the topic of propaganda detection, because, not only does it align with our objectives, but the
techniques used for detecting propaganda can easily be extended to work with the other topics.

2.1 Text based propaganda detectors
In this section we will explore a multitude of techniques who’s main focus is to detect pieces of text

that use different techniques to spread propaganda, there is no agreed upon list that presents all the
propaganda techniques, however, most of these techniques use either logical fallacies or cognitive biases.
Some examples of these techniques include:

• Appeal to emotion: A logical fallacy that is used to take advantage of a person’s emotions in order
to spread a certain message, for example attempting to arouse anger in a group of people in order
to cause chaos, or showing images that promote sadness in order to sow hate against certain groups.

• Appeal to authority: A logical fallacy where information is assumed to be correct because the
source of such information comes from a position of authority, this can be any form of authority,
for example, a person may try to argue in favor of himself using the argument that he has been
more successful, or a person may try to dismiss another person’s arguments, using the argument
that the person lacks knowledge, instead of attempting to confront the argument.

• The bandwagon effect: A cognitive bias where a person believes a piece of information because
the majority of people around him believe in it, there are many variations of it, including herd
mentality and groupthink. This is caused by a person’s tendency to try and conform to the people
around him.

• Confirmation bias: A cognitive bias where a person will tend to interpret patterns or search for
information that confirms his beliefs, this is also related to another cognitive bias termed ”cognitive
dissonance” which is when a person suffers from significant mental load for having two contradictory
beliefs, often resulting in them dropping the weakest one, even if it is more logical.

Some of these techniques are easy to detect, for example appeal to emotion and appeal to authority
are relatively easy to recognize when confronted with a piece of text that uses them, they also sometimes
use certain keywords and word combinations that make it easy for computational models to detect, for
example, appeal to authority may have a structure similar to: ”[position of authority] claims [piece of
information]”, and appeal to emotion may have a structure similar to: ”[group] are responsible for [action
that provokes an emotional response]”.

However, other propaganda techniques may be significantly more difficult to detect without designing
a system specific for that technique, a good example of this is attempting to detect misinformation,
without access to live trusted information –used for fact checking claims–, it is nearly impossible to verify
if a piece of text is spreading misinformation or not.

Even then, text based propaganda detectors have a clear advantage over other techniques, this advan-
tage being, when using an accurate model, it is easy to get it to work on all platforms. This is because
it only requires a piece of text no matter the platform, making it significantly easier to implement as, for
example: a browser extension, or an open source addition to pre-existing pieces of software.

We present three different papers aimed at detecting propaganda or persuasion from pieces of text
that we believe encompass most of the approaches taken by researchers.
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Sprenkamp et Al. [6] used LLMs (Large Language Models) in order to classify different propaganda
techniques on the SemEval-2020 Task 11 dataset [9] on the premise that LLMs are few shot learners
making them easy to train on relatively small datasets.

The SemEval-2020 Task 11 dataset [9] is a collection of news articles spanning from mid 2017 to early
2019, these articles were gathered from 13 propaganda and 36 non-propaganda news outlets that were
labeled by MB/FC (Media bias/Fact check) [10], table 2.1 provides an overview of the dataset size. From
these news articles, two main tasks were proposed, the first being span detection, where models will try
to identify the pieces of text that can contain one of the propaganda techniques used in the dataset, and
the second task is identifying the propaganda technique used in the detected spans.

Table 2.1: Summary of the SemEval-2020 Task 11 dataset.

Partition Articles Average length Propaganda
in characters snippets

Training 371 5,681±5,425 6128
Development 75 4,700±2,904 1063
Testing 90 4,518±2,602 1790
Total 536 5,348±4,789 8981

Sprenkamp et Al used two LLMs, GPT-4 and GPT-3. GPT-3 was used in 3 different ways, first, the
base GPT-3 model was tasked with identifying the propaganda techniques used in an article, secondly,
another GPT-3 model was fine-tuned to output the labels of the propaganda techniques used in the
article, and finally, the third model was prompted with no fine-tuning to use chain-of-thought and to
reason about the choice of labels. The GPT-4 models were used in 2 ways, the first was using the base
model with a prompt, and the second was using a prompt asking the model to use chain-of-thought. In
both models, the approaches that use chain-of-thought and the base model were given one example of
each propaganda technique.

They were able to achieve an F1 score of 58.11% using base GPT-4, compared to the –at the time–
state-of-the-art model made by Abdullah et Al. [11] which achieved an F1 score of 63.40%, table 2.2
provides more details regarding the results found for every model.

Table 2.2: Results from the Sprenkamp et Al propaganda detectors.

Model Precision Recall F1 Score
GPT-3 base 44.35% 44.00% 44.18%
GPT-3 CoT 48.62% 28.16% 35.66%
GPT-3 Fine-tuned 47.54% 32.48% 38.59%
GPT-4 base 52.86% 64.52% 58.11%
GPT-4 CoT 56.86% 57.82% 57.34%

Chernyavskiy et Al. [12] used the more recent SemEval-2023 Task 3 dataset [13].
This dataset –unlike the SemEval-2020 Task 3 dataset– is a multilingual dataset, which focuses on the

detection of persuasion instead of propaganda, it is composed of articles in 9 languages (English, French,
German, Georgian, Greek, Italian, Polish, Russian, and Spanish), collected from both mainstream media
and alternative media using news aggregators (Google News and Europe media monitor [14]), these news
articles were then annotated at both the text and document level with the help of 40 annotators, which
were composed of media analysts, disinformation specialists, and NLP experts.

Table 2.3: Results from the Chernyavskiy et Al russian persuasion detector.

Model Micro F1 Macro F1
XLM-RoBERTa base 24.11% 18.14%

XLM-RoBERTa discourse 31.20% 20.64%
Hromadka et Al [15]. 38.68% 18.88%

Wu et Al [16]. 31.84% 20.52%

They employed a modified transformer architecture that is discourse aware by relying on the Rhetorical
Structure Theory (RST) [18] (shown in figure 2.1). They based their model on DeBERTa-v2 [19] for
English and RoBERTa [20] for Russian. The competition utilized micro and macro F1 score, where
macro F1 score corresponds with the performance of infrequent classes, their Russian model was able to
achieve a macro F1 score of 20.64% and a micro F1 score of 31.20%, table 2.3 and 2.4 provides a more
detailed summary of the results.

Barrón-Cedeño et Al. [21] Developed Proppy which attempts to classify news articles into five groups
depending on their propaganda score, as a demonstration of their model they opted to use live news
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Figure 2.1: The modified transformer architecture used by Chernyavskiy et Al
(Figure was taken from the cited paper).

Table 2.4: Results from the Chernyavskiy et Al english persuasion detector.

Model Micro F1 Macro F1
DeBERTa base 32.87% 16.21%

DeBERTa NucSat 34.23% 16.92%
DeBERTa relations 37.51% 18.01%
DeBERTa position 36.20% 17.33%

Purificato et Al [17]. 37.56% 12.92%
Wu et Al [16]. 36.80% 17.19%

articles, where they use Qlusty [22] to represent the news article, then clustered them using DBSCAN
[23], after that they discard near duplicates by calculating the jaccard coefficient [24] and keeping those
that are below a certain threshold, the clustered posts are then passed to a classifier that will classify
them into 5 bins depending on their propaganda level. The F1 score was then calculating by using
propagandistic and non-propagandistic sources, by using five propagandistic sources and only character
n-grams they were able to achieve an F1 score of 64.45% (Note: the paper used multiple trials with
multiple results, some of which are better and some are worse, there were no criteria for selecting the
mentioned F1 score).

Table 2.5 provides a comparison of the techniques mentioned above.
Even though Text analysis techniques have the potential to be highly useful, they suffer from relatively

low scores making it not possible for them to be widely adopted for detecting propaganda, a potential
explanation for the difficulty of this task is the fact that (even with LLMs which are able to store
information) the model does not have enough context to recognize if a piece of text is propaganda or
not. Another possible explanation for the low performance is that we could be seeing the effects of biases
caused by having a labeled dataset, even though labelling is done by experts, it is possible that some
implicit biases may have been incorporated to the dataset. Additionally, it is unknown if these models will
perform as well when transferred to another medium, since different populations have different societal
standards, and different languages have different structures, the models may have significantly more
false positives and false negatives. As such it is important to address these issues by ensuring that the
technique developed in this dissertation does not use a single piece of ground truth, and it must be
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capable of addressing the multiple, potentially conflicting beliefs of communities.

Table 2.5: Comparison of different text based propaganda detectors.

Author Technique Dataset Results
Barrón-Cedeño et
Al.

unsupervised classifica-
tion

Custom 64.45%

Abdullah et Al. RoBERTa LLM SemEval-2020 60.20%
Sprenkamp et Al. LLM Few shot detection SemEval-2020 58.11%
Chernyavskiy et Al. Modified transformer SemEval-2023 31.20%

2.2 Network based propaganda detectors
Network based techniques generally focus on detecting social media accounts spreading propaganda,

as opposed to the propaganda content itself, and unlike text based techniques, research done on detecting
these accounts have been more successful and were able to achieve higher scores. However, since there are
no datasets available for this task, most techniques rely on unsupervised or semi-supervised techniques.

Davis et Al. [25] Developed the system BotOrNot which uses metadata from Twitter accounts in
order to give a score of how likely it is that a certain Twitter account is a bot account, it uses many
pieces of information, including: ”Network” features such as retweets and hashtags, ”User” features such
as location and language, ”Friends” features that include followers and following, ”Temporal” features
such as timing patterns, ”Content” features such as linguistic cues, and ”Sentimental” features that use
a twitter specific sentiment analysis algorithms. These features are then trained using random forest on
seven different classifiers on a list of known social bots identified by Cavarlee et Al. [26], which yielded a
performance of 0.95 AUC (Area Under Curve).

Feng et Al. [27] used various LLMs with the TwiBot-20 [28] and TwiBot-22 [29] Datasets. They used
multiple techniques, which include: Metadata based, Text based, Structure based, In-context learning,
and Instruction tuning in order to make use of LLMs as bot detectors. They also explored misuse
of LLMs and how they can be prompted to control an account in order to make it appear more human
using techniques like refining the posts made by the bot account, adding or removing followers, selectively
combining different sources of information, etc. Furthermore, they were able to achieve the best results
for bot detectors by using majority vote ensemble using all the techniques mentioned previously, which
achieved an accuracy of 89%, F1 score of 91%, Precision of 86%, and Recall of 97%. And even after
using those LLMs in order to avoid detection, the ensemble methods did not suffer as much, where the
Accuracy only dropped to 85% and F1 score to 86%, table 2.6 provides the results found before and after
manipulation for the ChatGPT Detector and BotPercent [30].

Network based approaches show more promising results than text based approaches, since they are
more capable at detecting bots, making them a more promising technique at identifying the actors
responsible for performing a certain influence operation. However, they still suffer from a few drawbacks,
the most obvious one being that they are not capable of recognizing the goal of the influence operation
performed by bots, it is also very difficult to recognize what topics a botnet is attempting to influence
since they tend to post about a wide range of topics different from those that they are targeting.

And even though these techniques have been more successful than text based techniques, that does
not mean that they will remain as such, since most of them rely on the behavior and posts of the bot
accounts. Past bots have been easily detected by both people and computational techniques, however
this is changing quickly as these bot accounts are able to appear more human by creating more natural
posts with the help of LLMs [31] and –potentially– by using modern evasion techniques.

Table 2.6: F1 scores of different detectors on the base accounts and accounts that
were manipulated by ChatGPT and LLama.

Model BotPercent Emsemble Ensemble
F1 LLama2-70B F1 ChatGPT F1

Base posts 86.5% 65.9% 91.5%
ChatGPT manipulated 64.9% NA 91.0%
LLama-70B manipulated 65.5% NA 86.9%
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Chapter 3

Contribution

3.1 Problem description
Bearing in mind the shortcomings of the techniques mentioned before, we will try to define a technique

which aims to overcome these issues, this is done using an unsupervised approach that uses both network
and text analysis techniques, it is also capable of seamlessly working with different communities no matter
how different they might be. This is done by extracting the associations that these communities make
between different concepts and analyzing them in order to identify any problematic associations or large
shifts in beliefs. In order to do that, we first need to set up the necessary foundation to develop this
technique.

3.1.1 High level overview
Before we can define how a person can be influenced, we first need to provide a definition of how

information flows. Which can be described in an abstract way using the field of cybernetics, more
specifically memetics and semiotics. Even though memetics is a controversial field because of its vague
and abstract definitions (which are not of much use to the scientific community), its idea of how units of
information (called memes) evolve through time and spread is useful for us –since our work will revolve
around studying how points in an abstract space change over time–.

In summary, a meme spreads depending on how ”contagious” it is, where the term ”contagious”
defines an abstract measure of how likely it is for that meme to be accepted by another entity, an entity
in this context is also an abstract term describing things that take in a meme and can in turn output
it. A meme is also capable of mutating over time potentially creating more contagious variants of itself,
these mutations slightly change the information conveyed such that it is not noticeable as it spreads from
one entity to another, but after many iterations it can cause significant and clear changes [32].

Semiotics on the other hand describe the manner in which memes are spread, where signs are either
intentionally or unintentionally associated with one or multiple memes, for example, in everyday life,
information is spread using language, and more specifically speech, meanwhile in different settings, such
as art or music, we are able to convey information using different mediums such as audio or visual
mediums. An example of this is a person feeling a certain emotion, they can either convey it intentionally
by saying something like ”I am happy”, or unintentionally by a facial expression or an action, in this case
the meme is the emotion that the person is feeling, and the sign is the speech, facial expression, or the
action.

These signs are associated with certain memes using a mental model that is unique for each person,
this mental model allows a person to associate signs with memes, or memes with other memes. It is
also mutable by other signs that a person observes, either through conscious or unconscious cognition.
However, these mutations are not easily predictable, since a sign could weaken an association for one
person, strengthen it for another person, or have no impact. Making it incredibly difficult to predict
what a person’s reaction to a certain sign could be. But, this is made easier when attempting to predict
the behavior of large groups of people, where groups of people tend to behave in a more predictable way,
this is because people will attempt to conform with the rest of the group in different phenomenons such
as ”herd mentality” or ”groupthink” [33, 34, 35].

3.1.2 Definition of an influence operation
From a high level, an influence operation is composed of 4 main parts (shown in Figure 3.1):

• The influencer: which is the entity performing the influence operation, they usually attempt to
change the beliefs of a group of people in order to benefit themselves.

• The influence agents: which are the actors performing the influence operation, for example in the
context of social media they can be bot accounts.
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Figure 3.1: Simplified high level overview of an influence operation.

• The influence medium: which is where the influence operation is taking place, this can be by text,
video, audio, or any other form of communication that is able to reach a wide range of targets

• The influence targets: they are the targets of an influencer, who’s beliefs are being changed by an
influencer, they are usually spread between other people that are not targets, the influence agents
will attempt to reach all targets while preferably avoiding the rest.

The influence agents attempt to associate specific signs with each other which usually have either no
association or an undesirable association. For example: we have 4 signs, sign A is positive, sign Z is
negative, and signs I and J are considered linguistically neutral. The influencer wants to associate sign I
with something negative, the influence targets have a pre-existing association of I with A and J with Z,
the influence agents may attempt to convince the targets that there is an association between I and J ,
while making the association between I and A weaker, this makes it possible to remove the association
between I and A, and create an association with I and Z, making the influence operation successful.
Figure 3.2 provides a diagram for the situation mentioned above.

Figure 3.2: Simplified diagram showing one way an influencer may attempt to
change a person’s view.

The way in which these associations are created and/or removed is done through a lot of techniques,
including but not limited to: appeals (appeal to fear, appeal to authority), cognitive biases (logical
fallacies, cognitive dissonance, association fallacies, the tendency for conformity), demoralization, etc.

Text based propaganda detectors attempt to detect the techniques used to create or remove the
associations that people have, meaning they only work during an influence operation, they are not able
to work when a group of people have already been influences. Meanwhile, network based propaganda
detectors take a different approach where they attempt to detect the influence agents instead of the
influence technique, this is more useful from a moderation standpoint since being able to recognize the
agents performing an influence operation will make it possible to reduce the impacts that these agents
have.

Our technique takes an entirely different approach, where we are attempting to measure the history of
associations that a community had, how these associations changed, and with the help of these changes
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in associations, we might be able to deduce which influencer benefits from it, allowing us to narrow down
the list of potential influencers running an influence operation.

3.1.3 Our approach
Our technique takes a paradigmatic approach, which attempts to extract meaning from the surface

structure of system of signs. In machine learning terms, we will transform a collection of signs into a
latent space whose axes encode different, or, a collection of different meanings.

In order to swiftly validate our approach in just a few months we have opted to only work on text
data, however, it is theoretically possible to extend this approach into a multimodal system capable of
accepting different sign systems, such as different languages, video, or audio, and use the same process
we have used for text data, since our technique uses only the latent space, and does not rely on the sign
system in use [36].

The most effective technique for converting text into a latent space that encodes meaning is using
word embeddings, which are not only capable of converting similar words into a nearby cluster, but have
also been shown to have the ability to encode associations between words [37], which is of significant
importance to us.

Now that we have a relatively unbiased embedding, we can fine tune it on a certain community and
be able to capture the associations that these communities have between words (shown in the ”Results”
chapter). However, we will not capture all the association, we will only capture those which are widely
discussed, since signs which have not been used cannot be included in the fine-tuning dataset, and those
which have not been mentioned a lot may not be able to properly encode the correct associations.

Figure 3.3: Simplified representation showing how WEAT works.

This fine-tuning step will transform the location of the words in the latent space of our embedding,
all the words that exist in the dataset will shift randomly, however those that have implicit associations
will tend to shift in a specific direction, the direction and magnitude of this direction can encode a large
amount of information which we can use later on to extract the newly developed biases.

The associations between different words are extracted using a technique which is traditionally used
for detecting biases in word embeddings, called WEAT (Word Embedding Association Tests) [38], WEAT
works by defining a collection of cluster pairs, each pair encodes a certain bias, this pair allows us to
get a compound axis in the latent space that is used for encoding that bias, we then measure the cosine
similarity between this axis and the position of the word in the latent space, giving us a value between
-1 and 1, where 0 means not biased, and 1/-1 means heavily biased in favor or in opposition of that bias
(Figure 3.3 provides a simplified representation of the functioning of WEAT).

In more formal terms, WEAT defines four word clusters (X, Y, A, B), A and B are our attribute
words, where A is a word cluster encoding a certain bias, and B is another word cluster encoding the
opposite words of cluster A in relation to the bias, X and Y are two clusters of words which we assume
are associated with one of the clusters A and B. We use these word clusters to calculate the test statistic
s(X,Y,A,B) where:

s(x,A,B) = meana∈Acos(−→x ,−→a )−meanb∈Bcos(−→x ,
−→
b ), (3.1)

s(X,Y,A,B) =
∑
x∈X

s(x,A,B)−
∑
y∈Y

s(y,A,B). (3.2)
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The test statistic s(X,Y,A,B) in equation 3.2 will give us the magnitude of bias encoded between
the word clusters X and Y, but since we are only interested in calculating the bias of a single word. We
will only use the equation 3.1.

After extracting these associations we build a heatmap where one axis is used for the words, and the
second axis is used for a certain concept that we choose, each cell has a value between one and zero that
shows how strongly a word is associated with a concept.

Using the association heatmap we are able to perform various tasks, for example a simple approach to
detecting shifts in beliefs is by getting a collection of heatmaps, where each heatmap has the associations
for a specific time frame, then we monitor the associations for any rapid shifts or slow large shifts which
can be a sign of a community having been influenced.

We are also able to compare the heatmap of two communities by creating a new heatmap containing
the words shared by these two communities and observing the differences between the associations that
they have, this may potentially allow us to recognize communities which are at a high risk of being in
conflict with each other.

Table 3.1: List of words used to capture each bias.

Bias Name Word cluster A Word cluster B
Gender girl, woman, female, wife,

mother
boy, man, male, husband,
father

Positive good, nice, pretty, deli-
cious, euphoria

bad, rude, ugly, disgust-
ing, misery

Qualification useless, unqualified, ama-
teur, incompetent

competent, expert, quali-
fied, skilled, useful

Humanity civilised, human, edu-
cated, cultured

ignorant, stupid, object,
animal, barbaric, inhu-
man, cruel, savage

Malice malice, hate, hostile, evil,
grudge, revenge

friend, respectful, friendly,
respect, moral, sympathy

3.2 Training and data preprocessing

3.2.1 Dataset and preprocessing
We used the ”Reddit comments corpus” dataset [39], which is a dataset containing around 1.7 billion

public comments gathered using the Reddit API spanning the years 2007 to 2015, this dataset is ideal to
our study for 3 main reason, first being that a large amount of communities are clearly separated, making
it significantly easier for us to test our technique without the need for a step separating communities
from each other resulting in extra inaccuracies, second being that Reddit allows for negative comment
scores, which is useful for identifying which points the community in question strongly disagrees with,
and finally, the data we are using comes from a time when bot accounts did not yet have the ability to
create text that is nearly indistinguishable from human written text, allowing us to perform our study
on clean, purely human comments, without the need to worry about potential biases introduced by bot
accounts.

The dataset is structured in a JSON format, containing the content of a comment, and various other
metadata, which include, but are not limited to: user ID, username, posting data, harvesting date,
comment score, number of upvotes, number of downvotes, link to the comment, ID of the original post,
etc. A large amount of this data is not of interest to us since our study is concerned with extracting
biases from the text content of the comments, however we are interested in the comment score, since it
allows us to filter out comments which do not align with the views of the community.

Before using the data, it first needs to go through multiple steps of cleaning and preprocessing, as
a result we have created a data preprocessing pipeline, the first part involves cleaning out potential
problematic comments. These include comments that have been deleted, which are easily identified by
their comment content, which is: ”[deleted]”, after removing deleted comments, we need to ensure that
the remaining comments still align with the views of our community, we do this by removing all the
comments whose score is below a certain score, in most cases we set the threshold score to be 0 to ensure
all the comments have a positive score, however for some trials we set the threshold to a score of 10.

It is also possible to sort the comment by descending order of their score in order to find comments
which align strongly with the views of the community in relation to the rest of the comments, no special
processing was done to these comments other than sorting, however it should be possible to weight the
contribution of these comments by the number of upvotes it received since each upvote reflects another
account that agrees with the points of that comment.
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After cleaning our dataset, we need to preprocess it in order to make it usable with our model, since
we are using a simple word embedding model, we need to convert the comments into the appropriate
format that our word embedding uses, we opted to train our embeddings using the Word2Vec technique
[40], this is a relatively old technique, however it allows us to fine tune word embeddings without the
need for a specific task, it has also been shown to be more efficient than other previous techniques.

Word2Vec uses 2 types of data architecture, the first is called CBOW (Continuous Bag Of Words), and
the second called Skip-gram. CBOW takes in the context in which the word appeared in, and attempts
to predict the word, meanwhile Skip-gram performs the opposite, where we input the word that we want
to know the embedding of, and try to predict the context in which the word appeared in. We opted
to use the Skip-gram architecture in our technique, where the training objective is formally defined in
equation 3.3. ∏

i∈C

Pr(wj : j ∈ N + i|wi). (3.3)

N is the set context words, and C is the set of our corpus. We opted to use Skip-grams with a window
size of 5 to fine tune our model.

Using gensim [41], we iterate through our dataset, splitting every comment into a separate array of
words, this split is done after multiple comment cleaning steps in order to ensure that words are properly
extracted, these steps are: 1- Add spaces between punctuation and words, 2- Split numeric characters
from words, 3- convert all words into lowercase. After splitting comments into arrays, we count the
number of words that occurred in our corpus, and we remove all words that do not meet a certain
threshold (We used a threshold of 1 in order to remove any uncommon typos or uninteresting text).

3.2.2 Model training
We chose the GloVe word embedding [42], trained on the gigaword corpus and 2014 Wikipedia, with

200 dimensions.
Using keras we create an MLP with one hidden layer representing the embedding space, the input

and output of this model equals the length of the embedding dictionary (which for this model equals
400 000), the hidden layer does not use biases and has a linear activation function, the output layer does
use biases and a softmax activation function, table 3.2 shows the model used.

Using the categorical cross entropy function and the Adam optimizer, we use the skip grams from
the previous step for the training process (in some occasions we reshuffle the skip grams and use the top
300k skip grams in order to expedite the training process), usually a single epoch is enough to reach a
stable loss value, so for all of our tests we have not used multiple epochs.

Table 3.2: Model used for fine-tuning.

Layer name Count Other information
Input layer 1 /

Category encoding 400k one hot encoding
Dense layer 200 linear activation and no biases

Output layer 400k softmax activation
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Chapter 4

Results

4.1 Quantitative results

4.1.1 Model robustness
The process of training models is a stochastic process, meaning that even if we observe a large shift in

the weights of our model, that does not necessarily translate into a better model, it is also possible for our
model to reach an optimal set of weights, however, as we continue training, or by slightly changing the
training data, the weights could change into a less optimal position, this instability is especially common
for complex tasks and architectures. Therefore, it is important for us to test the stability of our model.

A popular technique used for testing the stability and robustness of models is K-fold cross validation,
this technique works by splitting our data into K chunks, and training K models such that the training
set of the model n includes all chunks except for the chunk n, this is useful for verifying how stable a
model is as the data used for training changes, it also lets us see how well a model will generalize to new
unseen data.

We used K-fold cross validation for testing the robustness of our technique, using K = 5, we fetch all
the posts from the month of February 2010, keep only the top 3000 comments while removing any who’s
score is less than 10, and creating 5 separate datasets. We fine tune the 5 embeddings and save their
biases.

Using the 5 bias heatmaps, we measure the standard deviation of every bias of every word, giving us
a new heatmap.

Table 4.1 shows the average standard deviation of every bias, we can see that the worst case is 0.018
which is 0.9% of all the possible values this bias can achieve, this is a decent range of possibilities,
meaning we are able to trust that the values extracted by our techniques are relatively stable even with
slight changes to the data used. However, we did notice that some words had a much bigger standard
deviation that other words, the words that had a relatively big standard deviation were words that were
uncommon in our dataset, and words which can be used in most contexts (words like: want, going, need,
like, etc.), table 4.2 provides the standard deviation of the top 10 words that appeared in our training
data, as we can see, words related to topics discussed in the Subreddit (government, gun, right) have
a much smaller standard deviation than words which are widely used (want, think, people), the words
with a large standard deviation should be easy to filter by finding the most common words of multiple
communities and removing the words shared by the majority.

Table 4.1: Standard deviation of biases.

Bias Standard deviation
Gender 0.01804

Positivity 0.01219
Incompetency 0.01408

Humanity 0.01066
Malice 0.01194

4.1.2 P value
The P value is a measure used for hypothesis testing, it helps us measure the statistical significance

of our results and the likelihood that these results are caused by random noise. The P value is the
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Table 4.2: Average variance of the 10 most used words.

Word Standard deviation
people 0.01879

like 0.01251
government 0.01837

think 0.02490
want 0.02335
gun 0.01818
need 0.02284
going 0.02105
know 0.01684
right 0.01552

probability that the results found in an experiment are caused by random noise, as such, the smaller the
P value, the more likely that the results that we found are caused by something else other than random
noise, it is very useful in most fields of science and is usually one of the main metrics used for scientific
experiments.

However, it is easy to misinterpret the P value as being a proof that the hypothesis presented is
correct, because it only proves that the results are likely not caused by random noise, as a result, it is
important to be careful not to misuse it as a proof of the validity of the proposed hypothesis.

We will use the P value to ensure that the biases that we extracted are statistically significant, and
to also test that different communities do have noticeable different biases.

In order to do that, we follow the following steps:

1. We assume the null hypothesis ”two different communities will not have different biases” and the
alternative hypothesis being ”communities have different biases”.

2. Using the ”Conservative” and ”Libertarian” Subreddits, we fetch two datasets containing the com-
ments of each community

3. We run the comments through our preprocessing pipeline and pick the top 3000 comments from
both communities then shuffle the comments from both communities together.

4. Likewise, we take the first 3000 comments from the shuffled comments and train our model then
save the extracted biases.

5. We repeat this process 20 times in order to minimize the effect of random noise

6. We do the same process with 20 other models that only contain comments from one of the Subreddits

7. We use the student’s T test to calculate the P value for each word

We chose the two Subreddits ”Libertarian” and ”Conservative” because they are both political Subred-
dits, meaning that the words used in their comments will be more similar than if we used two unrelated
Subreddits, they are also relatively different, in the sense that they both represent opposing political
views, allowing us to ensure that our technique is capable of differentiating between these two.

After running the student’s T test, we get a heatmap that encodes the P value of each word in each
bias, this is not very understandable, so we average all the P values to get single number, since each
word can be between the range of 0 and 1, we also provide in table 4.3 more information regarding the
distribution of the P values throughout the entire heatmap.

Our average came out to 0.033, signifying that the majority of the words had a P value less than
0.05, which is the most common threshold used. However, each word has its own P value, which can also
signify how robust the association between a word and the bias is, where a larger P value can signify a
less robust association, and a smaller P value signifies a more robust association, table 4.4 shows the P
values of the top 10 words used in both communities.

Table 4.3: statistically relevant values from the P value heatmap.

Average 0.03379
Minimum 6.30879e-32
Maximum 0.99942

Standard deviation 0.13542
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Table 4.4: 10 most used words and their P value.

Word P value
people 0.00035

like 0.01345
don’t 0.057527
it’s 0.12534

think 4.82685e-06
government 0.11197

i’m 0.018579
obama 0.0317382
going 2.12132e-05
that’s 0.00100

4.1.3 Stability across different embedding models
Throughout our tests, we used one single embedding model, which is GloVe, trained on the gigaword

corpus and Wikipedia, with 200 axes in the latent space. Theoretically, our technique should be able
to generalize to different models with different numbers of latent spaces, but it is important to test it
nonetheless to ensure that our technique is still capable of working when changing the embedding models,
or in future work with multimodal and multilingual embeddings.

To do this, we used the following models: GloVe pretrained on 2B tweets with 25 dimensions, GloVe
pretrained on 2B tweets with 50 dimensions, GloVe pretrained on the Gigatext corpus and Wikipedia
with 50 dimensions, GloVe pretrained on the Gigatext corpus and Wikipedia with 100 dimensions, and
our original model GloVe pretrained on the Gigatext corpus and Wikipedia with 200 dimensions. We
were not able to use models with dimensions higher than 300 as a result of technical limitation.

Each model was fine-tuned on the same dataset using K-fold cross validation, which gave us a list of
biases, we then compare these biases by calculating their standard deviation, and comparing it with the
biases extracted using the different models.

Figure 4.1 shows a comparison between the extracted biases of the word ”people” compared to different
models, we chose this word because it has the most common occurrence in our corpus. We can see a
clear separation between the models which were pretrained on the twitter corpus and those pretrained
on the Gigaword corpus, a possible explanation for this is that the twitter corpus used for pretraining
may be more biased since it is trained on content from social media, meanwhile the Gigaword corpus
is composed mainly of content from news articles and press services, which tend to be more objective
than social media posts, in other words, we could be observing biases inherent from the dataset used for
pretraining the embedding model.

Figure 4.2 shows the averaged standard deviation across all words between different models, the chart
contains three separate bars, the first contains the standard deviation of the models pretrained on the
gigaword corpus, the second contains the models trained on the twitter dataset, and the third contains
the models from both datasets. We can see that the standard deviation for models that shared the same
dataset is relatively low when compared to the standard deviation from models that shared both of them,
this hints that the reason these two models have significantly different biases is caused by the pretraining
dataset, and is not caused by the model being unable to extract these biases.

4.2 Qualitative results

4.2.1 Effect of biases on downstream tasks
In order to see how the associations made by communities can impact their perception on the world,

and how these implicit biases can be misleading, we decided to study the impacts that a fine-tuned
embedding has on a sentiment analysis task compared to the base non-tuned and less biased embedding.

To do this we used of the NRC emotion lexicon dataset [43] for training, we created 2 models: one which
uses the base relatively unbiased embeddings called the ”base” model, and the second ”biased” model
that uses embeddings fine-tuned on the ”Libertarian” Subreddit. Both models use the same architecture
which is mentioned in table 4.5 and were compiled using the Adam optimizer and the categorical cross
entropy loss function. Our dataset consisted of the ”positive” and ”negative” emotions only, and the
words were filtered in order to only keep the words that exist in the word embedding used.

After training both models for 10 epochs, with a batch size of 32, we noticed that the accuracy of the
base model stabilized at around 82%, meanwhile the accuracy of the biased model stabilized at around
65%. It is important to note that the dataset is relatively unbalanced, where there are 2313 negative
labels, 1619 positive labels, 61 labeled as both positive and negative, and 6030 which have no label.
However, even with this unbalance, a difference of 17% is too big to be attributed to random noise or
to an unbalanced dataset, especially considering that both models were trained on the same words, and
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Figure 4.1: Extracted biases on the word ”people” using different embedding
models.

Figure 4.2: Average standard deviations across words for models trained on
gigaword corpus, twitter dataset, and both.

were tested against the same words. Table 4.6 Provides a sample of the words falsely predicted by the
biased model.

We believe that this drop in accuracy is caused by associations made by a biased community, where
words which originally do not have any associations with being positive or negative (for example in a
political context the words ”left” and ”right”) develop these associations as a community mostly uses
them in a positive or a negative context, this use in biased contexts shifts the location of this word in
the latent space such that the new location of that word is now located in a more positive or negative
location relative to the bias projection axis.
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Table 4.5: Sentiment analysis model architecture.

Layer name count other info
Input layer 200 /

Dropout layer / 0.2 rate
Dense layer 128 ReLu activation

Dropout layer / 0.2 rate
Output layer 2 softmax

Table 4.6: Sample of random 10 words and their predictions.

Word Predicted label True label
turn 72% Positive Neutral
note 99% Negative Neutral
debt 98% Positive Neutral

federal 80% Positive Neutral
eight 76% Positive Neutral

version 92% Negative Neutral
certainly 99% Positive Neutral
zealand 97% Positive Neutral

bar 99% Positive Neutral
victory 87% Negative Neutral

4.2.2 Inter-community differences
Our work focuses on identifying the problematic associations made by different communities, so, we

need a way to easily visualize these associations in a manner which is easily understandable, luckily, we
only have a small number of biases (6 in total), and the association between each word and bias is a
single number between -1 and 1, allowing us to plot them in a bar chart. This does introduce a different
problem, which is the selection criteria of which words do we show (our embedding model has a dictionary
of 400k words), unfortunately there is no easy solution for this and the words must either be filtered to
fit certain criteria, or manually selected, we chose the first option, where we only kept the most used
words to avoid those with unstable or inaccurate biases, after that, each bias was separated and the
words were sorted in descending order according to how big the difference was between them and the
other community.

The two communities used were the ”Conservative” and ”Libertarian” Subreddits from the month
February 2010, and the fine-tuning was done in the same manner that was used for calculating the
P value, the top 3000 comments with the highest score were kept, and their skip grams were used to
fine-tune the embedding.

The figures 4.3, 4.4, 4.5, 4.6, and 4.7 show the list of the words selected for each bias, and how strong
the association is for both communities, red was chosen for the ”Conservative” Subreddits and blue for
the ”Libertarian” Subreddit.

We can see some interesting associations in these plots, for example when it comes to the words ”cops”
and ”state”, we can see that they are seen to be more friendly in the ”Conservative” Subreddit when
compared to the ”Libertarian” Subreddit.

There are many other associations to be seen from these plots, however, we do see that there is some
noise as a result of our word selection criteria, more specifically, pronouns and words which are not related
to the topics discussed in these communities, these are harder to interpret the meaning of since they could
point at a multitude of other words, or a single word depending on the context in which they appeared
in, this could potentially be resolved by replacing these words with the words that they are referencing,
as for general words, more effort could go into understanding what these associations mean, or we can
simply add them to the stop list in order to minimize the noise caused by them.
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Figure 4.3: Gender bias in words where positive is female and negative is male.

Figure 4.4: Humanity bias in words where positive is human and negative is
inhuman.
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Figure 4.5: Malice bias in words where positive is malicious and negative is
friendly.

Figure 4.6: Positive bias in words where positive is positive and negative is
negative.

4.2.3 Changes over time
Finally, our work focuses on identifying shifts in associations, as a result, it is important to test how

well our technique is at detecting those shifts over time.
To do so we extracted the biases from the ”Libertarian” Subreddit throughout the year 2010, we

did so in the same manner to how we calculated the P value, by ordering the comments by their scores
in descending order, using the top 3000 comments, preprocessing them, fine-tuning our model, and
measuring the biases.

Each month was measured separately, then the results were aggregated into a single matrix, which we
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Figure 4.7: Qualification bias in words where positive is unqualified and negative
is qualified.

later used with the help of a simple 3σ anomaly detection approach, since the amount of points is only
12 (one point for each month), it is expected for the anomaly detection to not be very successful, which
is why we also manually selected a few words we assumed to be of interest.

Figures 4.8, 4.9, and 4.10 show the bias history of the three words ”congress”, ”obama”, and ”senate”.
We can see clear sudden shifts in biases during some months, even though our technique does not provide
any technique to verify the source of this shift, we can check certain significant events that happened
during, or before that month, those events are outlined in the figures as potential causes for these sudden
shifts.

25



Figure 4.8: The history of biases for the word ”congress” spanning all the months
of 2010.

Figure 4.9: The history of biases for the word ”senate” spanning all the months
of 2010.
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Figure 4.10: The history of biases for the word ”senate” spanning all the months
of 2010.
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Chapter 5

Conclusion

5.1 Limitations
Even though our technique does overcome many of the limitations faced by most previous works, it

still suffers from many limitations which should be considered when using it.
The most obvious limitation has to be the inability for our technique to extract associations for topics

which the community does not mention or talk about often, it may be possible to deduce these associations
by comparing the community of interest with other communities that have similar associations, however
it is still a significant downside since there is no way of passively verifying the validity of these associations
with our community.

Our technique also assumes that all comments in the dataset have the same level of popularity, and
the score of each comment is not taken into account when calculating the associations, this is problematic
since there could be topics which a community does not have a solid agreement on, and as such tracking
the score of each post could provide more useful insight into which topics the community of interest
strongly agree on, and which topics are controversial.

And as noted before, in order to reliably extract the associations created by a community, we need to
first aggregate the comments made by that singular community, this is easy when it comes to performing
studies on social media platforms, since communities are explicitly stated, even when they are not, it is
relatively easy to group users into communities by studying the relationship graphs of these accounts, the
difficulty is more prominent when using mediums that do not have clear separation between communities,
such as blogs, news sites, text boards, etc.

It is also not designed to detect an influence operation as it is happening in real time, even though it
is theoretically possible to do so when the influence actors are known. We believe this is an appropriate
trade-off in return to being able to get a detailed description of the effects of an influence operation.

Finally, this technique uses a significant amount of computational power, for example, fine-tuning the
20 models for calculating the P value (where the amount of skip grams was capped to 300k as opposed
to the original 3 million) took around 10 hours of computing on an RTX-3060. If we are interested
in performing a large scale study on thousands of communities (that each have thousands or millions
of posts), we will end up with an unfeasible amount of time, as such further research should prioritize
finding a more efficient, and less energy intensive approach at extracting associations, that does not
involve fine-tuning large models.

5.2 Future work
There are many points that can be improved by future research, either in order to improve the efficacy

of the technique, provide more explainable results, or even use it to create datasets for future research,
we identified a few points that we believe could be improved.

First is using TF-IDF (Term Frequency, Inverse Document Frequency) in order to use as weight for
the biases during the process of extraction, this could potentially make the process more robust, and
make it more clear which biases have shifted significantly, this is because during our work, we noticed
that some words which have not had many occurrences, ended up having an unstable significant shift
in biases, this could potentially be attributed to the number of occurrences of the word resulting in it
appearing in only some contexts, resulting in a biased view of that word.

Another improvement can be done to enhance the explainability of our technique, is by using contex-
tual embeddings, this can allow us to differentiate between homographs and polysemy, also, it may be
possible to use the attention mechanism’s K and Q matrices to find more associations integrated into the
embedding model, however the latter is significantly more difficult than the former.

When we defined our problem, we made sure to use definitions which do not specify the modality
of our data, this was done on purpose since our techniques could still be applied using multilingual or
multimodal embeddings, it should be pretty easy to apply the process we applied, creating useful bias
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axes for multimodal embeddings could prove challenging, however we believe the biases used for text data
could be sufficient for this task.

Finally, it is possible to use the bias history of multiple communities to create datasets, which can be
used to train models to predict an influence operation as it is occurring, or to predict the reaction of a
community to certain content.

5.3 Ethical considerations
It is clear that the topic regarding influence operations is a sensitive one, and generally conversations

regarding it are seen as taboo, not to mention that many fields such as public relations have many heated
debates on the ethics of performing influence operations.

We believe that our work does not violate any ethical guidelines, since we have attempted to be
as transparent as possible on the type of data, models, and techniques used. We also aim to identify
influence operations, rather than perform them, which we believe is ethical.
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