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Abstract

This thesis deals with the problem of K-mutual exclusion that can be seen as a
generalization of the problem of simple mutual exclusion in distributed systems and

mobile ad hoc networks.
Our work is divided into three parts, one theoretical part and two practical parts.

In the first part, we first introduce the basic concepts of distributed systems and explain
the problem of mutual exclusion and K-mutual exclusion, while showing how these
problems have been solved. We also present the notion of dependability, and the fault
tolerance methods used to ensure it.

In the second part, we propose a new solution to solve the problem of K-mutual
exclusion; we explain its operating principle and the new logical structure used. Our
solution is based on the use of tokens, and allows ensuring K-mutual exclusion with a
reduced number of exchanged messages. This new solution will then be improved by a
fault tolerance mechanism that allows the system to continue to operate even in the

presence of faults.

In the third part of this thesis, we present a new solution to the problems of K-
mutual exclusion in mobile ad hoc networks, which exploits routing protocols to ensure
resource sharing. This algorithm will also be improved by a powerful fault tolerance

protocol.

Future perspectives and improvements are proposed at the end to refine these new

solutions.

Key words: Distributed systems, Resources sharing, Mutual exclusion, K-mutual
exclusion, Fault tolerance, Mobile Ad hoc networks.




Résumeé

Ce mémoire de these traite le probleme de la K-exclusion mutuelle qui peut étre
vu comme une généralisation du probléme de I’exclusion mutuelle simple dans les

systemes répartis et les réseaux mobiles Ad hoc.

Notre travail est divisé en trois parties, une partie théorique et deux parties

pratiques.

Dans la premiére partie, nous introduisons d’abord les concepts de base des
systemes répartis et nous expliquons le probléme de I’exclusion mutuelle et de la K-
exclusion mutuelle, tout en montrant comment ces problémes ont été solutionnés. Nous
présentons également la notion de la streté de fonctionnement, et les méthodes de

tolérances de fautes utilisées pour assurer cette sireté.

Dans la deuxiéme partie, nous proposons une nouvelle solution pour résoudre le
probleme de la K-exclusion mutuelle, nous expliquons son principe de fonctionnement
et la nouvelle structure logique utilisée. Notre solution est basée sur I'utilisation de
jetons, et permet d’assurer la K-exclusion mutuelle avec un nombre réduit de messages
échanges. Cette nouvelle solution sera ensuite améliorée par un mécanisme de tolérance
aux fautes qui permet au systéme de continuer a fonctionner méme en présence des

fautes.

Dans la troisieme partie de ce mémoire, nous présentons une nouvelle solution
aux problémes de la K-exclusion mutuelle dans les réseaux mobiles Ad hoc, cette
solution exploite les protocoles de routage pour assurer le partage de ressources. Cet
algorithme sera également amélioré par un protocole performant de tolérance aux

fautes.

Des perspectives et des améliorations futures sont proposees a la fin pour raffiner

ces nouvelles solutions.

Mots-clés : Systemes répartis, Partage de ressources, Exclusion mutuelle, K-
exclusion mutuelle, Tolérance aux fautes, Réseaux mobiles Ad hoc.
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General introduction

Nowadays, the computer represents an indispensable tool in many manipulations of our
daily life, and the use of computer applications has made it possible to facilitate and accelerate

the realization of various daily tasks.

This was not the case when the computer appeared in the second half of the 20th century.
At that time, the computer was a slow, expensive and bulky machine that required a lot of effort
to perform simple operations; and computing was only an art or a scientific prestige, and its use
was very limited because of its difficulty of handling and the high costs. However, thanks to
technological developments, especially in the field of electronics, the use of computers became
simpler and more general, and computer science has subsequently evolved, allowing it to

occupy an important place in most scientific fields.

Since the appearance of the first centralized computer system, programs needed to use
both physical and logical system resources. The simultaneous access of several programs (also
known as processes) to a single resource created the problem of consistency of this resource,
S0 it is necessary to manage access to a resource in an exclusive way, i.e. only one process at a
time can access to a resource. This is a well-known problem in the literature as the mutual
exclusion problem, and it has been very well addressed in centralized computer systems.

Several algorithms and mechanisms been proposed to solve it such as semaphores and monitors.

Computer systems evolved in a remarkable way at the end of the 20th century, so that the
limitations of centralized systems could be overcome by making several remote computers
communicate with each other through a communication network. This concept gave rise to
distributed systems that provide access to information regardless of geographical location.
These systems allow the sharing of resources between different machines, so distributed
systems have inherited the problems of centralized systems, and in particular the problem of

mutual exclusion.

The problem of simple mutual exclusion was treated well in distributed systems, and
many solutions have been proposed. The mastering of this problem with a single resource
offered the sharing of several resources between processes, this led to another problem known
as K-mutual exclusion where the simultaneous access of several processes to several copies of
the same resource is allowed. Particular interest was given to solve this problem in the field of

distributed systems.
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General introduction

At the beginning of the 21st century, a very rapid growth of wireless technology and
portable computing units gave birth to wireless networks; these networks are composed of
mobile nodes that can be connected directly to each other or by the use of an infrastructure. But
, despite this mobility which is a particularity of these networks, they represent only a special
case of distributed systems, therefore, all the problems that have been dealt with in fixed
distributed systems must be dealt with in mobile networks including the problem of mutual

exclusion and its generalization to several resources.

Another problem that has a very negative influence on the functioning of the systems is
the problem of breakdowns or faults. With this problem, the system nodes stop working in an
unexpected and unpredictable way, which influences all the system, so when executing a task,
the appearance of a fault will lead to the stopping of this task. The system must find a way to
ensure its good functioning even in the presence of faults; in this case, we speak about fault-
tolerant algorithms that can be used along with the mutual exclusion solutions to deal with
different faults.

The objective of this thesis is to address the problem of K-mutual exclusion in fixed
distributed systems and in mobile ad hoc networks. We expose the different categories of
solutions that have been used to solve these problems and the most known algorithms in the
literature, then we propose new efficient solutions to solve the problem of K-mutual exclusion,
a new fault tolerance mechanism will be integrated into our algorithms to improve their

performance.
The remaining of this thesis is organized as follows;

In chapter 1, we present a general view of distributed systems which is composed of a set
of sites connected to each other by a communication network. The notions of these components
are presented while specifying the different network topologies that may exist. After thar, we
discover the mobile ad hoc networks which have taken a major interest during the last few

years. The classical problems of distributed systems are presented at the end of this chapter.

Chapter 2 allows us to present in detail the problem of resource sharing in distributed
systems, we understand the notion of mutual exclusion and the classes of solutions to solve this
problem. We then talk about the different problems derived from simple mutual exclusion, in
particular the generalization of this problem to K resources, this generalization is known as K-

mutual exclusion and it is the object of our work.
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General introduction

Sites in a distributed system or in a mobile ad hoc network can fail, affecting the behavior
of the entire system and may even lead to the shutdown of the entire system. Chapter 3 explains
the concept of dependability in distributed systems and the different mechanisms that ensure
this reliability, in particular fault tolerance.

In this thesis, we have presented two new fault-tolerant algorithms, the first one is
presented in chapter 4, it is an algorithm that ensures mutual K-exclusion in a distributed system
with a reduced number of messages for each access to a shared resource and that ensures the
good functioning of the system even in the presence of several faults. A simulation whose
results are well discussed has proved the performance of our algorithm.

In Chapter 5, our second algorithm is introduced, which is a fault tolerant solution to the
problem of K mutual -exclusion in Mobile Ad hoc networks. In this solution, we used a new
method that consists in adapting a routing algorithm to convey additional information and thus
avoid high message exchange. A simulation has also proved the performance of this algorithm,

and the results are well discussed.

The conclusion of this thesis proposes possible improvements and perspectives of our

work.
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Chapter 1: Distributed systems and mobile ad hoc networks, an overview

Today we live in a highly computerized world, computer applications are indispensable
in all fields, and they have become very greedy in computing and communication.

Centralized systems have indeed solved many problems, and they are used on a large
scale, but these systems cannot satisfy the needs that are increasing day by day, so the field is
open to distributed systems to take over and respond to these problems.

Networks are improving very quickly, and wireless networks have emerged, making them
easier to use and set up. These networks have become the most important area of research in
recent years. The evolution of wireless communication means has allowed the manipulation of
information through mobile computing units, and mobile environments now offer great

flexibility of use.

In this chapter, we present an overview of distributed systems and wireless networks and
their applications in today's computing fields, we define also the basics about these systems that

we are going to use throughout this thesis.
1. Definition of a distributed system

Several definitions of distributed systems exist in the literature, Tanenbaum for example
[Tan.94] says that a distributed system is a set of independent computers that appears to a user
as a single and a coherent system. Lamport [ Lam.87 ] gave another definition, he said that a
distributed system is a system that prevents you from working when a machine you have never
heard about crashes. Coulouris et al. in [Cou94] define a distributed system as a set of
autonomous sites connected by a communication network and equipped with software

dedicated to coordinate system activities and resource sharing.

According to these definitions, we can simply define a distributed system as a set of
computers, which may be geographically dispersed, and which are linked together by a
communication network. Each computer is an autonomous entity capable of performing tasks
independently of the others and has its local memory and its clock. The global clock and the
common memory are absent, and communication between the sites is ensured only by

exchanging messages via the communication network.

2. Basic elements of a distributed system

From the definition of a distributed system, we can derive two fundamental elements, the
sites that make up this distributed system, and the communication network that connects these

different sites.

14



Chapter 1: Distributed systems and mobile ad hoc networks, an overview

2.1. The notion of a site

A site is an autonomous entity capable of performing tasks independently of other entities.
At each site, a set of programs called processes run, and they are executed concurrently, all
processes are identical and can execute the same code. For simplicity, it is assumed that there
is a single process at each site, and sites have different identities.

In all that follows, the terms site, node, and process will be confused, and they will

represent the same thing.
2.2. The communication network

The communication network is the physical medium that allows the exchange of
messages between different sites. This network is complete, i.e. each site can communicate
directly with all the other sites, but it is not practical to draw an edge between every two sites.
For this reason, the communication network is represented using a logical representation that

summarizes the shape of this network.
Logical representations may include the following structures:

e The ring: it is a circular structure, each site has two neighbors, a left neighbor, and a
right neighbor, a site can only communicate directly with its two neighbors.

e The tree: the sites form a tree structure, where each site except the root has a father,
and each site except the leaves has sons.

e The star: all sites communicate with one particular site called the coordinator.

e The graph: it is an arbitrary structure, each site can have several neighbors.

2.3 Objectives of a distributed system

The emergence of distributed systems is due to the weaknesses of centralized systems, so
distributed systems must provide functions and operations that cannot be performed in

centralized systems, they must allow :

e The distribution of tasks: a distributed system is composed of autonomous sites, thus
we can exploit this characteristic to carry out complex tasks that require an important
execution time by the distribution of these tasks in sub-tasks between the sites such as

each sub-task is carried out on a site.
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Chapter 1: Distributed systems and mobile ad hoc networks, an overview

e Resource sharing: in a centralized system, each computer has its own logical and
physical resources that are generally expensive, on the other hand, in a distributed
system, several sites can use a single resource, so we can reduce the costs of use, and
we can even add gradually new components.

e Failure resistance: since distributed systems are made up of several autonomous
entities, the failure of one or many of these entities does not prevent the correct
functioning of the entire system, non-faulting sites can take over the tasks intended for
the failing sites.

2.4. Characteristics of a distributed system
A distributed system is characterized by :

e The different sites as a whole must have a single, comprehensive inter-process
communication mechanism. This feature allows communication between different
processes.

e Faulty components may restart and rejoin the system after the repair of the failure cause.

e Performance is achieved by reducing the number of transmitted messages and
increasing parallelism.

e The absence of a global clock: each site has its clock, which poses a problem, how to

order the events in a distributed system?

3. Ordering events in distributed systems

The absence of a global clock is one of the fundamental characteristics of distributed
systems; local clocks cannot be used to date events because of the difference in clock values at
each site. Nevertheless, the events produced in a distributed system must be ordered, an event

can be the change of local status at a site, the sending of a message or its reception.

Local events at a site can be easily ordered using the local clock of this site. In the case
of message exchange between different sites, we can find that the reception of a message sent
at time t1 of site S1, will take place at time t2 at site S2, such that t2 <t1 because ofthe difference
between the local clocks. To avoid these inconsistent situations, events must be ordered even if

they occurred at different sites.

3.1 Causality relation
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Chapter 1: Distributed systems and mobile ad hoc networks, an overview

To define an order between the different events that occur in a distributed system, several
works have been done by Lamport [Lam.78] , Mattern [Mat.88], and Raynal [Ray.9143],

[Ray.91b], to find a way to order the events in a distributed system.

This order is based on a relation called the causality between the events noted — , and it
is defined as follows:

e |Ifaand b are two events occurring on the same site, and if a occurred before b then
a—h.

e |If a is an event corresponding to the transmission of a message and b is the event
corresponding to the reception of this message then a —b.

e Ifa—bandb— cthena— c.
e Events aand b are independent or competing if neither a - b nor b - a.

This relationship establishes a partial order of events because if there are two competing
events, each one occurs at a different site, it becomes impossible to tell which one occurred

before the other.

Let us note that events that took place in processes that do not communicate with each

other form 2 disjointed sets for which it is impossible to order even partially.

To implement a global order relation in a distributed system, a new notion must be

introduced: the logical clocks.
3.2. Logical clocks

We call a logical clock a function that associates each event with an integer h(a), called
a's stamp so that if a — b then h(a) < h(b), a logical clock is nothing more than a way of
associating a number with an event. Indeed, this number simply represents the time at which
the event occurred. It is a mechanism proposed by Lamport [Lam.78], that makes it possible to

define a total order between the various events.

At each site i, an integer variable called logical clock hi is used, this variable is initialized

to 0, and only grows. The value of hi is incremented when an event occurs at site i.

When a message is sent by site i, the value of hi is incremented, and the message is

stamped with (hi, i).

When a message is received by a site j, the value of hj will be recalculated using the

function:
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hj:= Max (hi, hj) +1.
This new value is the date the message was received.

As an example, we consider three processes P1, P2, and P3, whose logical clock values

are initialized to 0. The following figure describes the change in the values of the stamps.

P 0 1/ 23 :

L | |
P30 / 4 7

1

Figure 1. Logical clocks change

This order is only partial, several events can have the same values, so, to make this global

order, the following function is used:

Let a and b be events on sites i and j respectively:
(@—b) < (h(@) < h(b)) or (h(a) = h(b) and i <j)

By using this mechanism, all the events that occur in the distributed system can be

ordered, allowing us to obtain a global order.
4. Advantages of distributed systems

e Security: applications are designed using a modular approach to isolate data and thus
protect access.

e Acceleration of calculations: the distributed system allows distributing calculations to
different processes to execute them simultaneously. In this way, when a site is
overloaded, certain tasks can be moved or allocated to a less busy site (load distribution).

e Transparency: the use of resources does not affect the site status (i.e. sites use resources
without knowing the location of those resources).

e Flexibility: Adding or removing a site is a simple operation, and does not affect the rest

of the system.

18



Chapter 1: Distributed systems and mobile ad hoc networks, an overview

e Reliability: One of the goals of distributed systems is to have systems that are more
reliable than a centralized system. If one site fails, another site should take over, this
usually results in duplication of shared data.

e Remote access: the same service can be used by several sites, located in different places.

e Redundancy: Redundant systems make it possible to compensate for a hardware fault

or to choose the equivalent service with the shortest response time.

5. Mobile wireless networks

With the evolution of technology in today's world, a new mode of communication has
appeared, it is the wireless communication, and mobility of sites is its strong point, thus making

the implementation of networks easier without using cabling or infrastructure.

A mobile environment is a set of mobile nodes that allows users to access information

regardless of their geographical location, and without using a wired infrastructure.
There are two main classes of these networks:

e Mobile networks with infrastructure: known as cellular networks.

e Mobile networks without infrastructure: known as mobile Ad hoc networks.

5.1. Mobile networks with infrastructure

Known also as the cellular networks. In this model, the network is composed of two
distinct sets of entities: the fixed sites of a conventional wire-line communication network, and
mobile sites. Some fixed sites, called base stations (BS), are equipped with a wireless
communication interface for direct communication with sites or mobile units (MU) located in
a limited geographical area, called a cell. The base stations are interconnected by a wired
communication network and delimit a cell from which mobile units can transmit and receive

messages.

A mobile unit can only be directly connected to one base station at any given time. It can
communicate with other sites through the station to which it is directly attached. The reduced
autonomy of its energy source causes it to be frequently disconnected from the network, and it

can then be reconnected at a new location.
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=,

Figure 2.Wireless networks with infrastructure

5.2. Mobile networks without infrastructure (Ad hoc networks)

5.2.1. Definition of an Ad hoc network

Ad hoc networks, as a new wireless network paradigm, have many characteristics, some

of which are very specific to them and differentiate them from traditional mobile networks.

e A dynamic topology: the mobile units of the network move in a free and arbitrary way.
Therefore, the network topology can change at unpredictable moments in a fast and
random way.

e No infrastructure: Ad hoc networks are characterized by the absence of pre-existing
infrastructure and any kind of centralized administration. Mobile hosts are responsible
for establishing and maintaining network connectivity.

e Fast deployment: Ad hoc networks can be easily installed in hard-to-wire locations,
eliminating much of the work and cost typically associated with installation, and
reducing the time required to get up and running.

e Radio communication: Communication between nodes is done using a radio interface.
It is then important to adopt a medium access protocol that allows radio resources to be

well distributed, avoiding collisions as much as possible, and reducing interference.
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Figure 3 : Ad hoc network structure

5.2.3. Advantages of Ad hoc networks

e Easy to deploy: only several machines are needed to set up the network, this makes
building an Ad hoc network fast and inexpensive.

e Mobility: the absence of cabling allows the nodes to move over time.

e Scalable: to add a node to a pre-existing Ad hoc network, simply approach the
newcomer to at least one of the network members. Likewise, to remove a newcomer

from the network, you just have to remove it from the network

5.2.4. Disadvantages of Ad hoc networks

e Limited bandwidth: One of the most important characteristics of networks based on
wireless communication is the use of a shared communication medium, this sharing

means that the bandwidth reserved for a host is modest.
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e Energy constraints: mobile hosts are powered by autonomous and limited energy
sources such as batteries, so processing time is reduced. Therefore the energy parameter
must be taken into account in any control made by the system.

e Limited security: Mobile Ad hoc networks are more affected by the security parameter
than traditional networks. This is justified among other things by the vulnerabilities of
radio links to attacks, as well as the physical constraints and limitations, which means
that control of the data transferred must be minimized.

e Interference: Radio links are not isolated; two simultaneous transmissions on the same

frequency or using nearby frequencies may interfere.

5.2.5. Application Areas of Ad hoc networks

The particularity of the Ad hoc network is that it does not require any fixed installation;
this allows it to be quick and easy to deploy. Tactical applications such as rescue, military, or
exploration operations find in Ad hoc the ideal network. Ad hoc technology that is interested in

researching civilian applications has also emerged.
Among the applications of MANETS, we can distinguish:

e Emergency services: search and rescue operation for people, earthquake, fires, to
replace the wire-line infrastructure.

e Collaborative work and communications in companies or buildings: in the context
of a meeting or conference for example.

e Business applications: for remote electronic payment or mobile Internet access.

6. Related problems to distributed systems and mobile Ad hoc

networks

In a fixed or mobile environment, a site is not isolated from the others, all sites
communicate with each other to perform common tasks in the case of cooperation, or to use the
available resources in the case of competition. This communication leads to a set of specific
problems to the distributed systems, these are classical problems that have occupied the
researchers' effort for several years, among the problems of distributed systems, we can mention

the following:

1. Election: Some distributed applications require a particular site among the sites in the

system to play a particular role, this site is called the coordinator, and it ensures
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communication between all the sites. The loss of communication with the coordinator
site leads to the end of the application using this coordinator, the other sites must
designate another site to replace the coordinator, and this new site is chosen after an
election operation.

2. Termination detection: The sites of a distributed system can perform distributed
calculations, the termination problem is the detection of the end of this distributed
calculation. A calculation is said to be terminated if all the sites that participated in that
calculation have completed the calculation, and there are no messages in transit between
those sites.

3. Definition of a global status: Each process in the system has only a partial view of the
system, if a problem occurs in the system, it is difficult to return to a consistent situation
for all sites, so a consistent global status must be defined. The definition of this status
allows a consistent recovery point to be calculated and stored, the system will return to
this point when a problem occurs.

4. Resource sharing: Sites can use the shared resources in the distributed system, for
example, several sites can use a single printer, but two different sites cannot use it
simultaneously, access to critical resources must be mutually exclusive to ensure data
consistency, i.e. at any given time, no more than one site can use the shared resource.

5. Fault tolerance: The failure of sites is an event that can unexpectedly appear in the
system, these failures can have a negative influence on the system's behavior. The fault
tolerance mechanisms allow the system to continue to function even in the presence of

failures.

7. Conclusion

In this chapter, we have presented an overview of the fixed distributed systems and mobile

Ad hoc networks.

In this thesis, we are interested in two problems in those environments, resources sharing
and fault tolerance. In the next two chapters, we will detail the resource sharing problem and

its relation to fault tolerance.
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In spite of all the solutions proposed to solve the various problems encountered in
distributed systems, they are still topical.

In the previous chapter, the most common problems in distributed systems were generally
cited as follows

In this chapter, we will present in detail the problem of mutual exclusion and its extension

to K resources in distributed systems and mobile ad hoc networks.
1. The problem of mutual exclusion

1.1. The concept of mutual exclusion

Given a distributed system of N processes sharing a physical resource (a printer for
example) or a logical resource (a file). Only one process at a time can use the shared resource
to avoid inconsistent situations, the resource must be used in a mutually exclusive manner
(ME). Such a resource is known as Critical Resource (CR), and the processes using this
resource execute a section of code called the Critical Section (CS) that handles the shared

resource.

The exclusive access to the critical resource is managed by an acquisition protocol and a
release protocol. A process wishing to enter the CS must call the acquisition protocol. This
protocol delays access to the CS if it is being used by another site. At the end of the CS, the
process executes the release protocol to inform sites that may be on hold that the CS is available.

The general form of a process using a critical resource is given as follows :

Acquisition Protocol
< Critical Section >

Release Protocol

1.2 Status of a process

Calling up acquisition and release protocols change the state of a process. Indeed, a
process Pibelonging to the distributed system has a local variable Status; that designates its

status, such as Status i belongs to {Out, Requester, In CS}.

Initially, Status; is Out. The acquisition protocol changes Status; from Out to Requester
and the release protocol changes this status from In CS to Out. The change from Requester to

In CS is defined by the system.
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Figure 4. Different status of a site

2. Mutual exclusion solutions

To solve the problem of mutual exclusion, we use algorithms that define how to access
the CR. A correct solution allows a process to pass between its different statuses while

respecting the following fundamental properties:

1. Safety property: at any given time, there is at most one single process Pi that is using
the CR.

2. Vivacity property: a requesting must execute the CS after a finite amount of time.

Any solution that assures these two properties, must assure also the absence of two

problems, starvation and deadlock.

1. Starvation will occur if a process that is in the requesting status can never move to IN
CS status.
2. Deadlock is a system situation where there are multiple processes in the requesting

status and none can access the CS.

Two types of solutions can be distinguished, depending on the nature of the system,

centralized solutions, and distributed solutions.
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Mutual exclusion
Solutions

Centralized Solutions Distributed Solutions

Figure 5. Solution categories
2.1. Centralized solution

Mutual exclusion algorithms are centralized when they are based on the existence of a
common main memory accessible by all processes in the network, or when a particular process

manages access to the critical section [Yag.97a].

This type of solution consists of designating a process known as the Coordinator to
control access to the CS. The process that wishes to enter CS must request authorization from
the coordinator. This latter allows only one process to access the CS, the rest of the requesting
processes are put in a waiting queue. When the CS becomes available, the coordinator will

authorize the site at the head of the queue to access the CS.

This solution offers several advantages, firstly, it is a simple solution, as it is sufficient to
designate the coordinator to manage access to the CS for all sites, secondly, the solution is
starvation free, and requests are served on a FIFO basis. However, behind these advantages,
there are some disadvantages: with the use of a coordinator, there is only one point of failure;
if the coordinator crashes, complex election algorithms have to be run to choose a new
coordinator. Moreover, if the demand rate becomes high, the requests will occupy the

communication channels, and the coordinator is overloaded to manage a very large queue.

2.2. Distributed solution
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In this solution class, common memory is absent, and communication between processes
is ensured only by messages exchange. Therefore, in this class, there is not a single site to

manage access to the SC, but the sites must manage access to the CS in a distributed way.

Distributed solutions can be classified into two main categories according to the type of
used messages, permission-based algorithms, and token-based algorithms. This classification
was introduced in the work of Raynal [Ray.92], Singhal [Sin.93] and Velasquez [Vel.93].

3. Categories of Distributed solutions

3.1. Permission-based Algorithms

This type of solution consists of associating a set of sites Ri with each site i. When the
site i wishes to enter SC, it must ask permission from all members of the Ri set by sending a

request message. SC is executed after receiving sufficient permissions from the Ri sites.

Requests are served according to their arrival order. Since the global clock is absent, and
to ensure fairness between different requests, Lamport’s Stamping Mechanism [Lam.78] is used

to define a global order between requests.

Permission algorithms can be further divided into three groups according to the type of

permission: individual permission, referee permission, and generalized permission.
3.1.1. Individual Permission

In this type of algorithm, a site can permit several other sites simultaneously. If it is not a
requester, it sends its permission to all the requesting sites, otherwise, i.e. if it is a requester, it
will give its permission only to the sites whose requests have a higher priority (according to the

stamping mechanism). A request is satisfied when the requesting site receives N- 1 permission.

Lamport [Lam.78] proposed the first algorithm based on this principle. When a site wants
to enter SC, it sends a request to all other sites, the site with the oldest request can enter SC, the

number of messages used is 3(n-1) where n is the number of sites in the system.

Ricart and Agrawala [Ric.81] have proposed an improvement of this algorithm; a site
wishing to enter SC must send requests to all other sites in the system, and wait for their
permissions. 2(n-1) messages are sufficient for each SC entry. In these two algorithms
[Lam.78], [Ric.81], the requesting sites send their requests to the same sites each time, i.e., the

Ri sets are static.
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To reduce the number of exchanged messages, another algorithm has been proposed by
Carvalho and Roucairol [Car.83], in this algorithm, the requesting site sends its requests only
to sites that have entered SC since its last entry, which makes the Ri sets dynamic, therefore the
number of messages is reduced, and varies between 0 and 2(n-1).

3.1.2. Referee Permission

In this case, a site i wishing to enter SC sends its request to a sub-set of all the sites Ei.
At a given moment, a site with several requests grants its authorization to only one of them, the
others being put on hold. Once the CS is executed, the site must return the permissions that
have been granted to it so that permission can be given to the pending requests. Maekawa
[Mae.85] proposed the first algorithm based on this principle: the sites are divided into subsets
so that the intersection between two subsets is not empty. This ensures mutual exclusion, and
dividing the sites into groups reduces the number of exchanged messages. However, the fact
that a referee permits only one requester can lead to deadlock situations. Moreover, the

construction of the sets is very complex.
3.1.3. Generalized permission

These algorithms combine the two strategies described above. They were introduced by
Sanders [San. 87] and were taken up by Singhal [Sin92]. Thus, each site i maintains a subset of
sites Ei. When a request is received from a site j belonging to Ei, it will give a referee type
permission, and if not (j does not belong to Ei) individual type permission will be sent. These

algorithms solve the deadlock problem of Maekawa's algorithm.
3.2. Token based algorithms

The principle of these algorithms is to use a particular message called a token, and only
the site holding this token is authorized to execute its SC. It is clear that the uniqueness of the
token ensures the ME, the problem lies in the way the token is circulated between sites, in other

words, how to allow a requesting site to have the token to access the CS?

We can distinguish two types of token-based algorithms according to the way the token

circulates, algorithms based on diffusion, and those based on the use of a logical structure.
3.2.1. Algorithms based on diffusion

In these algorithms, a process that wants to request CS can send its request in parallel to
all the other sites and wait for the reception of the token, these algorithms can be static or

dynamic.
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1. Static algorithms: a site that needs the token to enter SC sends its request to all the
other sites; on receipt of this token, it accesses SC. Once out of its critical section, it
sends the token to the oldest site whose request has not yet been satisfied. Suzuki-
Kasami's algorithm [SKA.85] is an example of algorithms using this mechanism.

2. Dynamic algorithms: To reduce the number of messages and to avoid soliciting sites
that do not use the critical section often, sites maintain a history of the last requesters.
A request is sent then only to the present sites in history. Chang et al [CSL.91] proposed
such an algorithm in 1991 by improving the Suzuki-Kasami algorithm [SKA.85].

3.2.2. Algorithms based on a logical structure

In this group, the sites form a logical structure and the token is sent via this logical
structure. The logical structure can remain unchanged during the execution of the algorithm, so
we speak of a static structure, or it can change during execution, in which case we speak of a

dynamic structure.

Static algorithms :

Static algorithms use fixed structures that do not evolve with the system. In Lelann's
algorithms [Lel.77] and [Lel.78] the token circulates along a unidirectional ring. Since the token

circulates along the ring, a process will certainly have the token at some point in time.

The tree is another static structure used, in the algorithm of Raymond [Ray.89] or Nelsen
and Mizuno [Nel. 91] for example, the root node of the tree is the site that holds the token. The
links are oriented towards the root so that when a site requests the token, this request is

propagated to the root.

The sites can also be structured in an arbitrary structure, in the algorithm of Helary et al
[HPR.88] or the algorithm of Chang et al [CSL. 91], the structure used is a graph.

Dynamic algorithms

The logical configuration adopted to the network changes when a process requests and
executes the CS. This dynamic logical structure allows the execution history of the critical
resource to be traced. Knowing who holds the token or who is going to hold it allows us to gain
a lot in the number of exchanged messages and therefore improve the performance of the
algorithm. The algorithms of Naimi, Trehel [NaT.87a], [NaT.87b] and [NaT.96] are the

references in this category.
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Figure 6. The Categories of Distributed solutions

4. Extensions of mutual exclusion

Since the problem of mutual exclusion first appeared in the literature, several solutions
have been proposed, and they have made it possible to ensure that different sites access to the
critical resource in the order in which requests are received. However, several extensions of this

classic problem have been addressed.
4.1 Mutual exclusion with priority

In this extension, requests are associated with a priority level, and the goal is to serve
requests according to the priority level and not on a FIFO basis. Several algorithms have been

proposed. such as Housni and Trehel’s algorithm [Hos.01].
4.2 Time sensitive mutual exclusion

In this case, the requests must be served before the due date, the scope of this extension

is usually in real-time systems.

4.3 Group mutual exclusion
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A group of processes in the system can simultaneously access a critical resource, this
notion was introduced by Joung [Jou.98] and known in the literature as the philosophers'
conversation, where philosophers spend their time thinking alone or discussing a particular
topic together in a meeting room. When they stop thinking (wish to enter the critical section),
they choose a topic of conversation of their choice to discuss it in the meeting room. Since there
is only one room (the shared resource), the conversation can begin if and only if the room is
empty. Philosophers interested in the discussion can join it along the way. Conversation time is
assumed to be limited to ensure that the room will eventually be available for another
conversation. The security interest ensures that there is no more than one topic of conversation
in the room. The liveliness property ensures that any philosopher will access the room in time
to finish with the topic of conversation that interests him. Finally, we can add a competition
property ensuring that any philosopher interested in a conversation in progress will be able to

access the meeting room.
4.4 h out k mutual exclusion

In this case, k copies of a single resource are available, and each process may request h
resources at a time, but it must be guaranteed that only one process uses a copy of the resource
at any given time (safety property), at the end of the CS, the site must release all used copies.
This type of allocation is widely used in multimedia networks, for example, a site that wants to
broadcast a video sequence must reserve several communication channels among the channels
available to transmit the video and sound, the release of the channels is made at the end of the

broadcast (release of all the resources at once).

Several algorithms have been proposed to solve this problem, such as the work of Baldoni
et al [Bal. 95], and the Jiang algorithm [Jia. 03].

4.5 K-Mutual Exclusion

In this case, the system has several copies of the same critical resource, so several

processes can be in a critical section simultaneously.

This extension is the subject of our work, so a detailed study is presented in the following

section.
5. The problem of K mutual exclusion

5.1. Description of the problem
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This is a problem derived from the classical mutual exclusion and known as the K-mutual
exclusion problem (KME) or K-mutex problem; the difference between the two problems lies
in the number of copies available for a shared resource. Instead of a single resource as in ME,
there are K copies of the same critical resource, but this multitude of resources does not allow
simultaneous access to the same resource, i.e. a process can only use one copy at a time, and a

resource can be allocated to only one process.

To solve this problem, the main properties of a mutual exclusion solution remain valid,

therefore it is necessary to ensure:

e Safety: exclusive access to a resource must be ensured.

e Vivacity: any request must be satisfied after a finite amount of time.

5.2. Solving the problem

To solve the KME problem, several approaches can be used. The first approach uses a
simple idea based on the fact that the KME problem can be reduced to the ME problem, this
idea consists in managing access to each resource independently of the others using a correct
solution of mutual exclusion among those proposed. To do this, each copy of the critical
resource has its own identity, and the requesting process must specify the identity of the

requested resource at the time of its request.

The advantage of this solution is its simplicity; we just have to choose a solution with an
acceptable complexity. But, the major problem of this solution is the long waiting time; this
waiting time will occur if we have a large number of requests for the same resource, as the
safety property allows only one process to use the resource at a time, the others have to wait for
its release; while other free resources can be found, so we must find a way to manage free

resources. This idea based on resource identification is not practical.

A second idea is to solve the KME problem using the basis used to solve the classical

mutual exclusion, so there are two types of solutions:

1. Permission-based solutions: the process wishing to enter the CS must request
permissions from a set of processes; the receipt of a sufficient number of these
permissions authorizes the process to use the resource.

2. Token-based solutions: in this case, there is not a single token but K tokens (K is the
number of resources), only the possession of a token allows a requesting site to access
the CS.
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5.3. Related works

Raymond [Ray.89] proposed the first solution of KME, this algorithm is based on the
algorithm of Ricart and Agrawala [Ric. 81]. The algorithm of Srimani and Reddy [Sri.92] was
then proposed, and it was an improvement of that of Suzuki and Kasami's algorithm [Ska.85],
Kakugawa et al. used in [Kak.94] a close method to the method of Maekawa [Mae.85], Naimi
also presented a generalization of his ME algorithm [Nai. 87] to solve the K-EM problem in
[Nai.93].

These algorithms improved the simple ME algorithms to ensure KME. However,
algorithms are using original ideas such as the algorithm of Bulgannawar and Vaidya [Bul. 95]
and the algorithm proposed by Baldoni and Ciciani [Bci. 94].

6. Resources sharing in mobile Ad hoc networks

In a mobile environment, mobile sites can share the available resources in the system,

while respecting mutual exclusion.

Like the fixed distributed systems, and since the proposition of the first solutions by
Walter et al. in [Wal.97] and [Wal. 98], several solutions have been proposed to solve this
problem in mobile Ad hoc networks by taking into consideration the particularity if such an

environment. In this section, we present the different categories of ME solutions.
6.1. Cluster-based approaches

To overcome message complexity, clustering-based architectures are the main existing
solutions. Same as all MUTEX solutions, all existing solutions falling under this category are,

to the best of our knowledge, token-based solutions.

A cluster-based K-MUTEX algorithm for MANETSs is proposed in Haghighat and
Mohamadi [Hag.11]. In this algorithm, the network must be divided into at least K clusters.
Based on the Raymond algorithm [Ray.89], nodes within the cluster get the role of head,
gateway, or ordinary node, where every cluster head maintains the list of requesting nodes. The
cluster head attempts to serve demands using the cluster's token, but if there is no available
token, it forwards the request to the other cluster heads. This technique was proposed to
minimize the number of exchanged messages. However, the cluster head election may become

a serious problem, especially in mobile environments.
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In [Erc.04], the author proposes an architecture consisting of a ring of clusters for
distributed mutual exclusion algorithms in the scope of mobile networks. They periodically re-
divide the network into new clusters based on the fixed centered partitioning algorithm, and
then every cluster implements a separate MUTEX algorithm. They applied Ricart-Agrawala
[Ric.81] and token-based algorithms to evaluate the performance of their architecture. Despite
simulation results show that message complexity is considerably reduced, this solution cannot
be considered as an adequate option for solving the K-MUTEX problem over MANETS.

Same as Erciyes [Erc.04], Dagdeviren and Erciyes [Dag.07] propose an architecture for
MUTEX handling in MANETS. Specifically, they divide their software architecture into three
layers. At the lowest layer, the merging clustering algorithm (MCA) periodically partitions the
MANET into several balanced clusters. At the second layer, the backbone formation algorithm
(BFA) provides a virtual ring using the cluster heads found by MCA. The final layer is
represented by the implementation of a modified and scaled version of the Ricart-Agrawala
algorithm. Unfortunately, this architecture inherits the previously mentioned problems.

6.2 Fully distributed approaches

Solutions falling in this category do not make any clustering assumptions, and their
communications are fully distributed. Generally, this category’s solutions suffer from the

generation of an excessive number of messages.
6.2.1 Token-based approaches

A token-based distributed algorithm for supporting MUTEX in opportunistic networks is
proposed by Tamhane and Kumar in [Tam.12]. This approach tries to achieve a trade-off
between the dynamic MANET topology and the token-passing process, and it can be divided

into three main procedures:

e Request generation
e Request propagation
e Token propagation.

Every node in a critical section (CS) case maintains the list of demanding nodes, and then
it releases the Token for the first demander and acts as an intermediate for the others. Even if
this approach can guarantee that all demanders will be served, it cannot handle link or node
failures. The work of Thiare and Naimi [Thi.09] presents a group K-MUTEX algorithm for
MANETSs where authors assume that there is a unique token initially, and then utilize the partial

reversal technique to maintain a token-oriented DAG (directed acyclic graph). Then, a node
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holding the token can enter the CS, and inform all its requesting neighbors by sending out Okay
messages. When a neighbor node receives the Okay message, it can enter the CS if, and only
if, it requests for the same resource as the token holder. Additional information messages and
the continuous DAG computation are the main problems of this technique. Furthermore; there

are no complexity studies nor simulation tests that validate this approach.

In another work, Walter et al. [Wal.01] propose a DAG-based k-resources sharing
technique for MANETS where the token holders are considered as sink-points. Besides, every
node maintains a queue of requesting node identities. The problems with this solution are

mainly:

1. The assumption that the token is reliable and will never disappear;
2. That duplicates do not occur;
3. That node failure does not occur.

6.2.2 Permission-based approaches:

Due to the unpredictable and dynamic topology of MANETS, most of the existing works
adopt token passing strategies instead of permission gathering. Hence, only a few works fall

under this category.

A permissions-based technique for solving the K-MUTEX problem is proposed by
Masum et al. [Mas.10]. The authors of this technique tried to overcome mobility and
disconnection problems by gathering enough consensuses for every mobile node intending to
enter the CS. They propose creating a specific message containing the information required to
reach such consensus, including ProcessID, LastRequestID, and LastRequestTS (TimeStamp),
among others. Unfortunately, this approach does not take into account MANET's delay
sensitivity, nor the additional messages overhead or the energy consumption associated with

the transmission process.
7. Conclusion

In this chapter, we have presented a general view on the problem of mutual exclusion in
distributed systems and mobile ad hoc networks with their extension to K resources, the
proposed algorithms allow solving this problem, but they still need improvement concerning

the number of exchanged messages and also the treatment of site failures.
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In the following chapter, we will study the operational reliability of computer systems,
which is a very important concept that allows systems to function properly despite the presence

of failures.
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Chapter 3: Dependability and fault tolerance

The performance of the algorithms proposed to solve the various problems encountered
in distributed systems remains limited if they do not take into account an important event which
is the failure of the sites, such an event can cause problems and affect the proper functioning of
the system, for this we must ensure the safety of operation in the systems.

In this chapter, we will introduce the notion of dependability and the means used to ensure

it, and in particular fault tolerance.
1. Concept of dependability

The dependability of the computer system is the property that enables its users to place
justified confidence in the service it provides. Reliability is concerned with improving the
survivability of the system, i.e. its ability to continue to function during and after a disruption
encountered during its operational life [Lap.92].

2. Attributes of dependability

The attributes of the dependability focus more or less on the properties that the safe
operation of the system should verify. These attributes are used to assess the quality of service

provided by a system.

1. Auvailability: This is the property required by most safe operating systems. It is the
ability of a system to provide a service at any time, and to perform its functions without
interruption and to respond to a demand at a specific time.

2. Reliability: This attribute evaluates the continuity of service, i.e., the system is in a
continuous state of service.

3. Safety: similar to reliability but concerning catastrophic consequences caused by faults,
i.e. a system malfunction does not have a catastrophic impact on its environment.

4. Maintainability: This property describes the flexibility of the system to changes made
for maintenance purposes, i.e., the ability of the system to be repaired or upgraded and

its ability to restore proper service after a failure

3. Impediments to dependability

A system fails (system failure) when the service it delivers deviates from the expected
service. Therefore, dependability seeks to avoid failures, or at least to prevent the most

catastrophic ones.
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Failure occurs because the system behaves incorrectly: an error is the part of the system
state that is likely to lead to failure. The adjudicated or assumed cause of the error is a fault. An
error is, therefore, the manifestation of a fault in the system, and failure is the effect of an error

on the service.
3.1. Faults:

A fault or breakdown is the cause of a failure, it is characterized by its nature, its origin,
and its temporal extent. The nature of a fault specifies how it was caused: intentionally or
accidentally. The cause of the occurrence of a fault is revealed by its origin. The temporal scope

characterizes the persistence or duration of a fault (temporary or permanent).
Faults can be classified as follows:

Classification of faults according to their nature :
e Accidental faults: faults occur accidentally.
e Intentional faults: they are created with an intention that may be malicious.
Classification of faults according to the permanence degree
e Transient fault: it occurs in isolation;
e Intermittent fault: occurs randomly several times;
e Permanent fault: it persists as soon as it appears until repaired.
Classification of faults according to the seriousness degree
e Crash fault: either the system is working normally (the results are correct) or it does
nothing. This is the simplest failure model, which we try to get back to whenever possible;
e Faults by omission: messages are lost on entry and/or exit. This type of fault is used for
networks;
e Timing faults: Deviations in regards to the specifications are only related to time (typically
the reaction time to an event) ;
e Value faults: the results produced by a faulty component are incorrect;
e Byzantine faults: the system can behave in a very arbitrary way (can do anything, including

malicious behavior).

3.2. Errors:

An error is the consequence of a fault. A fault occurs as soon as the system uses an
erroneous state. Firstly, the service does not correspond in value to the one specified. Second,
the service is not delivered within the specified time interval. The service provided is always

early or always late or arbitrarily early or late. The fact that the system fails to render the service
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is also considered as a type of error. A crash is defined by the fact that the system permanently

fails to deliver services.
3.3. Failures:

A failure indicates the inability of an element in the system to provide the service
specified by the user. Its domain, its perception by users, and its consequences on the

environment characterize the failure.
4. Means of ensuring dependability

The means of dependability are the methods, tools, and solutions that provide the system
with the capability to provide a service following the specified service and give confidence in
that capability. These means make it possible to break the Fault, Error and Failure sequences

and thus improve system reliability.

The design and implementation of a secure computer system require the combined use of

a set of methods that can be classified as follows:
4.1. Fault prevention

Fault prevention is based on methods development and techniques implementation to
prevent faults from being introduced during the development phase, i.e. how to prevent, by
construction, the occurrence or introduction of faults. Fault prevention focuses on the means to
prevent the occurrence of faults in the system. These are generally the approaches to checking

conceptual models.
4.2. Fault elimination

Fault elimination can be divided into 2 categories: elimination during the development
phase and elimination during the use phase. During the development phase, the idea is to use
advanced checking techniques to detect faults and remove them before sending them to
production. During use, faults encountered must be kept up to date and removed during

maintenance cycles.
4.3. Fault prediction

Consists of estimating, by evaluation, the presence and creation of faults and their

consequences. Fault prediction predicts the occurrence of faults (time, number, impact) and
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their consequences. This is generally done by fault injection methods to validate the system
relative to these faults.

4.4. Fault tolerance

Fault tolerance tries to work despite the faults. The degree of fault tolerance is measured

by the ability of the system to continue to deliver its service in the presence of faults.
5. Fault tolerance techniques in distributed systems

Fault tolerance in distributed systems is always achieved using a redundancy mechanism. This
mechanism can be spatial (duplication of components), temporal (multiple processing), or
informational (data redundancy, codes). In such a system based on communicating processes,
fault tolerance techniques can be separated into two classes: techniques based on stable memory
and techniques based on duplication

5.1. Fault tolerance using a stable memory

The existence of a stable memory allows the fault tolerance to be achieved through fault
detection followed by error recovery. Stable memory can be defined as a persistent storage
medium; the main role of that storage is to ensure accessibility and protection of data against
faults that may affect the system. Thus, when a fault occurs, a correct state having been stored
before this fault on the stable memory remains accessible; this allows the system to return to a

previous state.

Once a fault is detected, a recovery mechanism must be put in place to deal with the
identified fault. As already noted, to be able to perform a recovery from a fault, the state of the
system or application must be saved periodically or upon the occurrence of specific events. The

saved state must be a recovery point from which the system can function properly.
5.2. Fault tolerance by duplication

Duplication fault tolerance is the creation of multiple copies of components on different
processors. This duplication approach makes it possible to handle faults by hiding them. Three
main strategies for replication are proposed in the literature: active, passive, and semi-active
replication. These different strategies aimed at ensuring a strong coherence between the copies

of a duplicated component.

5.2.1 Active replication (N-modules replication)
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It is defined by the symmetry of the behavior of the duplicated copies of a component
where each copy plays an identical role to the others.

5.2.2 Passive duplication (primary-backup replication)

Unlike active replication, passive replication is asymmetrical. It distinguishes between
two behaviors for the duplicated copies of a component: primary copy and secondary copies
(backups). The primary copy is the only one to perform all processing. The secondary copies,
idle, monitor the primary copy. If the primary copy fails, one of the secondary copies becomes
the new primary copy.

5.2.3 Semi-active duplication (root-follower replication)

Semi-active replication is halfway between active and passive replication. Like passive
replication, semi-active replication is an asymmetric strategy. Unlike passive replication,

secondary copies are not idle.

Duplication fault tolerance is then achieved by error concealment. The failure of a copy
is masked by the behavior of non-failed copies. This technique tolerates a limited number of
faults and is not suitable for massively parallel computations in terms of performance and

computational resources required for its implementation.
6. Related works

Several algorithms that tolerate faults in different systems exist, but we are interested in
the fault tolerance in the mutual exclusion and K mutual exclusion algorithms in distributed

systems and mobile ad hoc networks.

For static structures, Lelann proposed a fault tolerance mechanism for his algorithm that
uses the ring structure [Lel.78]. Raymond proposed another algorithm for the tree structure
[Ray.89].

For algorithms with a dynamic structure, we find the Naimi-Tréhel algorithm [NT87b]
which is based on the structure of a dynamic tree, Agrawal and EI Abbadi have proposed

another algorithm [Agr.91] which is based on the same structure.

The algorithm of Helary and Mostefaoui [Hel.94] exploits the symmetry properties of the

open-cube to tolerate outright failures.

Yagoubi et al. [Yag.97b] proposed a fault-tolerant algorithm for real-time systems based

on duplication.
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For the mobile Ad hoc networks, several algorithms have been proposed. Wu et al.
[Wu.07] propose the mobile dual-token ME (MDTM) algorithm for detection of token loss; the
algorithm detects token loss due to links problems only by using two types of tokens, primary
and secondary. Each token has its dynamic ring and a coordinator. Only the primary token
grants permission to enter the CS. If a token completes a cycle over the ring and does not find
the ID of another token on any of the nodes, it assumes that the latter is lost and must be
regenerated. This approach is not suitable for MANETS because of the ring assumption. The
same authors have proposed another permission-based fault-tolerant solution in [Wu.08]. It is
based on a look-ahead technique similar to medium access techniques. In particular, this
technique enforces ME only among the hosts currently competing for the critical section, thus
reducing the number of exchanged messages. Besides, they use a predefined timeout to detect
mobile hosts' disconnection. Despite supporting high levels of mobility, this permissions-based
approach introduces significant delay problems.

Moallemi et al. [MOA.07] proposed another fault-tolerant K-ME technique for MANETS.
This solution extends the well-known Naimi-Trehel’s algorithm [Nai.87] with an entropy-based
clustering algorithm where cluster heads manage the token passing among requesting nodes.
However, the authors fail to provide experimental results or analytical proofs of this solution.

Hence, the actual performance of this technique remains unknown.
7. Conclusion

In this chapter, we introduced the concept of dependability and fault tolerance in

distributed systems and mobile ad hoc networks.

Then, we identified the different algorithms proposed to ensure fault tolerance, as we have

noticed; most of these algorithms are token-based algorithms.

In the following chapters, we will present our contributions, in chapter 4, we present a
fault-tolerant algorithm to solve the K-ME problem in distributed systems, and then, in chapter

5, we introduce a fault-tolerant algorithm in Mobile Ad hoc networks.
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Chapter 4: A new fault-tolerant token-based K-ME algorithm in distributed systems

Several algorithms have been proposed to solve the ME and the KME problems, and these
problems are still relevant today. Nevertheless, nothing is perfect, and nothing is complete, all
the proposed solutions are indeed correct, and each new solution may offer more acceptable
performance, but these solutions still need improvement, especially in terms of complexity in
the number of messages. We also note that the KME problem has not received as much attention
as the simple mutual exclusion problem. This is why we have thought of proposing a new

solution to solve the KME with a much-reduced number of messages.

In this chapter, this new solution will be presented in detail with its proof of performance,
and we will show that its complexity is better than those of the algorithms studied in this field.
Also, a fault tolerance mechanism will be integrated into our proposal to make it more efficient.

1. Motivation

In a distributed system, sites communicate with each other by exchanging messages to
carry out distributed cooperative or competitive tasks. It is clear that the number of exchanged
messages has a significant influence on the performance of the system, the more the number of
messages increases, the more the performance of the system decreases, therefore the number of

exchanged messages needs to be minimized to ensure an acceptable performance level.

The allocation of shared resources is not an exception; each algorithm requires several

messages to ensure exclusive access to a critical resource.

The KME algorithms look at two important values, the value of N, which represents the
number of sites in the system, and the value of K, which is the number of shared resources
between sites. Usually, the value of N is much higher than K, it is quite logical, many nodes are

competing to acquire a limited number of resources.

The study of the KME algorithms already presented in chapter 2 shows that the
complexity of these algorithms is expressed as a function of N, for example, Raymond's
algorithm [Ray.89] requires 2NK+1 for each SC entry, Naimi's algorithm [Nai.93] requires
2(N-1) messages, and the list is long. Since this complexity is expressed as a function of N it
will be very high, as the value of N is very large, it will overload the system with exchanged

messages at each access to a resource, adversely affecting the system performance.

Therefore, It will be very useful and more interesting to express the complexity in terms

of a value lower than N. If we can propose a solution with a complexity expressed in terms of
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K for example instead of N, we will have an interesting improvement in the exchange of

messages, which will have a positive influence overall the system.

2. The basic idea

In a KME algorithm, the complexity of the messages depends on the logical structure
used by the algorithm, and the number of sites participating during the acquisition of the CS. If
the number of links a request traverses is high, the number of messages becomes very large (as
in the Naimi's algorithm [Nai. 93] where the request can traverse the entire network). Moreover,
if the access to the CS requires the permission of all the sites of the system, the number of
messages becomes also very important (case of Raymond's algorithm [Ray.89]). Therefore,
using a simple logical structure, or not requiring that all sites be involved in the acquisition of

the CS may reduce the number of exchanged messages.

Previous works such as the algorithm of Maekawa [Mae. 85], or Kakugawa et al [Kak.
94] show that the decomposition of sites into groups allows obtaining a reduced complexity.
Dividing the N sites into groups will give sub-sets whose cardinal is lower than N, thus the
number of messages becomes according to this cardinal or according to the number of groups

instead of N, allowing to reduce the complexity.

Based on this last principle, and to be able to express the complexity as a function of K,
we propose to divide the N sites into K linked groups. This decomposition allows us to reduce

the number of messages and to render them as a function of K instead of N.

This decomposition should not influence the connectivity of the sites, i.e. the network
must not be partitioned, so we will combine two logical structures to ensure that all sites are

connected.

The first structure is a logical tree, in each tree, a particular site is designated to play the
role of the root, and a bidirectional logical ring, which represents the second logical structure,
will link the roots of all trees together, this ring allows the exchange of messages between all
the root sites. This choice was not random, our algorithm combines these two structures thanks
to their simplicity on the one hand, and to exploit the advantages offered by each of them on
the other hand, for example, in a tree, the distance between each site and its root is one, which

makes it possible to minimize the number of exchanged messages.
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To ensure KME, we use as many tokens as available resources, initially, each root holds
one free token and the roots can exchange tokens with each other, a root can hold up to K free
tokens at a time.

When a requesting site wants to enter CS, it sends a request to the root of its tree, this root
will satisfy the request by sending a token if it holds free tokens, if not, the request will be
saved, and the root will request an additional token from its neighbors via the ring.

If the root that receives the request from a neighbor holds free tokens, it will respond
favorably to this request by sending a token, otherwise, it will propagate this request to another
neighbor.

The reception of a token by a root serves the first pending request, so the requesting site
that receives a token passes to the CS, and sends the token to its root after the CS is released.

To avoid the costly exchange of tokens between the roots, we use a judicious method that
allows us to send the tokens via the shortest path between the sending site and the receiving

site, thus minimizing the number of exchanged messages for each CS entry.

3. The logical structure

The idea of our algorithm is to divide the sites into groups. But, how to define these

groups?

There are several methods for dividing sites into groups, we can even obtain the groups
in a random way, but we risk having overloaded groups, which directly affects the fairness of

our algorithm.

For reasons of simplicity, and to ensure that all groups are well balanced, we gather the
site into groups according to their identities; our method is to form the groups in two steps to

obtain a logical structure consisting of static trees and a bidirectional ring.

Given a system composed of N sites numbered from 1 to N. The first step allows creating
static trees such that, for 1 <i <K, the site i is the root of a tree noted Tree;, and for the rest of
the sites: K+1, K+2,..., N, each site is added to a tree according to its identity using the

following method:

If i =1 mod K, this site belongs to Tree;
If i =2 mod K, this site belongs to Tree,

If i =3 mod K, this site belongs to Trees
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If i =K-1 mod K, this site belongs to Treek-:

If i =0 mod K, this site belongs to Treex
These trees have a static structure, and each site is linked directly to its root.

The second step consists in connecting the trees, for this purpose, only the K roots will be
connected by a bidirectional ring such that, for a site i, the left neighbor of this site is the site i-
1, and the right neighbor is the site i+1. (For sites 1 and K, we have: left neighbor of site 1 is

site K, and right neighbor of site K is site 1).
4. Proposal details

In this section, we present the local variables, the used messages, and the algorithm
procedures, some explanations are associated with the procedures to facilitate the understanding
of the code.

4.1. Data design

The local variables are not the same because there are two types of sites, roots, and regular

sites:

At a regular site i

e Status: Refers to the status of the site, this status can be Out, Requesting, or In CS.
e Root: The identity of the tree root containing this site.

At arooti

e Status: Refers to the status of the site, this status can be Out, Requesting, or In CS.

e Root: nil

e Left Neighbor: the identity of the left neighbor in the ring.

e Right_Neighbor: the identity of the right neighbor in the ring.

e Free_Tokens: an integer that represents the number of free tokens held by the root.

e Tokens_present: an integer that represents the number of tokens in the tree (free and
used).

e Requesters: a queue to store requests.

e Length: the length of the queue.

e Distance: a variable to calculate the distance between two sites in the ring.
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4.2. Initialization

At a regular site i belonging to Tree;:

e Status=Out.
e Root=]j.
Atarooti

e Status=Out.

e Root =nil.

e Free_Tokens=1.

e Present_Tokens=1.
e Requesters =nil.

e Length =0.

e Distance =0.

4.3. Proposal used messages

In this algorithm, six types of messages are used:

e Request (Token, i): Sent by site i to its root when requesting CS.

e Release (Token): Sent by site i to its root after the release of its SC.

e Agreement (Token): Sent by a root to a requesting site to authorize it to use the
requested critical resource.

e Request (Token, i): Sent by a root i to a neighbor in the tree to request an additional
token.

e Help (Token, i): Favorable response to a neighbor’s request, this message is sent from

one root to another.

4.4. Proposal procedures

Procedurel: Request CS

1: Begin

2: Status := Requesting;

3: Send Request (Token, i) to Root;
4: End;
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Procedure2: Receipt of Request (Token, j)

1: Begin

2: If Free_Tokens > 0 then

3: Send Agreement (Token) to j;
4: Free_Tokens:= Free_Tokens -1
5: Else

6: If Present_Tokens< Length then
7 Send Request (Token, i) to Right_Neighbour
8: End If

9: Requesters:= Requesters + {j}
10: Length:= Length+1

11: End If

12:  End

Procedure 3: Receipt of Request (Token, j)

1: Begin

2: If Free_Tokens > 0 then

3: Send Agreement (Token) to j;

4 Free Tokens:= Free_Tokens - 1;

5: else

6: If Present_Tokens< Lengthi then

7: Send Request (Token, i) to right_neighbor ;
8: else

9: Send Search (Token, i) to right_neighbor ;
10: end if ;

11 Requester := Requester + {j};

12 Length:= Lengthi + 1;

13: End if;

14: End;
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Procedure 4: Receipt of Search (Token, j)

1: Begin

2: If Free_Tokens_libres > 0 then

3: Use the shortest path (j);

4 Free_Tokens:=Free_Tokens - 1;

5: Present_Tokens:= Presents_Tokens - 1,
6: Else

7: Send Search (Token, j) to right_neighbor ;
8: End If;

9: End;

The root that receives a request from a site in the tree will grant this request by sending a
token if it holds free tokens. Otherwise, there are two situations: if the number of the present
tokens used in the tree allows satisfying the requests after a finite time, the root will wait for
the release of a token. If not, the root will request an additional token from a neighbor in the
ring by sending a request message, in both cases; the request will be added to the queue. The
Search message aims at minimizing the waiting time, instead of waiting for the release of a
token in this tree, we can search for a possible free token at the other roots to minimize the

waiting time.

When a root site receives a request from a neighbor, and it holds free tokens, it sends a
token to the requesting neighbor via the shortest path to minimize the number of exchanged
messages. If this site does not hold free tokens, but the number of tokens in the tree is sufficient
to satisfy all requests after a finite amount of time, then the request will be added to the queue.

If not, the site will simply propagate the request to its right neighbor.

Procedure 5: Use the shortest path(x: node)

1: Begin

2: Distance:=|i- x|

3: If Distance k / 2 then

4: Send Help (Token, j) to Right_Neighbor;
5: Else
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6: Send Help (Token, j) to Left_Neighbor;
7. End If ;

8: End;

Procedure 6: Receipt of Help (Token, j)

1: Begin

2: If 7 # ] then

3: Send Help (Token, j) to the appropriate neighbor
4: Else

5: Present_Tokens:= Present_Tokens +1;

6: If Length # 0 then

7 Token Received ();

8: Else

9: Free Tokens:= Free_Tokens +1;
10: End If;

11: End If;

12: End;

After sending a token to a neighbor, the token may pass through several sites before
reaching its destination; these sites may also be requesting sites, for this purpose it must be
ensured that each token must be used by its requester. The Help message designates the identity
of the requester, and the site receiving this message will compare its identity with the identity
of the requester in the message, in case the identities are different, the site must propagate the

token to the appropriate neighbor respecting the direction of sending.

Procedure 7: Receipt of Request (Token, j)

1 Begin

2: If Free_Tokens_ libres 0 then

3: Use the shortest path (j)

4. Free_Tokens:= Free_Tokens -1
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5: Present_Tokens:= Present_Tokens -1

6: Else

7 If Present_Tokens > Length then

8: Requester:= Requester + {j}

9: Length:= Length+1

10: Else

11: Send Request (Token, j) to Right_Neighbor
12: End If;

13: End If;

14: End,;

Procedure 8: Receipt of Agreement (Token)

1 Begin

2 Status:= In SC

3: Enter Critical Section
4 End;

Procedure 9: Release the CS

1 Start

2 Status= Out;

3: Send Liberation (Token) to Root;
4 End;

Procedure 10: Receipt of Release (Token)

1 Start

2 If Lengthi # 0 then

3: Token Received ()
4 Else
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5: Free_Tokens:= Free_Tokens +1

13

End If;
7 End;

Procedure 11: Token Received ()

1: Begin

2: Q:= the head of the queue ;

3 Delete the head of the queue ;

4 Lengthi:= Lengthi -1

5: If Q is a root site then

6 Use the shortest path (Q) ;

7 Present_Tokens:= Present_Tokens -1;
8 End If;

9 If Q is a site in the tree then

10: Send Agreement (Token) to Q
11: End If;

12: If Q=i then

13: Status:= In CS

14: Enter Critical Section

15: End If;

16:  End;

When a root receives a token from a neighbor or a site in the tree, it must update its local
variables. If the queue of requesting sites is not empty, then the oldest request in that queue

must be satisfied using the Received Token procedure. We distinguish three cases:

1. The head of the queue is a root, so the site has to send the token to the requesting site and

still has to update the two variables: Free Tokens and Present Tokens.

2. The head of the queue is a simple site in the tree, the root will send the token and update the

Free Tokens variable.

3. The requesting site is the root itself, this situation leads us to describe the behavior of a root
when it wants to enter CS, if it holds a free token, it goes directly to SC. if not, it must be

added to the queue to satisfy its request later.
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Procedure 12: Requesting CS by a root

1 Begin

2 If Free_Tokens> 0 then

3 Free_tokens:= Free_Tokens -1;
4 Status:= In SC ;

5: Enter Critical Section;

6 Else

7 If Present_Tokens< Lengthi then
8 Send Request (Token, i) to Right Neighbour
9 End If;

10: Requester:= Requester + {i}

11: Lengthi:= Lengthi+1

12: End If;

13: End;

Procedure 13: Releasing CS by a root

1 Begin

2 Status:= Out ;

3 If Length> 0 then

4 Q:= the head of the queue;

5: Delete the head of the queue;

6 Lengthi := Lengthi -1 ;

7 If Q is a root site then

8 Use the shortest path (Q) ;

9 Present_Tokens:= Present_Tokens -1 ;
10: Else

11: If Q is a regular site in the tree then
12: Send Agreement (Token) to Q
13: End If ;

14: Else

15: Free_Tokens:= Free_Tokens +1
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16: End If;
17: End;

5. Correctness proof

5.1. The K mutual exclusion

To prove that this algorithm ensures KME, we must ensure that at most K sites execute
the CS simultaneously: in algorithms using tokens, only the possession of a token allows a site
to execute the CS since we use K tokens in the algorithm, then at most K sites can enter the SC.

Therefore, K-EM is ensured.
5.2. Absence of deadlock

We will show the absence of interlocking by the absurd. It is assumed that the system is
in a deadlock situation; therefore there is a cycle of sites x1, x2, ..., xn such that x1 waits for a
token of x2, x2 waits for a token of x3, ..., and xn waits for a token of x1. In our algorithm, only
roots can request tokens via the ring, a root requests a token if it cannot satisfy its local requests,
before satisfying its requests, this root is not allowed to store new requests if this site receives
a request, it will propagate it to a neighbor, the cycle given above can never appear in our

algorithm. Therefore, the algorithm is deadlock-free.

5.3. Absence of starvation

A requesting site i will be added to the queue, all requests that arrive after this request
will be added to the end of the queue. Starvation will occur if these requests get a token before

site i, i.e. an unfair decision is made by the root.

In our algorithm, the root adds requests to the queue in order of arrival; the head of the
queue is always the oldest request. If a free token is available, the root will send it to the head
of the queue, the other requests must wait for the release of this token or the availability of

another one. In our algorithm sites do not suffer from starvation.
6. Message Complexity of the algorithm

The message complexity of an algorithm is the number of required messages for each
entry to the CS.
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We can distinguish two situations depending on the nature of the requesting site. If the
requesting site is a root and it holds a free token, it passes directly to the CS without any message
exchange, otherwise, it will wait for the release of a token in its tree if it exists, or in the worst
case will ask its neighbors for a token, the number of messages needed in this case is at most K
messages. For a regular site in a tree, SC entry requires a minimum of two messages: a request
message to its root, and the response message if the root holds a free token, otherwise, the root
must ask for an additional token where K messages are needed in the worst case, so a maximum

of k+2 messages will be exchanged to respond to a site's request.

In conclusion, our algorithm requires between 0 and k+2 messages per SC input. We were
able to express the complexity as a function of K and not N, which represents an interesting

improvement and a very acceptable complexity.
7. The fault tolerance mechanism

Despite its interesting performance, our proposed algorithm (that we call NFT algorithm)
was vulnerable to nodes failure and tokens loss. Therefore, we present a fault-tolerant version
of the algorithm aiming to solve node failure, especially the failure of nodes holding tokens that

causes the loss of the token.
The fault cases that may cause serious problems in our algorithm are as follows.

e The failure of a root: The local variables held in the root such as the requesting sites
queue, the number of free tokens, and used tokens in the group are necessary for the
proper functioning of the algorithm. If a root fails, all its variables will be lost, hence,

tokens will be lost and the requesting sites can never access their CS.

e The failure of a site holding a token: In this case, the token is lost, so the number of
tokens in the system decreases and will not reflect the correct number of resources, and
as a result, there will be lesser sites in CS than the available resources in the system.

This case affects the proper functioning of the algorithm.

e The failure of a requesting site: The identity of a requesting site is stored in the
requesting sites queue. When a free token is available, it will be sent to the first site in
the queue, and if this site is already crashed, then the token will be lost, and

consequently, we face the same problem as the failure of a site holding a token.
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The token loss is the common feature and the main disadvantage of the 2nd and the 3rd
case. So to ensure the well-functioning of the system we must use complex algorithms of
election to designate a site that will generate lost tokens. We aim in our algorithm to avoid the
use of such algorithms.

7.1. Basic idea of fault tolerance mechanism

The basic idea of the fault tolerance mechanism used in our fault-tolerant algorithm (that
we call FT Algorithm), is based on the duplication principle using the supervisor site which is
a particular site designated to play a specific role whenever a failure occurs. This principle is
used in many algorithms in the literature [Bou.92], [Yag.97b], and the results are very

interesting.

Since roots are very important to ensure the well-functioning of the algorithm, we have
appointed a supervisor to each root which is the site with the smallest identity in the group.

Each supervisor will keep a copy of all variables of its root and when the root’ s variables are

updated, the supervisor’ s variables must be updated as well.

In the case of a root failure, its supervisor would take its place, so the variables would not

be lost and the system continues to function properly.

Depending on the nature of the site, we can distinguish four cases of failure, in which

every case the algorithm must apply specific actions.

e The failure of a requesting site: The root removes the identity of the requesting site
from the queue and informs the supervisor.

e The failure of a site holding a token: The root generates a new token, updates its local
variables, and informs the supervisor.

e The failure of a supervisor: The root must choose a new supervisor; this new
supervisor must be informed by all the values of the root’ s local variables.

e The failure of a root: In this case, the supervisor must act as a root, first it must inform
the neighbors of the old root and the members of the group of its identity by sending a
particular message, second it chooses a new supervisor, and then updates its local
variables and informs the new supervisor.

In the fault-tolerant algorithm, we assume that:

e Message delays are bounded.

e Communication links are reliable and do not fail.
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e A site’s failure can be detected by the other nodes in the system.
e Failed sites may eventually recover.

e Aroot and its supervisor do not fail at the same time.

7.2. Data design

The likelihood failure of some roots or supervisors may set any site belongs to the group
as a candidate to play the role of a supervisor or a root, and for this reason, the site needs the
same variables of the lost root, but the difference lies in the initialization. The variables used at
each site will be the same variables of the root that have been mentioned in the NFT algorithm.
In addition to these variables, another two more variables are required:

e Supervisor: for a root, this variable contains the identity of the supervisor, for the
other sites, the value is nil.

e IN_CS: alist containing the identities of sites holding tokens in the same group (the
sites that are executing their CS). The usefulness of this variable appears in the cases
of failure when a site in the list fails it is detected by the root and a new token is

generated, and the identity of the failed site gets removed from the list.

7.3. Messages used by the algorithm

To update the supervisor’ s local variables, the root must send the new value of each
variable whenever it changes, so we can use a single message containing all the variables: the
left neighbor, the right neighbor, the number of free tokens, the present tokens in the group, the

requesting sites queue, and the sites’ list in CS.

Two problems may appear with the use of such a message. First, the size of the message
could be very large, especially when there is a large number of requesting sites, so the exchange
of this message would be difficult. Second, the frequency change of the different values in the
message is not the same, for example, the requesting queue must be updated with every new
request and the supervisor must be informed, however, the value of the variable left neighbor,

for example, could remain unchanged, thus it would be unnecessary to send it each time.

For this reason, we will use a distinct message for each variable.
Update_Left_neighbor (x): x is the identity of the left neighbor.

Update_right_neighbor (x): x is the identity of the right neighboring
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Update_free_tokens (x): replaces the old value of free token by x
Update_present_tokens (x): replaces the old value of present tokens by x
Update_requesting (Q): replaces the old requesting queue by Q
Update_In-CS (Q): replaces the old list by Q.

In addition to those messages, another message will be used when a supervisor takes the place
of its root:

e New_Root (i, j): sent by the supervisor j in the case of the failure of the root i. By this
message, the members of a group and the neighbors of the old root are informed that
the old root i has failed, and a new root j takes its place.

7.4. Correctness proof

Theorem 1. The algorithm guarantees K Mutual Exclusion.

Proof: To ensure KME we must ensure that at any given time K sites at most execute
simultaneously the CS. Since our algorithm is a token-based, thus only the possession of a token
allows a site to access the CS, and because we use K tokens in the algorithm the KME is granted.
However, a problem may arise if a token holding site fails, the token will be lost consequently,
and we end with at most K-1 sites in CS. To avoid this problem, in our algorithm when a token
is lost the leader will generate a new one and serves the next request, therefore, the algorithm
ensures the KME.

Theorem 2. The algorithm is starvation free.

Proof: Starvation may occur when a requesting site cannot access the CS in the presence
of free resources, while other sites would do. This situation may happen with the failure of a
leader, in such a case all the requesting sites belonging to the failed leader group will wait
indefinitely because of the loss of their queue, even in the existence of free resources in the
system. The fault tolerance mechanism used in our algorithm ensures that this situation would
never take place, because the supervisor keeps a copy of the queue, and whenever the leader

fails, the supervisor takes its place and serves all the requests in a finite time.
Theorem 3. The algorithm is deadlock-free.

Proof: The deadlock appears if there is a circular waiting chain between sites, which may

be caused by the failure of a token holding site. In our algorithm, the leader generates a token
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whenever it detects the failure of a token holding site in the belonged group, so the next request
in the queue will be served, and the circular waiting chain between sites may never occur. Thus,

the algorithm is deadlock-free.
7.5. Performance of FT algorithm

The fault tolerance mechanism of our algorithm overcomes the simultaneous failure of

several sites. It can tolerate:

e The fail of K sites holding the tokens simultaneously, in this case, the leaders can detect
the failure of these sites, so each leader will generate new tokens according to the
number of failing sites in its group, the identity of the failing sites will be removed from
the queue, and the supervisors will be informed.

e The fail of K supervisors at the same time, in this case, each leader will choose a new
supervisor among the sites in its group, the new supervisors will receive the values of
the local variables.

e The fail of K/2 non-adjacent leaders at the same time, the supervisors of the failing
leaders will take place; the failing leaders must not be adjacent to avoid the conflicts
that may occur when the supervisors take place of the failing leaders.

In all these cases, our algorithm ensures that the system does not cease to function
smoothly. Moreover, the lost tokens will be generated by the leaders, avoiding the use of
complex election algorithms to identify the site that will generate the lost tokens, our principle
makes easier this task and minimizes the number of exchanged messages while ensuring KME

and fault tolerance.
8. Simulation results

The performance of the NFT algorithm was shown in [T.al.08], the behavior of our
algorithm compared to Raymond's algorithm [Ray89], and Srimani and reddy algorithm

[Sri.92] is very interesting with a better message complexity.

In this section, we present the simulation results of the proposed FT algorithm. We
compared its behavior with that of the NFT algorithm by causing intentionally some faults in
the system. To create different scenarios, we varied one of the metrics each time: the number
of resources, and the number of requesting sites. The simulation compares the message

complexity and the waiting delay between the FT algorithm and the NFT algorithm.
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In Figure 7 we notice that the number of messages for each entrance to CS decreases with
the increase of the number of resources for both algorithms, however, the FT algorithm requires
more messages comparing with the NFT algorithm due to the exchange of messages between

new leaders and other sites when a fault occurs.

Number of messages
o N & o oo
3 =2

Number of resources

Figure 7. Number of messages versus number of resources
In Figure 8 the waiting time curve has the same direction of change with that of Figure 1
because the increase of the number of resources minimizes the load on leaders and thus requests
will be satisfied in a shorter time. We notice that the difference between the NFT curve and the
FT curve is not considered because the extra exchanged messages haven't an influence on the

waiting time.
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Figure 8. Waiting time versus number of resources
In Figure 9 we notice a slight increase in the number of messages with increasing of the
requesting nodes, for the same reason of the precedent curves, the FT algorithm requires a little

more exchanged messages. Curves in Figure 10 are practically identical.
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Figure 10. Waiting time against number of requests

In all figures, we notice that the FT algorithm has the same behavior with the NFT
algorithm despite a light inevitable difference in the messages number because of the necessary
exchange of information between the new leaders and the other sites in case of a fault. we
conclude that the fault tolerance mechanism that we use in our algorithm keeps the same
behavior and performance of the initial algorithm, the waiting time remains practically the
same, and the difference in the number of exchanged messages does not influence the

interesting performance of the algorithm.
9. Conclusion

In this chapter, we presented an efficient fault-tolerant K mutual exclusion algorithm in
distributed systems, the algorithm ensures the K mutual exclusion by using K tokens, and each

access to the critical section needs at most K+2 messages.

In our proposal, we used the supervisor mechanism to make the algorithm fault-tolerant,
this mechanism resists several nodes crashes and the loss of tokens as well; therefore, no

complex election algorithms are needed.
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The main contribution of this algorithm is the development of a fault-tolerant mechanism
that ensures the KME and overcomes the likelihood of token loss. Simulation results show that
message complexity between FT and NFT algorithms has no significant difference. However,
our study was only limited to token loss, thus the algorithm needs to be more improved to deal
with other fault types such as messages loss and communication link failure. These two

problems can be considered in future improvements.

In the next chapter, we will deal with the same problem in mobile ad hoc networks, and

a new fault-tolerant algorithm for such an environment will be presented.
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Chapter 5: A fault tolerant K mutual exclusion algorithm in mobile Ad hoc networks

1. Introduction

Nowadays, the development of wireless technologies offers new perspectives in the field
of computing. Wireless networks allow users to gain access to information independently of
time and place. Due to their many advantages, they gained major interest and increasing
popularity in both academic and industrial domains [Rap.96],[Pra. 17].

An Ad hoc network is a set of mobile hosts interconnected by a wireless medium, forming
a temporary network without any communications infrastructure support. The mobile ad hoc
networks concept assumes that all (or the majority) of the components in the environment are
mobile. Therefore, contrary to infrastructure-based networks, no centralized administration is
available; instead, mobile hosts themselves form the infrastructure of the network. Also, no
assumption or limitation is made regarding the size of the mobile ad hoc network, meaning that

the network can potentially contain hundreds of mobile units [Nas.04]

The absence of a centralized administration in ad hoc networks, and the possibility of
sharing resources between the various sites of the network, can jointly lead to incoherences due
to simultaneous access to the same resource from several locations, and so it becomes of utmost
importance to guarantee the exclusive access to this resource. This notion gave birth to the
mutual exclusion problem (MUTEX) in mobile ad hoc networks [Nas.04]. This problem can be
generalized to the K-mutual exclusion problem (K-MUTEX) when the system is endowed with

several copies of the same resource [Bul.95].

These two problems were adequately addressed in conventional distributed systems, and

the proposed algorithms can be classified into two main categories:

1. permission-based algorithms

2. token-based algorithms
Many algorithms of these two categories have been proposed [Ben.04], most of these solutions
ignore the possibility of site failures [Wal.97], [Wal.98], [Wal.01]. However, the assumption

that all nodes are safe from any kind of fault can lead to unexpected and unwanted situations.

The purpose of the proposed algorithms is to ensure the K-MUTEX through the exchange
of a reduced number of messages to avoid overloading the network and to reduce energy

consumption. Unfortunately, fault tolerance is rarely considered.

In this chapter, we propose a new algorithm to solve the K-MUTEX problem in mobile

ad hoc networks that supports fault tolerance [T.al.19]. Our solution takes advantage of the
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AODV routing protocol [Cha.04] to achieve a reduced exchange of messages between the
various mobile hosts whenever access to a critical resource takes place. Moreover, we extend
AODV control messages to carry both critical resource availability and fault tolerance

information.

After ensuring the distribution of token availability data on the fly (together with control
messages), our proposal offers a double-layer recovery strategy to face any kind of nodes
failure. Thus, our proposal (which we named NFK), is an AODV-based, fully distributed,
timely, and fault-tolerant K-ME solution for mobile ad hoc networks (MANETS).

2. Basic idea

In MANETS, all the applications that require communication between two hosts require
at first the establishment of a link between these two hosts. This is ensured by the routing
protocol of the network. The establishment of links is insured by the routing protocol at the
network layer, while the various applications, including those of the K-MUTEX, run at the

application layer.

For token-based K-MUTEX algorithms, the requester sends its demand to a single
particular site, or it sends its demand towards a set of sites and waits for the answer. In both
cases, a high number of message exchanges between sites will take place, leading to network
overload. Moreover, to ensure this communication, a valid path must be already established by

the routing protocol, which also requires message exchanges.

We notice that the use of the shared resource requires an exchange of messages in the
lower layer, and another exchange of messages in the upper layer as well. Thus, it quickly

becomes obvious that network overload may take place.

Our approach consists of reducing the number of exchanged messages for every CS entry,
and of exploiting the inevitable messages of the routing protocol to carry additional information

that ensures token exchanges between the various sites.

To solve the problem of the K-MUTEX, K tokens are used to satisfy the requests. These
tokens are initially held by K sites and can be exchanged between the various sites. Thus, at

any given time, every site can be in one of the following statuses:

1. the site holds a free token
2. the site uses a token

3. the site does not hold a token.
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Our idea consists of adding two fields in the routing table of each site to indicate the
presence and the usage of tokens. The first field is the Present_token field; it indicates that the
site holds a free token. The second field is the Used_token field, which indicates that the site

uses a token.

We rely on the AODV routing protocol because it is a reactive algorithm that allows
establishing a link between two network nodes by using the shortest path. To achieve this it

creates routing tables on demand, assuring that the information is always relevant.

The site holds a token, meaning that this information will be available in its routing table,
and by dint of the routing protocol, this information will be available in the routing tables of
the other sites.

When a site wishes to enter the CS, it updates its routing table, and it chooses the closest
site among the sites that hold tokens. This information is available in the routing table, and thus
a request will be directly sent towards this site without the need to perform a token search. The
site that receives the request answers favorably to this demand by returning the token. Upon
receiving the token, the requesting site allows it to access the CS. Notice that all necessary

updates are handled automatically by the routing protocol.

It is worth pointing out that the use of this method avoids additional message exchanges
because the information concerning tokens and their location is in general available for all the

sites in their routing tables.
3. Proposal details

The system consists of N sites numbered from 1 to N, and of K resources. To ensure the

K-MUTEX, we use K tokens that are initially held by the sites in a random manner.
3.1 Data design
Every node i in the system maintains the following local variables:

e Status: a variable that indicates the status of the site.

e Requesting: a Boolean variable indicating if the site asked a critical resource or not,
initialized at false.

e Token: a Boolean variable indicating if the site possesses a token or not; it is initialized

at True for the sites holding tokens, and at false for the other sites.
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e Next: a waiting queue that contains the identities of the requesting sites. This queue is
sent with the token to a requesting site to satisfy the other sites.

e AODV (X, Y): indicates both the fields which can be manipulated by our algorithm: X
indicates the free tokens, and Y indicates the used tokens.

In our algorithm, we use also the following messages:

e Request (Token, i): sent by the site i towards the site that holds a token.

e Agreement (Token, Queue): sent by the site which holds the token to a requesting site
to allow it to use the CS.

e Reject: sent by a former holder of the token to a requesting site to inform it that it does

not hold the token anymore.
3.2 Proposal functionalities
In this section, we present the code of the algorithm with the explanation of each procedure.

In Procedure 1, the requesting site sends its demand to the closest holder of a free
token, and waits for its reception to enter the CS.

Procedure 1 Requesting the CS

1 Requesting:= True;

2 if (AODVi_[i]_free token = 0) then

3 Holder := Find the adequate holder (AODVi);
4: Send Request (Token, i) to Holder;

5 end if

6 Wait for (Token = True);

7 Modification in the routing table AODVi (0,1);

8 < Enter the CS >

In addition, when a site receives an agreement message, it sets its local variable at true,

and updates the waiting queue. Procedure 2 summarizes this process.

Procedure 2 Reception of agreement (Token, Queue)

1: Token := True;

2: Next := Queue;

Using Procedure 3, if a site receives a request message, it is going to send the token

towards the requesting site if it does not use the resource. Otherwise, it puts the requesting site
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on hold. In case the site does not hold a token anymore, it is going to send a reject message to
the requesting site.

Procedure 3 Reception of request (Token, j)

if (AODVi_[i]_free_token = 1) then

Token := False;

Send Agreement (Token, Queue) to j;
Modification in the routing table AODVi (0,0);

1

2

3

4

5: else
6 if (AODVIi_[i]_present_token = 1) then
7 Next:= Next+ {j};

8 Queue:= Next;

9 else

10: Send Reject () to j;

11: end if

12: end if

Following Procedure 4 when a requesting site receives a reject message, it is going to

look for another adequate site holding a free token by consulting its routing table.

Procedure 4 Reception of Reject ()

1: Holder:= Find the adequate holder (AODVi);
2: Send Request (Token, i) to Holder

When a site releases the critical section, it sends the token with the waiting queue to the
first requesting site in that queue. If the waiting queue is empty, the token remains held by this

site. After that, an update of the routing table must be done as shown in Procedure 5.

Procedure 5 Release the CS

1: Requesting := False;

2 if (Not_empty (Next)) then
3: J := head(Next);

4 Next := Next — {j};
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5: Queue := Next;

6: Send Agreement (Token, Queue) to j;

7 Token:= False;

8: else

9: Modification in the routing table of AODVi (1,1);
10:  endif

In Procedure 6, the modification in the routing table concerns two variables: the existence
of a free token, and the existence of a present token, according to the values of X and Y.

Procedure 6 Modification in the routing table AODVi (X,Y)

1: AODVi_[i]_Free_token :=X;
2: AODVi_[i]_present_token := Y;

Procedure 7 presents the judicious manner that we use to find the closest token holder for

the requesting site.

Procedure 7: Find the adequate token holder(AODVi)

1: X:=Y,

2: forQ:=1toNdo

3: if (AODVi_[Q]_free_token = 1) then

4: Min := AODVi_[Q]_Distance;

5: if Min < X then

6: Holder:= Q;

7 X:= Min;

8: end if

9: end if

10:  end for

11: if (X =Y) then

12: forQ:=1toNdo

13: if (AODVi_[Q]_present_token = 1) then
14: Min:= AODVIi_[Q]_Distance;
15: if Min < X then
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16: Holder := Q;
17: X = Min;
18: end if

19: end if

20: end for

21:  endif

22:  Return (Holder);

5. K-MUTEX with fault tolerance

In Ad hoc networks, any site may crash at any time for several reasons. This site may
contain important information for the well-functioning of the system. In this case, this fault will
cause degradation to the functioning of the whole system. Thus, a fault tolerance mechanism is
needed to ensure that the system operates properly, even in the presence of faults. This is
achieved by choosing backup sites that may take action when some sites crash. In our algorithm,
the major problem is the loss of the token or the waiting queue. This loss is caused by the crash
of a site holding these two information elements, and so we must ensure that these two data

structures are not lost, and if they are lost, the system should be able to regenerate them.
5.1. Basic idea

In our proposal, a double-layer fault-tolerance mechanism is used to ensure that the
system continues to function normally when the sites holding important information crash. Our
idea consists in associating with every site holding a token another site called the safe site. This
safe site keeps a copy of the waiting queue, and it can even generate a new token when the site
holding the token crashes. This duplication allows the system to continue to work properly even
after a loss because the critical information to guarantee its functioning is not lost thanks to the
second copy held by the safe site. However, notice that the safe site is just another site, and so
it may itself crash at any time. This will cause the information held in it to be lost, the reason
why we add a second layer of recovery to avoid such situations. Hence, for every safe site, we
choose another site called the back-to-back site. This site keeps another copy of the waiting
queue, and it can act as a safe site when the former crashes. Thus, using our fault tolerance
mechanism, we have the site that holds the token and the waiting queue, and for this site, a safe
site is chosen, and a back-to-back site is chosen for every safe site. This way we can ensure that

important information will not be lost. The choice of these sites can be based on distance. The
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safe site and the back-to-back site must be the closest and most stable ones to minimize the
number of hops and to avoid packets loss in the network. Besides, the selected site should not
be used by another site holding token. Figure 11 illustrates the proposed message format

extension to ensure the fault-tolerance.
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Figure 11. Proposed message format extension related to the fault-tolerance

5.2 Fault situations
We can find several cases of faults in our system, where the fault can occur at:
e the token holder
e asafe site
e aback-to-back site
e Dboth a site holding a token and its safe site at the same time
e Dboth a site holding a token and a back-to-back site at the same time
e Dboth a safe site and its back-to-back site at the same time.

We will now discuss the actions that must be taken for every situation.
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5.2.1 A site holding a token

When a failure of a site holding a token is detected by its safe site, the latter must act as

a token-holding site by following these steps:
1. generate a new token
2. remove the identity of the failing site from the waiting queue

3. send the new token with a copy of the waiting queue to the first requesting site in the

queue

4. propagate the information to its back-to-back site.

Figure 12 illustrates the tolerance strategy when the fault occurs at the token holder level.

Situation at To Situation at Ti > To

Figure 12. Tolerance strategy when the fault occurs at the token holder site

5.2.2 A safe site

In this case, the back-to-back site becomes a safe site, and it chooses a new site to become
its back-to-back site. The latter will receive a copy of the waiting queue from its safe site, as

illustrated in Figure 13.
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Figure 13. The tolerance strategy when the fault occurs at the safe site

5.2.3 Back-to-back site

The safe site chooses a new back-to-back site, and sends a copy of the waiting site to it,

as illustrated in Figure 14.
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Figure 14. Tolerance strategy when the fault occurs at the back-to-back site level

5.2.4 A site holding a token and its safe site at the same time

The back-to-back site removes the identities of the failing sites from the queue if they are
present in it, generating a new token, and then sending the token with a copy of the waiting
queue to the first site in the queue. Figure 15 illustrates the tolerance strategy when the fault

occurs at both the token holder and its safe site at the same time.
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Figure 15. Tolerance strategy when the fault occurs at both the token holder and its safe site at the same time

5.2.5 Site holding a token and a back-to-back site at the same time

The safe site removes the identities of the failing sites from the queue if they exist in it,
generate a new token, and sending the token with a copy of the waiting queue to the first site in

the queue. Afterward, it selects a new back-to-back site.

Figure 16 illustrates the tolerance strategy when the fault occurs at both a site holding a

token and a back-to-back site at the same time.
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Figure 16. The tolerance strategy when the fault occurs at a site holding a token and a back-to-back site at the same time

5.2.6 A safe site and its back-to-back at the same time
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The site holding the token chooses a new safe site and sends a copy of the waiting queue
to it. The latter will choose a site as its back-to-back site and sends a copy of the waiting queue.

Figure 17 illustrates the tolerance strategy when the fault occurs at both a safe site and its

back-to-back site at the same time.
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Figure 17. The tolerance strategy when the fault occurs at a safe site and its back-to-back site at the same time

6. Performance evaluation

To evaluate our proposal we relied on the NS-2 simulator using the IEEE 802.11 standard
for communications. Simulations run during 300 seconds, during which mobile nodes move
with a variable speed ranging from 0 to 8 m/s, within a 1 km2 area using the Random Way

Point mobility model. Furthermore, randomly chosen K nodes hold tokens.

We evaluated the performance of our solution on different scenarios by varying: number
of requests, network density, communications range, and number of faults. Also, for every
scenario, we studied the amount of exchanged messages together with the generated delay. We
also compared the waiting time and number exchanged messages of our proposal NFK to those
obtained by CKM [Hag.11], we chose to compare with CKM mainly because it was evaluated

within the same environment like ours and using the same routing strategy.

Figure 18 presents the amount of exchanged messages concerning the number of requests
both with and without fault-tolerance mechanisms. The average number of messages is much

higher for the algorithm with fault tolerance because of the different updates required to
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implement the required tolerance. However, this double-layer system achieved a similar delay

despite the presence of faults, as illustrated in Figure 19.

—e— Without fault-tolerance strategy
—O— With fault-tolerance strategy

T T T T T T
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Average number of messages

Numbker of requests

Figure 18. Amount of exchanged messages with respect to the number of requests

Besides; in the first part, Figure 19 also depicts that the existence of failure had a positive
effect on certain sites, since if a token-holding site fails, the token is sent to the waiting
requesters and then, in the second phase, they experience higher waiting times than the
algorithm without tolerance, which is quite logical considering the time taken to resume
operation after failure. Furthermore, Figure 19 shows also that thanks to the efficient AODV-
based on-the-fly CS information sharing, our full proposal with fault tolerance takes almost the

same waiting time as CKM which does not consider any fault tolerance mechanism.
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Figure 19. Average waiting time to enter the CS of NFK compared to CKM
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We can see from the variation of the communications range in Figure 20 that the amount
of exchanged messages logically decreases when the communications range increases since, in
this situation, end-to-end communications require fewer hops. Whereas, the cluster-based
approach adopted by CKM without fault tolerance requires almost the same number of
messages only to ensure the K-MUTEX.
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Figure 20. Amount of messages exchanged of NFK compared to CKM

Furthermore, the existence of breakdowns has not affected the average waiting delay, as

illustrated in Figure 21, thanks to our efficient and fast double-layer recovery strategy.
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Figure 21. Average waiting time to enter the CS with respect to the communications range

Figure 22 shows an increasing behavior in terms of the number of exchanged messages

concerning the number of sites because of the number of updates to each failure.
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However, the waiting time for the fault tolerance algorithm also increases due to the
immediate regeneration after a token holder site fails (see Figure 23). This occurs because the

duration of the critical section is the most influential parameter in the waiting time.
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Figure 22. Amount of exchanged messages with respect to network density
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Figure 23. Average waiting time to enter the CS with respect to network density

In Figure 24, the unstable behavior of the curves has a direct relationship with the number
of fails of sites acting as token holders, safe or back-to-back. Hence, the wait time is logically
higher for the algorithm providing fault tolerance (see Figure 25). Also notice that, since we
randomly generated the identities of the nodes where faults occur, multiple token holders can

breakdown at the same time.
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Figure 24. Amount of exchanged messages with respect to the number of resources
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Figure 25. Average waiting time to enter the CS with respect of the number of resources

From both Figures 26 and 27, we can see that the number of messages and the waiting
time increase logically when increasing the number of faults due to the different fault-tolerance

updates. However, our proposal can sustain low delays (<0.4 seconds in the worst case).
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Figure 26. Amount of exchanged messages in respect of the number of faults
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Figure 27. Average waiting time to enter the CS with respect to the number of faults

7. Conclusion

In this chapter, we presented a new K-MUTEX algorithm for mobile ad hoc networks.

We used a new method that can be considered as an innovation in this domain. In
particular, our method integrates the information concerning the availability of tokens in the

routing tables to minimize the number of exchanged messages.

We used a fault-tolerant mechanism based on the duplication of information to resist
token losses in our system. This dual-layer mechanism overcomes token loss and permits the

well-functioning of the system even when several sites fail at the same time.

Our study of fault tolerance was limited to the token loss. Other situations of failure
include message losses and links failures caused by the network partitioning. These issues will
be addressed in future works. Simulation results show that our algorithm guarantees the
accesses to the CS while exchanging a reduced number of messages, and introducing a very

short waiting time.
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Conclusion and perspectives

Distributed systems and Mobile Ad hoc networks have proved their place and importance
in today’s world, and the problems associated with these systems remain topical, in particular

the problem of mutual exclusion and K-mutual exclusion.

In this thesis, we have presented these problems in detail; we started with the simple
mutual exclusion problem, detailing the categories of proposed solutions, as well as the most
referenced algorithms. We also presented the problem of K mutual exclusion, while explaining

the most cited algorithms.

We also presented the concept of dependability in computer systems and explained the
different methods used to ensure it, especially fault tolerance.

The study of these problems and their solutions allowed us to identify the shortcomings
in the algorithms already proposed in the literature, thus, to propose new and more efficient

solutions.

We first have proposed a new solution to the K mutual exclusion distributed systems; this
algorithm is toke based, and combines two different logical structures to minimize the number

of exchanged messages for each entry to the CS.

The complexity of our algorithm depends on K instead of n, and the number of exchanged

messages per SC input varies between 0 and K+2, which represents an interesting complexity.

This algorithm has been enhanced with a fault tolerance mechanism that allows the
system to continue to operate even if several sites in the system stop working for one reason or

another.

We then proposed and simulated a new K-mutual exclusion algorithm in mobile Ad-hoc
networks. The principle of this algorithm is new and consists of integrating additional
information in the messages used by the AODV routing protocol to minimize the high message

exchange for each CS entry.

The algorithm was then improved by the addition of a new fault tolerance mechanism,

and the simulation gave very acceptable results.

This work has allowed us to study and understand the problem of resource sharing in
distributed systems and Manets. Moreover, to have an idea about fault tolerance and the

advantages it offers for distributed systems.
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Conclusion and perspectives

The interesting results obtained with our algorithms encourage us to exploit their

principles in other fields, for this purpose, we will propose the following perspectives:

e Use other routing protocols and make a comparison to get the best possible method in
the NFK algorithm.

e Use coteries as a method of partitioning the network and make a comparison with the
method used in the FT and NFT algorithm.

e Adapt the operating principles of our algorithms in other systems such as Vanets and

Fanets.
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