
PEOPLE’S DEMOCRATIC REPUBLIC OF ALGERIA

MINISTRY OF HIGHER EDUCATION AND SCIENTIFIC RESEARCH

UNIVERSITY AMAR TELIDJI OF LAGHOUAT

FACULTY OF SCIENCES

DEPARTMENT OF COMPUTER SCIENCE

On Caches Management in NDN using
Data Mining techniques

Thesis submitted in partial fulfillment of the requirements for the degree of

Doctor of Philosophy in Computer Science (LMD)

Abdelkader Tayeb HEROUALA

Jury members

Mr. Mohamed Bachir YAGOUBI Professor UAT Laghouat President

Mr. Younes GUELLOUMA MCA UAT Laghouat Examiner

Mr. Amine KHALDI MCA UKM Ouargla Examiner

Mr. Akram Zine Eddine BOUKHAMLA MCA UKM Ouargla Examiner

Mr. Benameur ZIANI MCA UAT Laghouat Advisor

Mr. Chaker Abdelaziz KERRACHE MCA UAT Laghouat Co-Advisor

16 June 2022





I would like to dedicate this thesis to my loving parents, sisters and my friends.





Acknowledgements

Many thanks to Allah, the Most Exalted, the Most Merciful, for his help in the realization of

this work, and for providing me with the people who have played an important role in the

success of this thesis.

Thanks to my Advisors, Mr. Ziani Benameur and Mr. Kerrache Chaker Abdelaziz, for

everything they offered to ensure the success of this thesis through their advice, their good

supervision and their patience.

I thank Professor Lagraa Nasredine and Professor Tahari Abdou el Karim, the people

behind the scenes from whom I learned a lot and who due to their efforts made possible the

success of this thesis.

I thank the members of the jury of this thesis for their great work to correct all the errors

and distortions of this thesis to make it better.

I would like to thank each of Khamloul Fakhredin, Mohamed Aliane, Mohamed Fadla,

and Adel Allal for the wonderful moments we spent together during this period and for the

many things I learned from them within and outside of this work.

A special thanks to my mother, father and sisters who always supported me in the most

difficult moments and who are the main reason that pushed me to the success of this thesis.

Finally, I thank all the professors who have been teaching me at the University Amar

Telidji Laghouat as well as at other previous levels, which are also the reason behind my

ability to reach this advanced level.





Abstract

Named Data Network (NDN) is one of the most promising proposals as a future Internet

architecture, which addresses the current Internet problems. NDN moves from the current

host-centric TCP/IP architecture to a content-centric architecture by replacing IP addresses

with content names and supporting network caching.

NDN caching make content distribution becomes more efficient as it reduces delays

and network strain. Various caching strategies have been proposed to cache only important

data to increase network performance. Most of the proposed strategies have considered the

frequency of the requested data as a very important factor for data caching. Although this

factor gives good results, the frequency of data names can cause many problems, because the

number of content names searched is huge and varies rapidly. Similarly, considering caching

based on the popularity of the requested data may not be an adequate option in all cases,

especially in some limited networks, where most of the data consumed by users is not useful

for the owners of these networks. In this case, these communities will not benefit from the

use of NDNs because most of the cached data will not be useful to reduce the pressure on

their servers or to reduce the access time to their data

The CaDaCa strategy is proposed as a solution to identify data of importance in the

network and to avoid calculating the popularity of data names. This solution aims to analyze

the data categories by classifying the data names using a machine learning technique. Then,

based on the data classification, two new caching strategies are proposed. Both strategies

performed well against the compared strategies. Similarly, the problem of limited networks

was addressed by proposing the RADC strategy. This strategy is based on resource allocation

by classifying the data according to a machine learning model using the Naïve Bayes method.

Then, based on the frequency of requests in each category, an adaptive resource allocation

strategy based on the Lagrangian utility function was proposed. From the obtained results,

we can say that this strategy can be a powerful tool for administrators to manage the trade-off

between efficiency and user satisfaction.



Keywords: Information centric networks, Named data networks, Caching in NDN,

Placement strategies, Replacement strategies, Data categorization, Resources allocation in

NDN, Machine learning.



Résumé

Les Réseau de données nommé (NDN) est l’une des propositions les plus prometteuses en

tant que future architecture de l’Internet. Le NDN passe de l’architecture actuelle TCP/IP

centrée sur l’hôte à une architecture centrée sur le contenu en remplaçant les adresses IP par

des noms de contenu et en prenant en charge la mise en cache du réseau.

En exploitant la mise en cache dans l’NDN, la diffusion du contenu devient plus efficace

car elle réduit le délai et la pression sur le réseau. Diverses stratégies de mise en cache

ont été proposées dans le but de mettre en cache uniquement les données importantes afin

d’augmenter les performances du réseau. La plupart des stratégies proposées ont pris en

compte la fréquence des données demandées comme un facteur très important pour la mise

en cache des données. Bien que ce facteur donne de bons résultats, la fréquence des noms de

données peut poser de nombreux problèmes, car le nombre des noms de contenu recherchés

est énorme et varie rapidement. De même, prendre en compte la mise en cache sur la base

de la popularité des données demandées peut ne pas être une option adéquate dans tous

les cas, en particulier dans certains réseaux limités, où la plupart des données consommées

par les utilisateurs ne sont pas utiles pour les propriétaires de ces réseaux. Dans ce cas,

ces communautés ne bénéficieront pas de l’utilisation de l’NDN car la plupart des données

mises en cache ne seront pas utiles pour réduire la pression sur leurs propres serveurs ni pour

réduire le temps d’accès à leurs propres données.

La stratégie CADACA est proposée comme solution pour identifier les données d’importance

dans le réseau et pour éviter de calculer la popularité des noms de données. Cette solution

vise a analysé les catégories de données en classifiant les noms de données à l’aide d’une

technique d’apprentissage automatique. Ensuite, sur la base de la classification des données,

deux nouvelles stratégies de mise en cache ont été proposées. Les deux stratégies ont donné

de bons résultats par rapport aux autres stratégies utilisées pour la comparaison. De même, le

problème des réseaux limités a été abordé en proposant la stratégie RADC. Cette stratégie est

basée sur l’allocation des ressources en classant les données selon un modèle d’apprentissage



automatique utilisant la méthode Naïve Bayes. Ensuite, en fonction de la fréquence des

demandes dans chaque catégorie, une stratégie d’allocation adaptative des ressources basée

sur la méthode de Lagrange a été proposée. D’après les résultats obtenus, nous pouvons

dire que cette stratégie peut être un outil puissant pour les administrateurs afin de gérer le

compromis entre l’efficacité et la satisfaction des utilisateurs.

Mots clés: Réseaux orienté contenu, Réseau de données nommé, La mise en cache

dans NDN, Strategies de placement dans NDN, Strategies de remplacement dans NDN,

Apprentissage automatique.
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Chapter 1

Introduction

1.1 Motivation

The internet was originally developed in the context of military experiments in the 60s and 70s

with the objective of accessing a particular target that shares a predefined resource based on

an IP address [1]. The main idea on which the Internet was founded is the telephone, because

at that time, the telephone was the only example of successful and efficient communication

on a world scale [2].

Today the Internet has experienced a huge progress due to several factors, which include

the performance, availability and the ability to easily purchase mobile equipment (e.g., smart

phones and tablets), which has resulted in more than 4.02 billion users of the Internet today

[3]. The progress in digital coding can be considered as another factor because it made

possible to transform text and the most complex objects such as videos and images into bit

strings. For example, according to statistics, YouTube recorded 5 billion videos watched in a

single day [4]. As well as NETFLIX counts 100 million hours of videos are viewed in one

day [5]. In addition, the evolution of the web has allowed users to easily discover, consume

and create content, so exabytes of new content are produced and distributed every year. For

example, Google has already indexed one trillion web pages [6]. Social networks are also

among the factors that increased the Internet’s ability by facilitating social relationships in

the digital world. For example, Facebook has about 2.912 billion monthly active users in

January 2022 [7].

The enormous growth in the number of Internet users and the amount of data consumed

will not be limited to this point but will still increase. According to Cisco’s annual report [8],
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the percentage of people who will be able to connect to the Internet will be 66% of the total

number of the world’s population in 2023. In addition, the number of devices connected to

the IP network will be three times the current number (29.3 billion devices in 2023). Despite

the great success achieved by the current network, the developments it faces today present

several challenges, including security, mobility, scalability and quality of service [9, 10].

Today, IP is widely used in data distribution, while its origin comes from point-to-point

communication. In addition, it is known that the IP address design requires that a host set an

IP address to be identified during the TCP connection, which can be a problem with mobile

devices. This is because every time these hosts move from one location to another, they need

to be re-identified to connect, which can be a huge burden on the current network, especially

when taking into account the huge increase in mobile device users in the future. In addition,

the characteristics of IP datagrams allow only the endpoints of the connection to be specified

(source and destination IP addresses). So, several similar objects are sent over the Internet,

which results in additional delay as each time a user sends a request, it must go to the server.

Moreover, the fact of reaching the server each time to retrieve the data puts a huge demand

on these servers and creates uncontrollable congestion.

Although there are many solutions to address the current needs of the Internet, such as

mobileIP [11], Content Distribution Networks (CDNs) [12], Peer to Peer (P2P) [13], etc.

These solutions are only temporary mechanisms to address the current problems [14], as

they are still based on the original host-to-host communication model [15, 16]. Today’s

Internet needs a new architecture that fits the current situation of the Internet, not just

temporary solutions that will face the same problems. The Internet should now focus more

on information and content rather than remaining in the host-to-host communication concept.

To overcome the challenges of the current Internet architecture, many researches and

projects have been proposed under the name of Information Centric Network (ICN) as

future Internet architecture [1]. Some of the most famous of such projects are the TRIAD

architecture [17], Internet Publish/Subscribe Routing Paradigm (PSRIP) [18], Network Infor-

mation (NetInf), the Data-Oriented Network Architecture (DONA) [19], eXpressive Internet

Architecture (XIA) [20] and MobilityFirst [21]. Similarly, the U.S. research community has

also initiated a number of ICN-based projects, including Content-Centric Networking (CCN)

[22] and Named Data Networking (NDN) [23]. The common feature of these architectures is

that they focus on the content rather than the location of the information, by substituting the
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IP address with the name of the content as a fundamental solution to the current problems of

the Internet.

Named Data Networking is one of the most promising candidates for future Internet

architecture [24, 25]. This project is funded by the U.S. National Science Foundation under

the Future Internet Architecture program [23]. The intuition behind NDN is that users are

generally interested in the content itself without having to care about the physical location of

the data. Therefore, NDN is characterized by accessing content by its name rather than its

address, which is more appropriate to the current Internet usage practices. Content names in

NDN are structured hierarchically like URLs. For example, a video of a computer science

lecture produced by the University Amar Telidji of Laghouat (UATL) might take the form

/uatl/cs/network/videos/ndn.mpg. Another key feature of NDN is in-network caching, where

content is decoupled from its physical location and dispersed geographically in order to be

closer to the users. All communications are performed using interest and data packets where

the names of the data (or content) replace the addresses of the hosts. To retrieve data, the

consumer first send an Interest packet with the name of the desired data. When a router

(or node) receives the Interest packet, it checks the Pending Interest Table (PIT). If there

is an old request with the same name, it adds the interface of the new request and waits to

receive the requested data. Otherwise, the interest will be added to the PIT and then it will

be forwarded to the next node according the Forwarding Information Base (FIB). Along the

routing path, the router that has a copy of the requested data will respond with a data packet

that is forwarded in the reverse path of the interest packet to the consumer. In addition, when

the router receives the data packet, it caches a copy of the data in the Content Store (CS)

table to satisfy future interests. Obviously, caching in the NDN can significantly reduce data

traffic since data with the same names of interest can be satisfied at the nearest nodes.

Since the cache size is still very limited compared to the amount of data consumed by

users, and the data is not of equal importance, cache management in NDN is a very important

topic given its advantages in reducing network bandwidth, congestion, and server workload

[26, 27].

1.2 Problem statement

Caching in NDN is a hot topic that attracts the attention of many researchers and companies.

Today, NDN outlines many different caching strategies with the same objective: to identify
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the most useful content among all requested content that would be suitable for caching to

generate maximum subsequent responses and thus optimize the overall network performance.

Strategies that consider the popularity of user-requested content as an important factor in the

data caching decision are among the most successful strategies. Despite their importance, the

popularity based strategies still suffers from several limitations and challenges. A common

limitation of these methods is the calculation of content popularity based on the full name

of the data. Due to the length and the unlimited number of content names, each node in

the network will calculate the content popularity with taking into account a huge number

of content names. Moreover, the rapid variation in content popularity at the node level

requires recalculating its popularity each time, which leads to an imbalance in the decision

to predict the important data for preservation and adds a significant load on the available

processing resources at each node. Consequently, this can introduce undesirable delays in

the quality of service. In addition, user requests typically share common hierarchies where

many content names are associated with the same topic of interest (e.g., sports, games...etc).

Such information is not leveraged by current solutions, which can have a significant impact

on predicting future requests accurately and provide better results in caching strategies.

Apart from these considerations, it is not always useful to suggest data caching strategies

from the perspective of user satisfaction (the data popularity calculation). Specifically, in

some workplaces such as universities or enterprises where the most data consumption that

satisfies the users has no relevance regarding the direction of these networks. Therefore,

places suffering from this problem will have less benefit from using NDN. For example,

the study that was conducted on the data consumed from the University of Amar Telidji of

Laghouat during one week in 2006, showed that only 4% of the consumed data belong to the

university compared to the overall consumption. In this case, with using the current NDN

strategies, the university-related data will take more delay to be consumed compared to the

data that are not necessary for the university network. In addition, the load on the university’s

server will not decrease significantly and when the server is down, it can be expected that

the majority of the cached data will not match its server. Therefore, finding better and more

intelligent caching strategies is essential to address these challenges.
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1.3 Thesis objectives

The overall goal of the current thesis is to study caching in NDN as an important factor in the

development of network efficiency by offering solutions to some of the challenges still faced

by current caching strategies. To this end, this thesis will attempt to achieve the following

objectives.

As a first objective, we will address the investigation of the basic characteristics and

structures of NDN, with consideration of the most important caching strategies in NDN, and

their classification according to the most significant features that distinguish each of these

strategies. The goal is to gain a deeper understanding of the NDN architecture, as well as the

characteristics and challenges that caching strategies still face.

As a second objective, we aim to analyze the popularity of the consumed data categories

and how could be used in caching strategies, since we believe that the data categories provide

more general and accurate insight regarding the consumers’ interests, which can be a better

solution for predicting future traffic and improving data placement and replacement decisions

in NDN. Therefore, we see that the best way to achieve this is to study the categories of

content names, where names in NDN are considered as a rich source of knowledge due

to their structural hierarchy and readability. Moreover, names in NDNs have almost the

same structural format as URLs, which allows us to adapt and exploit URL classification

techniques in this domain. Specifically, the use of machine learning techniques that are

making great progress in URL classification and have been successfully used to improve the

performance of systems in various research domains.

As a final objective of this thesis, we will attempt to find a solution to limited networks

that suffer from the trade-off problem between user satisfaction and resource efficiency by

combining an efficient model that classifies the consumed data and a function that maximizes

the utility of both types of these data.

1.4 Thesis organization

This thesis is organized in the following chapter bellow:

Chapter Two, provides a brief overview of the NDN architecture, including its important

features and structures.

Chapter Three, a review of the existing literature on cache management strategies is done

to classify and extract the most important characteristics of these strategies.
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Chapter Four, presents the basic concepts of data mining and focuses mainly on the

techniques used to solve the addressed problems. In this chapter, we present two techniques,

where the first one is related to automatic data classification by the Multinomial Naïve Bayes

method and the second one is related to the Lagrange optimization method. The purpose

of this chapter is to give an overview of the techniques used and to introduce the concepts

necessary for the next chapters of this work.

Chapter Five, try to explore the role of data categorization in enhancing the cache

mechanisms in NDN. We present a new caching strategy called CaDaCa (Categorized Data

for Caching), where popular requests are categorized using a machine learning technique

enabling in-depth knowledge about users’ behavior, which can be valuable in creating a more

powerful caching mechanism. The performance of the proposed approach is evaluated using

a real-world data-set extracted from browsing history and compared to other well-known

strategies in the literature.

Chapter Six, addresses the fundamental problem of the trade-off between resource

efficiency and user satisfaction in the limited environments of Named Data Networks. The

proposed strategy is named RADC (Resource Allocation based Data Classification), which

aims at managing the trade-off by controlling the systems fairness index. To this end,

a machine learning technique based on Multinomial Naive Bayes is used to classify the

received contents. Then, an adaptive resource allocation strategy based on the Lagrange

utility function is proposed. To cache the received content, adequate content placement, and

replacement mechanism is applied.

Chapter Seven, concludes the study by giving a summary of the research, contributions,

and explore suggestions for future research direction.
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NDN Overview

2.1 Introduction

The Internet was originally conceived for the interconnection of a few remote hosts, where

each characterized by an IP address. This conception is due to several factors, of which the

telephone was the only example of successful communication on a world-scale, alongside

the availability and cost of the devices, who were initially very expensive. With the rapid

growth of the Internet, its main use has experienced an important evolution where the interest

of the users has passed from the search of a specific address to obtain information to a direct

interest in the information itself. This new scenario motivated the development of the ICN

approach [15, 28, 29], which aims to natively support the change in Internet usage in term

"what" data they want rather than "where" it is located. The main idea of this approach is to

consider the name of content as the central element of the network, by replacing IP addresses

with names that identify the content directly. The principle for obtaining content in this

concept level is that a requester expresses interest in the content by specifying its name. The

network then routes the request to the best source with a copy and returns the content to the

requester in the reverse path [30].

This chapter presents the limit of the current internet. After that motivations and basic

concepts about the ICN architecture with the most known projects under this architecture are

presented. Afterward, the chapter is focuses on the characteristics and basic structure of the

Named Data Networking architecture [31] which is the main topic of this thesis. The reason

for choosing this architecture because it covers all the naming, routing and security trends of

the ICN approach and forms the basis of our contributions.
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2.2 The limits of the current Internet

Even though it has become an indispensable form of communication in our daily lives, the

current Internet faces many challenges in its ability to satisfy the increased needs in terms of

content distribution, mobility and security.

2.2.1 Content distribution problem

With the emergence of mobile devices and the high debit of internet access, it has experienced

rapid development in the distribution of large amounts of content to consumers [32]. Accord-

ing to Cisco’s annual report [8], the percentage of people who will be able to connect to the

Internet will reach 66% of the total number of the world’s population in 2023. In addition,

the number of devices connected to the IP network will be three times the current number,

with 29.3 billion devices in 2023. To meet the increasing demand for content, solutions

such as Content Delivery Networks [12] and Peer to Peer networks [13] have been proposed.

These solutions have contributed to the improvement of content distribution based on caching

in the network [33]. However, they remain partial solution because it is fixed to a specific

application or provider and cannot operate over IP. In addition, these solutions have some

limitations [34].

These limitations include the difficulty of choosing the best P2P node to distribute content,

which results in expensive traffic between providers [35]. Also, CDNs just handle specific

types of traffic depending on the application, as well as CDN caches are located on specific

servers and only keep the data of the owning content provider [17].

2.2.2 Mobility problem

The issue of mobility is also part of the problem with the current Internet. Indeed, IP

addresses play at the same time the role of locator and identifier [36]. In the case where

a host changes its location, a change in the IP address will also imply and they need to be

re-identified to connect. This will result in the interruption of connectivity. Several proposals

have been made to overcome this problem. However, they do not provide radical solutions.

Some of these proposals rely on the use of another IP address that requires a major change in

the naming approach (e.g., MobileIP) [37].
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2.2.3 The security problem

The purpose of the Internet, in the beginning was to ensure the interconnection of a couple of

trusted remote hosts. But with the current development, the Internet has also experienced

many security problems and attacks [38]. Despite the proposed solutions that aim to secure

specific protocols, their composition does not necessarily guarantee a secured system [39].

Similarly, security solutions under the IP network, link the security of a content to the

reliability of the host that stores it [29]. Indeed, a user who stores content that has been

previously retrieved from the original source cannot be sure that this content has not been

modified by malware. In addition, users interested in the same content can only get it directly

from the original source by establishing a secure connection, which adds a huge load to the

servers and the network.

2.3 Motivations and basic concepts of ICN architecture

The major development in the use of the Internet has had several problems among which the

previously mentioned ones in the previous subsection. In this context, the idea of developing

a new architecture of Information-centric networks is proposed as a radical solution that fits

with the current internet development. This approach focuses on the distribution of content

independently of the hosts who store it. It considers the named content as a central element of

the network and natively supports caching in the network. As a result, a copy of a requested

content can be retrieved from the nearest router in the network rather than from its original

source. Such properties allow for more efficient content distribution. Moreover, since the

content names play the role of the identifier and are independent of the content locators,

mobility is no longer a problem. Finally, to address security issues, the ICN proposes a

content-oriented model, based essentially on the integration of cryptographic mechanisms on

the content and an adequate naming system [40].

2.3.1 Basic concepts of ICN and proposed architectures

The ICN architecture has a set of concepts that are common to all projects that were proposed

under this name. The basic concepts of this approach are naming, routing, caching and

security.
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Naming

Names in ICN are critical since they represent the fundamental core for all network operations.

These names are used in all aspects of the network, from content identification and caching

to content routing and distribution.

Two types of naming were proposed [41]. The first one proposes hierarchical and

comprehensible names [42]. These names have a readable hierarchical structure similar

to URLs’, which repeat information related to the nature of the content itself and allow

consumers to use them directly. The second type of naming approach proposes self-certifying

and flat names [40, 19]. In this approach, cryptographic mechanisms are included in the

names to allow the assurance and integrity of the contents.

Caching

The main purpose of caching is to allow the temporary placement of content in a particular

space for subsequent utilization.

In ICN, each node in the network has a cache that significantly improves the network

performance by allowing retrieval of a copy of the requested content from a geographically

closer node to the requester [43]. In ICN we can find two types of caching approaches:

on-path and off-path caching. On-path caching allows content to be retrieved from nodes

located only on the transmission path, while off-path caching allows any available copy in

the network to be used [28].

Routing and Forwarding

The ICN approach is primarily name-based for routing consumer interests and content in two

phases: (1) routing the request toward a copy of the requested content and (2) routing the

requested content toward its consumer. We can find two main approaches for routing packets

in ICN.

The first approach uses a Name Resolution System (NRS) that keeps track of the connec-

tions between names and locations of content in the network [44]. Here, a consumer’s request

goes through three phases until the requested content arrives. The first phase corresponds to

the routing of the content request to the NRS that translates the name of the request to the

location of the nodes that maintain a copy of the same requested content. The second phase
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corresponds to the request routing to the indicated node. The third phase involves routing the

requested content to the consumer.

For the second routing approach, no name resolution is performed since the consumer’s

requests in this case are directly routed to one or more content sources using just the name.

Once the node receives the request and possesses a copy of the requested content, that content

is routed directly to the consumer via the reverse path [44].

Routing using NRS has the advantage of providing the locators of all available copies

of the content on the path or off the path. In contrast, direct name-based routing has the

advantage of eliminating the name resolution step which reduces overall latency and simplifies

routing operations [45]. In addition, using hierarchical names for routing enables route

aggregation which also improves the scalability of routing (e.g., NDN uses this technique).

Security

The ICN design enables a requested content to be satisfied by any node in the network owning

that copy. Consequently, security in ICN is linked to the content and not to a specific host or

storage location. Thus, ICN proposes a content-oriented security model that integrates the

security aspects into the content itself [46–48].

Thus, through what we have discussed about the features of the ICN and the current

Internet, we can summarize the most important differences between them in Table 2.1.

Table 2.1 Comparison between Internet based IP and ICN

Design Internet based IP Inernet based ICN

Naming Related to the location of the host Related content which is not related to its location

Caching In dedicated servers At any node in the network

Routing From host to host using IP addresses Between a requester and any node in the network that has a
copy of the content.

Security Ensuring the security of communication channels between
hosts

Securing the content itself

2.3.2 The most famous architectures proposed under the name of ICN

Several efforts have been deployed to propose a data-centric model as a radical solution to

the current Internet problem. These proposals have subsequently been commonly referred to

as ICN architectures since they all share major common features and differ in minor design

choices as previously discussed. For this reason, we are not going to discuss extensively all
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the architectures since it is not the main focus of this thesis, but we will mainly concentrate

on the NDN as our work will be based on the notions and terminologies of this architecture.

The notion of networking content objects was first proposed in 2000 with an architecture

called TRIAD [17]. TRIAD introduced the concept of identifying endpoints by unique

names and defined a content layer that provides routing and caching of content [49]. Another

architecture called the Data-Oriented Network Architecture (DONA) [19], has also been

proposed. This architecture is based on the publish-subscribe paradigm, where content

owners publish content objects and recipients can then subscribe to any published content

that interests them. In particular, content producers and enabled caching nodes can serve data

by registering against resolution managers. The difference between DONA and TRIAD is

that DONA uses flat, self-certified names to identify content rather than hierarchical names.

Inspired by the DONA routing paradigm, Internet Publish-Subscribe was proposed next. In

PSIRP, content objects are named by Rendez-vous identifiers [18]. The Network Information

(NetInf) architecture is also another information-centric network architecture [50]. In NetInf,

data sources publish the content they have by registering name/locator bindings with a name

resolution service. In this case, the consumer sends its request to the NRS, and the NRS

responds with a set of locators where the data can be found. Similarly, an architecture

called eXpressive Internet Architecture (XIA) has been developed [20]. This architecture

makes a self-certification for the identification of content objects, hosts and services, then

an expressive Internet protocol is designed to support the communication between the three

aforementioned components. MobilityFirst [21] is also an information-centric architecture

that aims to address the need for mobility support. This Architecture uses self-certified names

and makes use of a name resolution and global routing service to locate and route content.

Finally, an architecture called Content-Centric Networking has also been proposed [22], one

of its realizations being NDN. Since the NDN architecture [23] is arguably the most popular

and promising ICN implementation for a future Internet architecture, in the next section we

focus on the details of this approach and it is characteristic.

2.4 Named Data Networking : NDN

Named Data Networking is a promising architecture that was proposed by Van Jacobson in

2010 [42]. This architecture was initially proposed in 2006 also by Jacobson under the name
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CCN [51]. Afterward, this project was funded by U.S. National Science Foundation under

the Future Internet Architecture Program and it is officially known as NDN.

2.4.1 Naming in NDN

Names in NDN have a hierarchical structure that is readable, meaningful and provides

information about the content itself. These names are similar in structure to URIs, where a

name in NDN is constructed by several components separated by the delimiter "/". Overall, a

name in NDN is composed of three main components. The first part of the names provides

global routing information. The second part contains the name of the data with its type and

the last part gives information about the version and the segment number. The notion of

segmentation is used when the data is large since it allows the data to be split into several

parts. Each of these parts is identified by a segment number and can be retrieved individually.

For example, a segment of a video conference in computer science produced by the University

Amar Telidji of Laghouat can take the form /uatl/cs/network/videos/ndn.mpg/v1/1. In this

example, /uatl/cs/network/videos/ represents the routable part. /ndn.mpg/ is the part that

represents the name and type of the requested data and /v1/1 indicates that it is the first

version of the first segment of the video conference.

Retrieving the requested content from its name without having seen the name or the data

before, remains an open challenge for this architecture. For this, two solutions are currently

proposed by this architecture. First either by using a deterministic algorithm that allows the

producer and the consumer to arrive at the same name based on the data available to both of

them. The second solution is that consumers can retrieve data based on partial names (Prefix

name). For example, the consumer requests the video /uatl/cs/network/videos/ndn.mpg and

receives in return a data packet named /uatl/cs/network/videos/ndn.mpg/v1/1. So, afterward

the consumer can specify the following segments and request them.

2.4.2 Packet types in NDN

Communications in NDN are based on two types of packets that are consecutively called

Interest and Data [52, 31]. The Interest packet represents a request for content by the

consumer and the Data packet represents the response to this request with the desired content

(Fig . 2.1). The Interest packet consists of the "Request Name" which represents the name of

the requested content and a "Selectors" that contains information about the retrieved content,
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such as the digest of the producer’s public key [42]. It also contains a random value called

"Nonce" that has the role of identifying duplicate interests.

Content name

MetaInfo

Signature info

(Publisher ID, key locator,....)

Content

Data packet Interest packet

Request name

Selector
(order preference, publisher filter , scope,....)

Nonce

Fig. 2.1 Packets in the NDN Architecture

The Data package consists of a "Content name" which represents the same name of the

requested interest. It also contains a field called "MetaInfo" which includes information

about the content, such as a key when the contained packet matches with a public key. In

addition, this packet contains a "Content" field that is reserved for the content itself. The

Data packet also contains a field named " Signature info" which carries the information about

the identity of the " Publisher " or the locator of the public key " KeyLocator " necessary for

the verification.

2.4.3 NDN structures

To ensure adequately the processing of the received packets, NDN routers rely on three

important data structures (Figures 2.2): the Content Store, the Pending Interest Table and the

Forwarding Information Base.

The Content Store (CS), represent the structure responsible for caching the data received

in a router. The CS hold the names and the content corresponding to those names. Placement

and replacement policies are also integrated into this structure for updating the cached data.

The Pending Interests Table (PIT), maintains the list of Interests previously forwarded,

but not yet answered. This information is needed to deliver data packets to their users. The
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PIT table contains the names of the requests received with the interfaces through which they

have been requested. Each interest requested in this structure has a life span to increase the

use of the PIT.

The Forwarding Information Base (FIB), is a table that is used as a routing table in an IP

router. The FIB records the prefixes of the content names and the destination interfaces for

that content.

Application

Face 2Face 1Face 0

Index

type

ptr

C P F
• C= Content store

• P= PIT
• F= FIB

Content store Pinding Interest Table   PIT FIB

...... 0 0.1/uatl/cs/network/videos/ndn.mpg/v1/1 /uatl/cs/network/videos/ndn.mpg/v1/2 /uatl/cs/

Name Data Prefix Face listprefix
Reuesting 

face(s)

Fig. 2.2 Structures of an NDN Node

2.4.4 Forwarding and routing in NDN

Routing in NDN is somewhat similar to current IP routing, where instead of announcing IP

prefixes we announce name prefixes for the data that the router is ready to serve. Each router

builds its FIB based on the routing advertisements collected via a routing protocol.

When an Interest is received the router simply matches the longest prefix in the FIB to

the name that exists in the the Interest packet. For example, /uatl/cs/network/videos/ndn.mpg

may match both /uatl/cs and /uatl/cs/network in the FIB, where the last name is corresponding

to the longer prefix.

NDN also can support multipath routing where an Interest can be sent using multiple

interfaces without worrying about loops since the first data that return will satisfy the

requested Interest and will be cached locally and later copies will be discarded.
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2.4.5 Caching in NDN

NDN natively supports on-path caching, where when a router receives requested content, it

keeps a copy in its CS before sending it in the reverse path to the consumer. This mechanism

allows future interests in the same content to be satisfied by the closest router in the network.

As a result, several benefits can be achieved, such as reduced delay and server load. Caching

in NDN nodes has two main aspects: placement and replacement of content [53]. Placement

is the strategy that decides where and what content should be stored on the network. While

replacement strategies, consist of replacing the newly received content with the old content

[17]. These two aspects enable routers to use the available space appropriately and to keep

only the data that is relevant for improving the performance of the network. In the next

chapter, we will discuss these techniques in more detail.

2.4.6 Security in NDN

The security concept in NDN is integrated directly into the data, where each data element

is signed with its name. The signature determines the origin of the data by associating the

publisher’s information with it. This gives the consumer more confidence. In addition, the

NDN naming mechanism completely removes the information about the person requesting

the data. As a result, routers have no way of knowing the origin of requests, which provides

more confidentiality and privacy than the IP packets which indicate the destination address.

2.4.7 Communication model

As is shown in Figure 2.3, when an Interest packet reaches a router, if the Content Store has

a data copy with the same name as the Interest packet, the router creates a data packet and

sends it through the interested interface. If there is no match between the CS entries and the

received interest name, the PIT is consulted. If it has a matched entry of the same name as

the Interest packet, the interface of the received packet is added to the list of interfaces with

the same entry. If the CS and PIT do not provide any information, the FIB is checked. If the

received interest name has a matched name prefix(es) in FIB, the packet is forwarded to the

interfaces indicated in the FIB with regard to the longest prefix. In this case, a new entry

is also added to the PIT containing the name of the Interest packet, the demanded face, the

nonce and a lifetime to this entry will also add [54]. If no matching name is found in the FIB

table, the Interest packet is discarded.
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In the reception of the Data packet, as it is shown in Figure 2.4, a lookup function of

its name is made in the PIT. If a matched request is found, the data packet is sent to all the

requesting interfaces at the same time a copy of this data is kept in the CS. Then, the entry

that matches to the name of the received data is discarded from the PIT.

Receiving Interest 

Packet 

Check the Content 

Store (CS) 

Check the Pending 

Interest Table (PIT) 

Return the 

corresponding Data 

Add the Interested 

Face 

Store the received 

Interest 

Check the Forwarding 

Information Base (FIB) 

Discard the Interest 

Send the Interest 

YES 

NO 

YES NO 

YES 

NO 

Fig. 2.3 Activity diagram of NDN node when receiving Interest Packet

Receiving Data Packet 

Check the Pending Interest 

Table (PIT) 

Discarded the 

received Data 

Send the received Data to the 

requested faces 

Discarded the matched 

Interest 

Save the received 

data in the Content 

Store (CS) 

YES 

NO 

Fig. 2.4 Activity diagram of NDN node when receiving Data Packet
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2.5 Conclusion

The new concepts proposed by the ICN architecture allow it to be a promising candidate

for future architecture. The solutions proposed by this architecture are mainly based on the

content naming as the primary entity.

In this chapter, the limitations of the current Internet regarding mobility, routing and

security have been presented. Given the problems of the current Internet, we have shown

how the ICN can overcome these limitations by supporting native caching in the network

and naming that allows the separation of the locator. We also introduced the basic concepts

of content-oriented networks in terms of naming, routing, caching and security. After that,

we discussed in brief the mechanism of the most popular architectures known under the

name ICN. At the end of these points, we started discussing the NDN architecture which

represents the core of this thesis. We have described all the essential points and features

in this architecture such as the type of packets and structures used. We also addressed the

naming, routing, caching and security mechanisms of the architecture. Finally, we finished

with a communication model in this architecture.



Chapter 3

Cache Management in NDN

3.1 Introduction

In NDN, the caching functionality is integrated directly at each node in the network, so when

a consumer generate an interest in content, each node maintains a copy of that content in

the content store. This feature allows future content requests to be satisfied from the closest

nodes in the network without passing through the servers each time. Caching in the NDN

is of great importance in improving the overall performance of the network. One of the

benefits of using caching is the reduction of delay and load on servers. In reality the cache

sizes in the network are still very limited to maintain all the requested data in the network.

This means that the effectiveness of NDN depends mainly on caching strategies that manage

the distribution of content along the networks and make the content available to consumers.

Recently, NDN architecture has known several caching strategies to improve the efficiency

of caching performance in the network. These strategies are mainly designed to address two

major questions. The first one aims to answer the question of which content should be cached

among all the received contents and the second one focuses on which content will be replaced

when the CS becomes full for achieving better network performance. So, the proposed

strategies are different in terms of principle, decision making and objective. To this end, this

chapter aims to provide a comprehensive review on existing caching strategies. In this study,

the caching strategies will be explained and are classified to facilitate the understanding

on how the caching strategies work. In this chapter existing caching strategies will be

compared and summarized to clarify their goal, decision making, differences, advantages

and disadvantages. The existing caching strategies are simulated with different tools and
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settings. For this purpose, the simulation tools and the factors that impact the performance

during the simulation will be presented. At the end of this study, research issues related to

network caching are discussed.

The remaining chapter is organized as follows. Section 3.2 presents the benefits of

caching in the NDN. Section 3.3, presents a review and classification of existing caching

strategies. In Section 3.4, the evaluation tools and factors that can influence the performance

of strategies during simulation are presented. Section 3.5 mentions some research issues

related to caching in NDN.

3.2 Benefits of Network Caching in NDN

Introducing the concept of cache in NDN is extremely beneficial as it allows for the possibility

of reusing content, which in turn offers many advantages to the network, including:

• Data recovery with a minimum cost: Caching minimizes the use of communication

links, especially expensive transit links, and reduces a significant percentage of the

total traffic approaching the origin server [55]

• Reduction in Latency: NDN caching allows consumers to obtain their desired content

from the closest node in the network instead of going to the source location, which

in turn leads to an efficient latency reduction and thus improves the overall quality of

service (QoS) perceived by the users.

• Manipulation of heavy loads within the servers: During periods of high load on

servers, especially during peak periods when there is a large amount of popular content,

caches can act as an intermediary for these servers, helping them deal with this pressure

very efficiently.

• Efficient Re-transmissions of the loosed packet: In-network caching ensures greater

resiliency against packet loss by providing fast re-transmission from the nearest inter-

mediate node where there is a cached copy of the content to be recovered.

• Content availability: In-network caching significantly improves content availability,

which significantly reduces the risk of a denial-of-service (DoS) attack.
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• Support for intermittent connection: Caching also plays a crucial role in building

the resiliency inherent in unstable connectivity and allows mobile nodes to act as a

network medium for areas that are not covered by the network.

3.3 Cache decision in NDN

Due to the limited cache size to store all the requests from the consumers, the decision-

making policy concerning the received data is one of the most important factors that increase

the efficiency of the network. The cache decision policies in NDN are consists of two main

parts which represent consecutively placement and replacement policies.

• The placement policy (also known as cache insertion), decides what contents should

be stored on the network.

• The replacement policy (also known as cache eviction), refers to the process of

removing old content to make space for new content, when the cache becomes full.

In the literature, there is a considerable amount of related work based on these two

caching policies. In the next subsections we will examine these works.

3.3.1 Placement policies

Typically, an NDN node needs to make a placement decision when it receives a new Data

packet, to determine whether the packet will be stored in the CS. To cache the contents

near the end-user, the most straightforward placement decision strategy is Leave Copy

Everywhere (LCE) [23, 56], where each NDN node caches every incoming Data packet that

is not already in the CS. Despite its simplicity, the LCE strategy leads to excessive content

redundancy which increases cache miss probability as the cache size is limited. To overcome

this inefficiency, many placement strategies have been proposed, and we can classify them

into the following approaches.

Probabilistic based approaches

These placement strategies are relying mainly on simple probabilistic models to alleviate the

redundancy of content and give more accurate performance compared to LCE. In the Prob(p)

strategy [57], each node estimates the probability of caching a given content by randomly
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generating a number n between 0 and 1. Referring to a preset threshold of probability p, the

Data packet is saved in the CS if n ⩽ p, otherwise, the content is forwarded downstream

toward the consumer without being cached. The LCE strategy can be considered as a special

case of Prob(p) with p = 1. In [58], a similar approach called LCProb strategy is proposed

where the caching probability is defined by the number of hops between the node and

the content producer. The ProbCache strategy, introduced in [59], estimates the caching

probability of a given content considering the number of hops between the content producer

and the consumer, as well as the number of hops remaining on the path to the consumer. In

this strategy, nodes connected near the content source will be given priority to cache content

over other nodes along the path.

Popularity based approach

Other approaches have been proposed where the caching decisions are mainly based on the

content’s popularity. The intuition is that some content, which is called popular, is requested

and sent more often than others [60]. In the Most-Popular Content Caching (MPC) scheme

[61], each node autonomously computes content request frequencies. When content reaches

a popularity threshold, the node suggests its neighbors to cache this content, therefore,

increasing the caching redundancy for popular contents in the network. A similar approach,

called Optimal Cache Placement based on Content Popularity (OCPCP) is proposed in [62].

Using the Request Record Table (RRT), the OCPCP approach estimates the popularity of

contents, and only popular ones will be cached.

Other techniques attempt to progressively cache popular content in the network to mitigate

redundancy like the strategy Leave Copy Down (LCD) [63], which try to alleviate the load

on the producer by gradually placing the frequently accessed contents towards the edges of

the network. In WAVE [64], the proposed placement scheme aims at achieving an efficient

distribution of contents as well as reducing the average cache management cost. In this

strategy, content is cached in the form of related chunks based on the requirements of a

consumer. Similarly, in [65], a progressive caching scheme is proposed to make efficient use

of edge nodes and reduce the redundancy of caching contents in the same path.

Other different strategies try to combine content popularity with other information related

to topology like the number of hops, node centrality, link congestion, etc. The Popularity-

weighted Content Based Centrality (P-CBC) is suggested in [66], where a metric combining

both the popularity and the centrality of contents is used for cache decisions. Similarly,
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in [67], a placement strategy is suggested considering both the betweenness centrality of

nodes and the popularity of contents. Thus, the most popular content will be cached in the

most important nodes to optimize the cache redundancy and replacement rate. The EHCP

(Efficient Hybrid Content Placement) [68] caches popular contents as close as possible to

their producers (at central routers in the data delivery path). In contrast, the least requested

contents are placed at edge nodes. In Compound Popular Content Caching Strategy (CPCCS)

[69], based on the threshold value, CPCCS identifies in the first phase the optimal popular

content (OPC) and least popular content (LPC). In a second phase, information on transmitted

content, such as the number of hops, the path distance, and the location, are used for caching

decisions at the intermediate nodes. A similar approach based on compound popularity is

described in [70] where content popularity and node popularity are combined to improve the

caching decision. The node popularity is estimated by the number of faces requesting popular

content. Similarly, in [71], the authors try to find the optimal cache node for the object to be

cached. To do so, they analyze the state of the nodes and the popularity of the content of each

node based on an entropy weighting model and TOPSIS (Technique for Order Preference by

Similarity to Ideal Solution). In [72], the Limited domain Cache strategy (LdC) is proposed

to cache popular contents on a set of representative selected nodes called a custodian. Such

nodes are identified using two factors: the cache hit rate and the hierarchical name of contents.

In [73], the authors propose a distributed cache placement strategy 5G-based ICN, called

Cache and Split (CnS). CnS moves popular content closer to consumers and keeps less

popular content in the core of the network. A local decision is also made at the nodes to

evict content based on access frequency and content popularity. Similarly, in [74], an edge

network-level placement strategy for IoT applications named PDPU (Push Down popular,

Push Up less-popular) is proposed with a collaborative mechanism to fetch content from

the nearest neighbors. In [75], the authors propose a strategy that combines routing and

resource allocation in the NDN network. This strategy uses a Q-learning algorithm based on

the basic components of a Semi-Markov Decision Process called SMDP to prove the best

routing and resource allocation path. In [76], the authors propose a joint routing strategy

with a resource allocation algorithm for wireless environments, which they called dynamic

routing and resource allocation. In [77], the authors propose a resource allocation strategy

for a limited network environment. They formulate an optimization problem that attempts to

maximize the caching of popular content to reduce latency. At the same time, they minimize

the hit variance to achieve a balanced resource allocation among the network nodes. In [78],
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the authors propose a strategy named Proportional Cache Size Division (PCSD) in which

they attempt to divide the network topology into different tiers based on the demands of

different interfaces and video applications. The goal is to minimize redundancy and cache

popular content closer to the consumers. In [79], the authors studied the object allocation

problem using game theory as a distributed many-to-one in ISP networks to improve cache

utilization in NDN.

Classification based approach

Another category of placement strategies has been more interested in classifying data to

allow a specific class or all classes to have a chance to get a space for caching their data.

In [80], the authors propose a method for the dynamic allocation of cache space. They divide

the content into five categories based on the packet characteristics, where each category has a

different priority, to decide how many items should be cached in each category. In [81], the

authors propose a caching strategy called CAche based on Popularity and Class (CAPC). The

strategy cache a copy of the data one hop closer to the consumer for each request. In addition,

when the CS of a node is full, the router checks the class of the received data and replaces it

in the portion of the same class. Each class has a portion that changes periodically depending

on the calculated popularity of the classes. The defined classes are consecutively Real-time

VoD, User Generated Content, Web access and emails. In [82], the Multi-attribute Probability

Caching Algorithm (MAPC) is proposed to divides the contents into two categories: non-

shareable and shareable data. Private data such as emails are considered non-shareable and

will be not cached. In contrast, the shareable contents are cached with a probability threshold

taking into account both the node centrality and the distance to the consumer.

3.3.2 Replacement policies

NDN nodes are not able to cache the entire requested contents because of their limited size.

The cache replacement decision is made once incoming content is decided to be cached, but

the CS has reached its capacity. Then the node has to choose content that need to replace

by the new content. LRU (Least Recently Used) and LFU (Least Frequently Used) are

two popular cache replacement strategies in NDN. In LRU [83], a node performs a cache

replacement by evicting cached content that has been in the least demand recently. This

means that little-used cached content must be replaced with fresher and newer content. In

LFU [83], when a cache replacement is required, the least popular content is evicted. To
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alleviate the complexity of LFU, a Random-LFU strategy is suggested in [84]. The Random-

LFU chooses at random two contents positions in the CS and evict the least frequently

used content between them. The CCP (Cache Content Popularity) strategy [85] introduces

a Content Popularity Table (CPT) to periodically track content popularity. The content

with minimum popularity is replaced by incoming content. In [86], the k-Bloom filters are

used to keep track on content requests statistics. Then, based on a sliding window scheme,

contents popularities are updated to evict the content with minimum popularity. In [87], the

authors try to improve the replacement decision by using an algorithm named NPA (Name

Popularity Algorithm). The algorithm uses a History Table (HT), to count the popularity

of the requested contents even after its eviction from the CS. In [88], the authors propose

a replacement strategy named IMU (ImMature Used), on which they attempt to deal with

the problem of evicting contents before it becomes popular. To deal with the problem the

authors make a maturity classification for the cached content using the arrival time and the

frequency of contents in a specific period to evict the least immature content from the CS.

In [89, 90], the NC-SDN cache replacement strategy, using a combination of NDN and

SDN (Software Defined Networking), is presented . The proposal relies on data popularity

calculation using an SDN controller to replace cached data with the most popular content in

each traversed node. In [91], authors propose PBCR (Price Based Cache Replacement) as a

cache replacement policy for paid content. In PBCR, the most popular and expensive content

cached and not replaced for a longer period. In [92], authors propose a replacement strategy

based on a utility function. The proposed function is calculated based on the popularity of

the file, content-download delay, and path-level congestion. Then if the utility value of the

newly received content is higher than the least existing utility in the cache, the content will

be cached instead of content with the least utility value.

3.3.3 Summary and comparison of existing caching strategies

As it is mentioned before, NDN knows many caching strategies which are mainly divided into

two main parts (placement and replacement strategies). The Table 3.2 summarizes the most

common caching strategies in the NDN field by comparing them in terms of the factor used

to make the decision, objectives, advantages and disadvantages of each strategy. Reviewing

the proposed strategies, we can find some that are mainly based on simple probabilistic

models with the objective of reducing redundancy. Although these strategies are simple and

effective in the computation time, the fact that the contents are not distinguished may lead to
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the placement of unimportant contents for satisfying future requests [93]. To address this

problem, most of the proposed caching strategies are based mainly on the calculation of the

popularity of the requested content as an important factor for caching the received content.

Although they are designed to improve network performance, popularity-based caching

strategies have a common limitation, where the popularity of content is calculated based on

the content name of each incoming request. However, the length of content names is not fixed

and is theoretically unlimited. Also, with an ever-increasing number of users, the number of

requests would be huge and the statistics need to be updated over time. The biggest limitation

here is that the process of estimating the popularity of content based on names would be

large. This can drain the resources of the nodes, especially for those with limited memory

or processing power, which can result in a large drop in network performance [58]. There

are other strategies where researchers have been more interested in classifying the data into

many classes to give each class a space to cache its data. The main reason is that sharing

space in caches for all types of data with giving priority to cache the most popular data will

prevent the rest of the data from having a chance to be cached. We believe that this type of

strategy is betters specially in the limited network environments. The main reason is that,

in these strategies, many types of data can be cached. Yet, these strategies remain limited

because they do not provide a robust classification model for the data and they are based only

on simple classification models [80].

3.4 Evaluation tools ans factors that affect the performance

of caching strategies

3.4.1 Evaluation tools

There are a variety of open-source code evaluation tools used to simulate caching strategies

in various ICN architectures. Most of the available tools are oriented and designed within the

CCN/NDN architecture because that it is mostly of interest to researchers and designers. The

main point of difference between these tools is in the design space in terms of simplicity and

realism [94]. These tools are available in multiple programming languages and for specific

operating systems, as summarized in Table 3.1.
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Table 3.1 Summary of Simulator Tools in NDN

Software Operating system Language
ndnSIM [95] Linux C, Python

Ns3-DCE CCNx [96] Linux C, Python
CCN-Lite [97] Linux, Android, MacOS C

CCNx [98] Linux C, Java
Mini-CCNx [99] Linux C, Python
CCN-Joker [100] Linux, Android Java

ccnSim [101] Linux C++
SocialCCNSim [102] Linux Python

Icarus [103] Linux C, Python

3.4.2 Factors that affect the performance of caching strategies during
simulation

• Topology of the network: The performance of caching strategies is different when it

is applied in different topologies [104].

• Cache size: It can be said that cache size is a very important factor that strongly influ-

ences the performance of network caching strategies. Using caches with small sizes

leads to an increase in the number of caching operations (placement and replacement)

and reduces the caching hit ratio. Similarly, the use of large cache sizes can result in a

slow response time when content is fetched from large caches in the network [105].

• Routing protocols: The NDN has known several routing protocols designed with

different mechanisms that can directly influence the performance of the proposed

caching strategies [106]. For this, which routing protocol is more appropriate for the

chosen caching strategy.

• Content Population Size: Reflects the number of distinct pieces of content for which a

network could be requested. Content population size has a critical role in characterizing

the performance of the cache [104].

• Content size: Content size also affects the performance of caching strategies during

simulation. As an example, when the size of the content is very big, only a few contents

will be cached in the CS, which may result in a lower cache hit ratio.
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• Popularity distribution: Content popularity is an important factor that affects caching

performance. For example, the LFU strategy gives good performance when the

distribution of content popularity is not uniform, but it gives poor performance when

the distribution of content popularity is uniform. The popularity distribution of contents

has been introduced either by using the Zipf distribution [107] to generate a synthetic

workload or by using real traffic traces [108, 109].

3.5 Open challenges in caching research

Caching in NDN has great importance for improving network performance. Even though

the proposed strategies offer good performance, there are still many challenges and open

issues for research on caching in NDN. Most of the proposed strategies are generally divided

into placement and replacement strategies, there are some hybrid strategies but they remain

limited. An appropriate and standard algorithm that will be suitable for both placement and

replacement remains an open area of research. Finding new methods or techniques that can

reduce the resources consumed during the process of searching for content popularity also

remains an open topic in this field. Finding the false popularity content and eliminating them

remains a challenge. The proposal of content compression mechanisms in the content store

in a way that will not add extra overhead to the process is also an open issue. Privacy and

security issues of contents must also be addressed during the caching process.

3.6 Conclusion

In-network caching is among the most important factors that characterize the NDN archi-

tecture by providing the ability to obtain data from the nearest node in the network instead

of going to the source each time. The cache size in the network remains very limited com-

pared to the huge amount of data created and consumed each time, which requires good

cache management to efficiently handle the cached data. Several caching strategies have

been proposed in this regard as solutions to achieve the highest possible efficiency in the

network by taking advantage of specific characteristics from the network or from consumed

content. This chapter presents the benefits of the use of caches in NDN. Then, the most

known strategies related to cache management are presented and classified to make clear

their differentiation for decision making and to clarify their advantages and drawbacks. In
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addition, the most commonly known tools for evaluating caching strategies in NDN have

been presented. Similarly, the most important factors related to NDN that can affect the

performance of caching strategies during simulation have also been discussed. Finally, the

main research trends and challenges of content caching strategies have been discussed.
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Table 3.2 Summary and Comparison of Existing Caching Strategies

Strategy Placement Replacement Decision to
cache based

Objective Advantages Inconvenient

LCE [23] * No cache all
requested con-
tents in the
returning path

Simplicity ,
Quick content
distribution

High I/O con-
sumption, No
content distinc-
tion

Prob(p) [57] * Fixed parameter Reduce redun-
dancy

Simplicity No content dis-
tinction

LCProb [58] * Number of hop Reduce re-
dundancy,
place more
content close to
consumers

Simplicity No content dis-
tinction

ProbCache [59] * Path caching
capability using
the number of
hops

Place more
content close
to the content
source, reduce
redundancy
and load on the
servers

Distributes con-
tent efficiently
along the path

No content dis-
tinction

OCPCP [61] * Popularity Cache popular
contents

Contents
distinction

Calculate popu-
lar contents by
their names

MPC [62] * Popularity Cache the popu-
lar contents on
the local nodes
an over their
neighbour’s

Contents
distinction

Threshold
definition, Cal-
culate popular
contents by
their names

LCD [63] * Popularity Progressively
cache content
on the network

Reduce redun-
dancy

take more time
to get contents

WAVE [64] * Popularity Progressively
cache content
over the path

Reduce redun-
dancy

Require more
time to access
popular content,
Calculate popu-
lar contents by
their names

Noor et al. [65] * Popularity Progressively
cache content
over the path

Reduce redun-
dancy, Place
more content
close to the
content source

Calculate popu-
lar contents by
their names

P-CBC [66] * Popularity +
Centrality of
nodes

Place popular
content in
nodes with high
centrality

Reduce redun-
dancy

Calculate popu-
lar contents by
their names

BEP [67] * Popularity +
Centrality of
nodes

Place popular
content in
nodes with high
centrality

Reduce redun-
dancy

Calculate popu-
lar contents by
their names

YIQI GUI et al. [71] * Popularity +
Centrality of
nodes

Place popular
content in
nodes with high
centrality

Reduce redun-
dancy

Calculate popu-
lar contents by
their names

EHCP [68] * Popularity +
Centrality of
nodes

Place popular
content in the
core nodes and
less popular
content in the
edge nodes

Reduce redun-
dancy, Content
variation

Calculate popu-
lar contents by
their names
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Table 3.3 Summary and Comparison of Existing Caching Strategies

Strategy Placement Replacement Decision to
cache based

Objective Advantages Inconvenient

CPCCS [69] * Popularity +
Centrality of
the nodes +
number of hops
+ threshold
values

Place popular
content in the
core nodes and
less popular
content in the
edge nodes

Reduce redun-
dancy, Content
variation

Calculate popu-
lar contents by
their names

YIQI GUI et al. [70] * Popularity + en-
tropy weighting
model and TOP-
SIS

cache popular
on the optimal
location in the
path

Reduce redun-
dancy, Efficient
content distribu-
tion

Calculate popu-
lar contents by
their names

LdC [72] * Cache hit + Hi-
erarchical name
of contents

place popular
contents in the
most important
nodes in the
path

Reduce redun-
dancy, Efficient
content distribu-
tion

Calculate popu-
lar contents by
their names

CnS [73] * Popularity Place popular
content closer
to consumers
and keeps less
popular content
in the core
routers

Reduce redun-
dancy

Calculate popu-
lar contents by
their names

PDPU [74] * Popularity Place popular
content closer
to consumers
and keeps less
popular content
in the core
routers

Reduce redun-
dancy

Calculate popu-
lar contents by
their names

SMDP [75] * Popularity +
Semi-markov
decision pro-
cess

Place the
requested con-
tents in the best
forwarding path

Reduce the de-
lay

Calculate popu-
lar contents by
their names

Li et al. [76] * Popularity +
Game theory

Improve the
resource allo-
cation in the
network

Reduce the
delay, Effi-
cient content
distribution

Calculate popu-
lar contents by
their names

Yuan et al. [77] * Popularity Cache pop-
ular content,
achieve a bal-
anced resource
allocation

Reduce the de-
lay

Calculate popu-
lar contents by
their names

PCSD [78] * Popularity +
Network level
information

Place popular
content close to
the consumers

Reduce redun-
dancy

Calculate popu-
lar contents by
their names

Ehsanpour et al. [79] * Popularity +
Game theory

Improve cache
utilization in
ISP networks

Efficient con-
tent distribution

Calculate popu-
lar contents by
their names

Huo et al. [80] * Popularity +
Name catego-
rization

Cache contents
from popular
category

Content diver-
sity

Simple classifi-
cation model

CAPIC [81] * Content class progressively
cache the
content

Reduce redun-
dancy, Content
diversity

Simple classifi-
cation model

MAPC [82] * Name cat-
egorization
+ Centrality
of nodes +
Number of
hops

place popular
content in the
core router

Reduce redun-
dancy, Content
diversity

Simple classifi-
cation model
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Table 3.4 Summary and Comparison of Existing Caching Strategies

Strategy Placement Replacement Decision to
cache based

Objective Advantages Inconvenient

LRU [83] * Recency Replace least
used content

Simplicity No content dis-
tinction

LFU [83] * Popularity Replace the less
frequent used
contents

Simplicity Calculate popu-
lar contents by
their names

Random-LFU [84] * Popularity Randomly re-
place the less
frequently used
contents

Simplicity, time
efficient

Calculate popu-
lar contents by
their names

CCP [85] * Popularity Replace the less
popular contents

Track the pop-
ularity of con-
tents even when
it is evicted, sim-
plicity

Calculate popu-
lar contents by
their names

Dai et al. [86] * Popularity + K-
Bloom filter

Keep track
on content
requests statis-
tic, Replace
less frequent
contents

Time efficiency
of popularity
calculation

Calculate popu-
lar contents by
their names

NPA [87] * Popularity Replace the less
popular contents

Track the pop-
ularity of con-
tents even when
it is evicted, sim-
plicity

Calculate popu-
lar contents by
their names

IMU [88] * Popularity + Ar-
rival time

Deal with the
problem of
evicting con-
tents before
it becomes
popular

Track efficiently
popular contents

Calculate popu-
lar contents by
their names

Anwar et al. [89] * Popularity Replace the less
popular contents
using SDN

Simplicity Calculate popu-
lar contents by
their names

Anwar et al. [90] * Popularity Replace the less
popular contents
using SDN

Simplicity Calculate popu-
lar contents by
their names

PBCR [91] * Popularity
+ Prize of
contents

Replace the less
popular and in-
expensive con-
tents

Uses new met-
rics in replacing
contents

Calculate popu-
lar contents by
their names

Badov et al. [92] * Popularity
+ Content-
download
delay + Path
congestion

Reduce the de-
lay

Uses new met-
rics in replacing
contents

Calculate popu-
lar contents by
their names



Chapter 4

Fundamental notions about the
techniques involved with our proposed
caching strategies

4.1 Introduction

Nowadays data mining has a wide scope of application in almost all industries where data is

generated, that is why data mining is considered one of the most promising interdisciplinary

developments in information technology. Because of their importance, several data mining

techniques have been developed for knowledge discovery. Another technique that has had a

profound impact on improving performance in many areas such as transportation, energy

and especially critical resource allocation is the constrained optimization (CO) methods

[110]. Therefore, the use of data mining techniques and CO methods for caching in NDN

can improve the overall network performance.

This chapter aims at presenting the basic notions concerning the techniques used in

the next chapters, in particular the technique used for the text classification along with the

constrained optimization method used to address the tackled problems. This presentation is

not only necessary to show the interest of the chosen techniques, but also to understand the

rest of our work. In this chapter, we present a quick and clear overview of the techniques

used. First, we will briefly present the technique and concepts related to the Multinomial

Naïve Bayes method for text classification. Then, we present the Lagrange method, which

will be used in the future chapter for resource allocation in the network.
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4.2 From data to knowledge

Data mining techniques especially text classification and document categorization approaches

are generally decomposed into four main phases: Feature Extraction, Dimension Reduction,

Classifier Selection and Evaluation as shown in Figure 4.1.

Feature 
Extraction

Dimensionality

Reduction

Classification

(Learning model)

Evaluation of 
model

Fig. 4.1 Principal phases for text classification

The feature extraction phase: the texts and documents are generally unstructured data

sets. So the goal of this phase is to convert the unstructured text sequences into a structured
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feature space when using mathematical modeling in a classifier. The data must first be

cleaned to eliminate unnecessary characters and words that may disturb the classification

model and add unnecessary computation time (e.g. stop words such as "and, or, the...").

Once the data is cleaned, formal feature extraction methods can be applied. Among the

common feature extraction techniques used is the n−gram technique [111] which represent

a set of n words that appear "in the same order" in a set of texts to extract more features that

could give more accuracy in classifying the text. It is very common to use both uni-grams

and bi-grams or sometimes tri-grams because the selection of a single word is not always

sufficient to understand the classes of the data. Thus, two words can give more correct

features and can give another meaning that helps to understand the class of data. An example

bi-gram of the link "www.univ− lagh.dz" after removing the stop words "www", "." and "−",

is: {univ lagh, lagh dz}.
Frequency and Inverse Document Frequency (T F−IDF) [112] is also one of the powerful

techniques that can define the weights of the words more precisely and select the more

appropriate features for classification. This technique calculates the importance of the word

at the name level and also in the whole training dataset; the T F − IDF can be defined as

follows:

T F− IDF = T F ∗ IDF (4.1)

where T F represent the occurrence of vocabulary in the whole requested name, and IDF

represent the inverse of the frequency in the whole document. The IDF is important since it

is shown that the terms that have a high frequency in the whole document are not important

in the determination of the classes. IDF is calculated as follows:

IDF = log
|D|

|{Dataset : t ∈ Dataset|}+α
(4.2)

where |{Dataset : t ∈Dataset|} represent the number of the requested names where the term

t appears, |D| represent all the requested names or links in the training dataset. The parameter

α represent the used smooth parameter, because sometimes we may receive requests that

contain new words that have not yet been seen in the training dataset.

Dimensionality reduction phase: this phase is optional since there are some techniques

that allow to overcome this phase like Word2Vec [113] and Bert [114]. This phase is mainly

used because the textual datasets are often contain many unique words, where each word

may represent a very important feature in the used classification model. Therefore the data
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pre-processing step can be complex in terms of time and memory. The objective of this step

is to reduce the time and memory complexity of their applications. Using dimensionality

reduction for pre-processing could be more efficient than developing cost-effective classifiers

[115]. One of the most known technique for dimensionality reduction in text classification

is the Compressed Sparse Row (CSR) [116]. The sparse matrix is known as a matrix that

has a maximum of elements equal to zeros. In text classification the sparse matrix is always

produced because a name or a document does not use all the existing vocabulary. In CSR, the

matrix will be compressed into three tables that represent respectively the non-zero values,

the extents of the rows, and the indices of the columns.

Classification techniques phase: this phase represents the most important phase in text

classification, where it consists mainly in selecting the best classifier. The data mining area

has known many text classification techniques such as the Naïve Bayes classifier (NBC),

Logistic Regression (LR) [117], Support Vector Machine (SVM) [118], Neural networks

[119], etc. Among these models, the Multinomial Naïve Bayes Classifier (NBC) has been

proved that generally gives good results in the classification of URLs compared some other

techniques like SVM and LR[120], which makes it a good candidate for solving the next

problems. Moreover, the Naïve Bayes classifier is computationally inexpensive and also

requires a very small amount of memory [121], which makes it an effective solution for

dynamic environments such as NDN. More detail about the used model is in the subsection

4.3.

The evaluation phase: represents the last phase of text classification, which includes

the metrics and techniques used to evaluate the performance of a model. There are many

methods to evaluate supervised techniques. The calculation of Accuracy is the most common

evaluation method, there are other methods such as Recall, Precision and F-Measure [122].

4.3 Multinomial Naïve Bayes Classifier

As mentioned above, when the features are extracted with their weights, the received data

can be classified using one of the chosen classifier methods. The Naive Bayes classification

method is one of these methods, which represents a supervised learning algorithm based on

Bayes’ theorem, defined as follows:

P(c | d) = P(c)P(d | c)
P(N)

(4.3)
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where c, d represent respectively the class and the received data, P(c | d) is the probability

of the class c given the received data, P(d | c) is the probability of the data appearing in a

sample belonging to class c. p(c) and p(d) represent respectively the probability of c and

d in the sample. Since the received data is composed of several terms t we can define it as

follows:

P(c | t1, . . . , tn) =
P(c)P(t1, . . . , tn | c)

P(t1, . . . , tn)
(4.4)

The Naïve Bays assume that the conditional independence of feature probabilities are inde-

pendent and can be defined as:

P(c | t1, . . . , tn) =
P(c)∏

n
i=1 P(ti | c)

P(t1, . . . , tn)
(4.5)

also, it can be defined in the equation below:

P(c | t1, . . . , tn) ∝ P(c)
n

∏
i=1

P(ti | c) (4.6)

P(t1, . . . , tn) is dropped because it is a constant value. Finally, the Naïve Bays can assign the

data to the class (cmap) that has the highest probability such as:

cmap = argmax ˆP(c | d) = argmax
c

P(c)
n

∏
i=1

P(ti | c) (4.7)

the different naive Bayes classifiers differ mainly by the assumptions they make regarding

the distribution of P(ti | c). In this work, we use the Multinomial distribution because it

gives a good results compared to other distribution like Gaussian and Bernoulli in the text

classification [123]. The Multinomial distribution captures the term frequencies in documents

and cares about multiple features that are frequently occurred [124], the distribution can be

formulated as:

P(c | ti) =
count(ti,c)+α

count(t,c)+αn
(4.8)

where count(ti,c) is the number of times a feature or term appears in a sample of class c in

the training dataset, count(t,c) is the total count of all features for class c. α represent the

smoothing parameter and n is a constant value that represents the number of terms that exist

in the model.
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4.3.1 Illustrative example

let’s assume a dataset that contains multiple web links, as shown in the example of Table 4.1,

where we are looking to create a model that can automatically estimate the category of new

incoming links.

Table 4.1 Data-set example

LinkID words in the Link Category

Training set 1 A/B/A Cat1
2 A/A/C Cat1
3 A/D Cat1
4 E/F/A Cat2

Test set 5 A/A/A/E/F ?

First of all, we remove the delimiter "/" because in this case, its consideration will have

no importance for the classification of the tested link and it will only add extra computation

time. Second, in order to classify the test link, the multinomial parameters that we need are

the priors P̂(Cat1) = 3/4, P̂(Cat2) = 1/4, and the conditional probabilities are:

P̂( A |Cat1) = (5+1)/(8+6) = 6/14 = 3/7

P̂( E |Cat1) = P̂( F |Cat1) = (0+1)/(8+6) = 1/14

P̂( A |Cat2) = (1+1)/(3+6) = 2/9

P̂( E |Cat2) = P̂(F |Cat2) = (1+1)/(3+6) = 2/9

The denominators are equal to (8+6) and (3+6) in this example because the lengths of

textCat1 and textCat2 are respectively 8 and 3, and also because the constant n in equation 4.8

is equal to 6 as the vocabulary is composed in this case of six terms. After the calculation we

obtain the following results :

P̂(Cat1 | link5) ∝ 3/4 · (3/7)3 ·1/14 ·1/14≈ 0.0003.

P̂(Cat2 | link5) ∝ 1/4 · (2/9)3 ·2/9 ·2/9≈ 0.0001

Thus, the classifier will classify the tested link into category one (Category =Cat1). This

classification decision was made because the three occurrences of the category Cat1 in link5

outweigh the two occurrences of the category Cat2 E and F .
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4.4 Lagrange multiplier method

Optimization methods represent an important concept in many fields such as applied sciences,

health and also in economics. Today, optimization is at the heart of artificial intelligence and

many studies try to solve their problems by using different optimization methods. One of

the most common problems in this field is to find the maximum or minimum of a function,

especially when maximizing or minimizing a function under some fixed conditions or

constraints. Among the powerful proposed method to solve this class of problems is the

Lagrange multiplier method which is proposed by the mathematician Joseph-Louis Lagrange

(1736− 1813). The Lagrange method represents a simple solution that does not require

complex calculations and gives optimal real results. To find the optimal solution using the

Lagrange method, it is enough to determine the objective function with the variables of the

constraint than knowing the derivatives of the derivable functions.

4.4.1 Mathematical modeling using the Lagrange method

The Lagrange multiplier method is a well-known technique for solving constrained opti-

mization problems in which the optimal points X∗ = (x∗,y∗, ...) in a multidimensional space

that locally optimizes the multi-variable objective function f (x,y, ...) with subject to the

constraint of another multi-variable function equals a constant g(x,y, ...) = c. Hence, to solve

this type of problem, the following steps should be followed (figure 4.2): :

• First, we will introduce a new variable λ , and we define a new function L as follows:

L(x,y, . . . ,λ ) = f (x,y, . . .)−λ (g(x,y, . . .)− c) (4.9)

where, L is called the "Lagrangian" function, and the additional variable λ is called

the "Lagrange multiplier".

• Secondly, we calculate the gradient of L where it is equal to the zero vector to find the

critical point of L.

∇L(x,y, . . . ,λ ) = 0← Zero vector (4.10)

To verify the extremum points (maximum or minimum), we have to compute the

Hessian matrix [125], which corresponds to the secondary derivatives of the Lagrangian

expression.
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The search for an 
extremum of a 

particular problem

Solve the 
optimization problem 

under the equality 
constraints 

Exploitation and 
Interpretation of the 

results 

Fig. 4.2 Process of Lagrange method

• Finally, the obtained results (x0,y0, . . . ,λ0) can be directly exploited as optimal solu-

tions to the considered problem.

4.5 Conclusion

This chapter has illustrated the universal characteristics and the practical interest of the

exposed techniques, which motivates their use both for modeling and for solving the studied

problems. At first time this chapter introduces the basic notions of data mining, focusing

mainly on the technique of the text classification by the Naive Bayes method. Then, the La-

grange method which represents one of the most known constrained optimization techniques

has been presented. These two methods are proved that require little computation time and



4.5 Conclusion 41

memory, which motivate their application for solving the addressed problems in the next

chapters.





Chapter 5

Data categorization as a new caching
strategy in the NDN

5.1 Introduction

Indisputably, the Internet is experiencing a communication explosion and a significant shift

in usage. Originally conceived to enable communication between hosts, the Internet is

becoming more and more used for content distribution and retrieval. This is mainly due

to the ever-growing use of content-oriented applications such as social media networking

and Video on Demand (VoD) services [126, 127]. Consequently, Internet users increasingly

expect instant, high-quality connectivity so those very demanding applications (e.g video

related applications) become fast enough. This raises the concern about how to efficiently

store and distribute huge content, particularly when many users request the same content at

the same time. Here, it is worth noting that today’s Internet architecture does not serve this

purpose efficiently and has become one of the key bottlenecks that limit performance and

scalability. In the current Internet architecture, a user has to specify a host fixed location to

retrieve the content. Thus, the requested contents will repeatedly be transmitted from the

hosts (servers) to the users which incurs a waste of bandwidth and increases the delay of

content delivery. To overcome this inefficiency, content-oriented networking technologies

have been proposed as an attempt to accommodate content distribution within the current

Internet infrastructure [128].

Named Data Networking is an example of such a technology which become an active and

challenging field of research, as it is considered one of the most prominent candidates for
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future Internet architecture [129, 25]. The intuition behind NDN is that users are typically

interested in the content itself without concern for the physical location of the data. Therefore,

NDN has a distinctive feature in which fetching for content, from an initially unknown

location, is done through the name of the content rather than its address, which is more

appropriate to users’ practices. Similar to URLs, content names in NDN are hierarchically

structured. For instance, a video of a lecture in computer science produced by the university

Amar Telidji of Laghouat might take the form /uatl/cs/network/videos/ndn.mpg.

As compared to legacy networks, a key feature in NDN is the in-network caching where

the contents are decoupled from their physical locations [23, 130]. Thus, redundant copies of

the same content are geographically dispersed with the aim to be closer to users. This ensures

a scalable and effective approach to managing contents as it reduces network bandwidth

and congestion. It in turn alleviates the workload of the contents producers as well as the

workload in each node in the network.

So, in NDN architecture nodes (routers) have a twofold responsibility as they perform

data forwarding and they can also cache the requested content independently of the original

producer. Receiving a data request, an NDN node responds with a locally-cached copy, which

has been opportunistically captured as the data previously flowed through [131]. Thus, a

subsequent request for the same content may be satisfied from a closer NDN node instead of

reaching host servers (actual producers of the content). Obviously, this significantly benefits

network users by reducing the transfer of duplicate data, wherever possible, which improves

accessibility and searchability of contents [132, 133].

Though the significance of content caching in the network is undoubtedly large, chal-

lenges are also complex. Caching capacity in routers is relatively small and cannot hold

all the contents requested by users. Therefore, cache space management becomes critical

to address and maintain [134, 135]. The main issue that NDN-caching still facing is how

each router takes a decision to cache a requested content to produce maximum subsequent

responses and achieve consequently optimal performance. It can be inferred that the network

performance heavily relies on robust caching mechanisms as the success of content delivery

will be affected by cache hit and miss rates [136, 137].

Caching management in NDN nodes concerns two important policies that are placement

and replacement of contents [138]. The placement policy (known also as cache insertion)

decides where and what contents should be stored on the network. When the cache becomes
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full, the replacement policy (known also as cache eviction) refers to the process of removing

old content to make space for new content [139].

A naive solution to NDN-caching will save requested contents at each node of the

network. Such a strategy incurs high contents redundancy and it is, therefore, impractical.

Therefore, several NDN-caching strategies have been proposed in the literature. Often, the

proposed solutions rely on the rational intuition that it is more useful to cache the most

popular contents, where estimating the popularity of content ranges from simple statistical

counts to probabilistic models.

A common limit in existing approaches is that the popularity of content is calculated

based on the user request (the full name of the content). However, the lengths of content

names are not fixed and are theoretically unbounded. Thus, in each network-node, the

popularity of a content is computed considering a potentially huge number of contents names

especially since new ones are occurring every time. This may add a burden on the computing

resources available at each node. Consequently, the calculation of contents popularity might

be significant and can cause serious service-delays. Moreover, users’ requests typically share

common hierarchies (e.g. prefixes) as there are much content names associated with one

domain of interest (e.g. sport, games,...etc) [140]. Existing solutions do not capitalize such

information and cannot therefore perform a prediction on previously unused requests.

To overcome this inefficiency, we propose a novel approach named CaDaCa (Categorized

Data for Caching) to enhance cache management in NDN. We exploit the semantic value

of the hierarchical scheme of the contents names to automatically decompose the users’

requests into a set of a domain of interest or categories. For instance, through the name

“/playstation/games/demons-souls”, it is easy to observe that the requested content belongs

to the ”games” category by looking at the two words “playstation” and “games”. Thus, users’

requests are described in a smart expressive way and the popularity of content is expressed

as the popularity of its category.

Therefore, we consider the NDN-caching issues as a supervised learning task and we

demonstrate how the Bayes classifier, a powerful and proven machine learning technique,

can be used to solve them. The proposed approach allows computations for popularities

to be made efficiently as the number of categories is far much smaller than the number

of content names. On the other hand, this allows to handling previously unused requests

by simply predicting their categories. Moreover, the contents categorization provides the
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network operator with an overview of traffic usage with in-depth knowledge about users’

behavioral information which is the keystone in security issues in NDN.

The remainder of this chapter is organized as follows. In Section 5.2, we motivate our

proposed solution. Then we give a detail of our proposal in Section 5.3. In Section 5.4, we

study the complexity of our strategy. In Section 5.5, we evaluate the performance of our

proposal and we analyze the obtained results. Finally, we finish our chapter with a conclusion

in Section 5.6 .

5.2 Motivation

Table 5.1 Percentage of requests by category in the DMOZ dataset

Category Number of requests Pourcentage (%)
Adult 35325 2.26
Art 253840 16.24
Business 240177 15.37
Computers 117962 7.55
Games 56477 3.61
Health 60097 3.85
Home 28269 1.81
Kids 46182 2.95
News 8989 0.58
Recreation 106586 6.82
Reference 58247 3.73
Science 110286 7.06
Shopping 95270 6.10
Society 243943 15.61
Sport 101328 6.48

To motivate our proposal, let us consider the example shown in Table 5.1, which shows

categorized web pages using a real-world trace from the Open Directory Project (also called

DMOZ) [141]. DMOZ is the most widely distributed database of Web content categorized

by humans [141]. It is used for research purposes in various areas, particularly with popular

search engines [142]. Table 5.1 illustrates web page topic categorization from URLs on

a large collection of 1.5 million web pages which are categorized into 15 categories. As

expected, the number of categories is by far much smaller than the number of users requests.

In practice, many requests are typically associated with a domain of interest (category) such
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as sport, games,...etc. This implies that using a name-based process to maintain statistics on

users’ requests would be computationally expensive, especially with a relatively large number

of requests. To achieve effective cache management, we believe that the vast amount of users’

requests have to be well described and organized. To this end, machine learning provides a

powerful tool to automatically categorize contents names. Thus, computations for contents

popularity are maintained efficiently by consolidating, in a small number of categories, the

contents that have similar topics together, and the popularity of content is expressed as the

popularity of its category. One more benefit is that users requests categorization provides

automatic users behavior modeling making our approach adaptive. Thus, new requests can

be handled by accurately predicting their categories.

5.3 An overview of CaDaCa approach

5.3.1 System model

As in autonomous systems, we divide the network into areas, where each area consists of a

coordinator node, a set of Edge Routers (ER) and a set of Core Routers (CR). This provides a

global view of the complete area to the coordinator node. For instance, Figure 5.1 illustrates

a network with 2 coordinators, 8 ER and 4 CR.

Calculated probabilities

Requested categories

Coordinator 1

Area 1

ER 2

ER 1

ER 3

ER 4

CR 1 CR 2
Consumer 1

Consumer 2

Consumer 3

Consumer 4

Coordinator 2

Area 2

ER 6

ER 5

ER 7

ER 8

CR 3 CR 4

Consumer 5

Consumer 6

Consumer 7

Consumer 8

Fig. 5.1 Our system model
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We assume further that the content producer specifies the category of the content by

reserving 1 byte in the content field. Therefore, our model will use just the name of the

content to identify its corresponding category. With this way, the caching decisions are

made on the returning path based on the categories popularity. Finally, ERs continuously

communicate the contents category’s to the coordinator node. Such information is used to

maintain the category’s popularity.

5.3.2 Content placement and replacement in CaDaCa

As mentioned above, the principle of CaDaCa is to focus on contents categories instead

of contents names. Thus, in each area, the coordinator node estimates the probability of

consuming a given category during the period [t−1, t] as follows:

Pr(ci) =
Cardinality(ci ∈ H([t−1, t]))
Cardinality(C ∈ H([t−1, t]))

, ci ∈C = {c1,c2, ..,cn}, (5.1)

where H([t−1, t]) represents the history of categories in the period [t−1, t]. C and Pr(ci)

denote respectively the set of categories and the probability assigned to the category ci. To

ensure that the most requested categories will be cached, each node in the area will store

content belonging to a category with probability Pr(ci). On the other hand, nodes cannot

cache a copy with 1−Pr(ci) (Fig. 5.5). Given a requested content l, the placement decision

in CaDaCa can be formulated as:

Placement(l) =

1, i f rand(n)⩽ Pr(cl)

0, else
, cl ∈C and n ∈ [0,1], (5.2)

where cl and C denote respectively the category of content l and set of all categories. The

function rand(n) randomly generates a number n between 0 and 1. Pr(cl) is the computed

probability corresponding to the content category l, and it also represents a threshold for

placing the received content. With this mechanism, the data packet is cached in the CS if

Placement(l) = 1, otherwise the content is forwarded downstream to the consumer without

being cached.

On the other hand, to ensure an effective replacement strategy, CaDaCa divides the CS

into n partitions, each one corresponding to a given category. The size of a partition is

proportional to the probability of the corresponding category as illustrated in the workflow of
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CS Table

Name Data
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Fig. 5.2 Example of content placement in CaDaCa

Figure 5.4. More formally, the size of a partition ci is estimated as:

Partition(ci) = [Pr(ci)∗Sizemax], ci ∈C = {c1,c2, ..,cn}, (5.3)

5.3.3 Illustrative example

The purpose of this subsection is to illustrate how the CaDaCa approach works. We

consider a simplified scenario in Figure 5.2 and Figure 5.3 to illustrate the placement

and replacement mechanism. Assume that the estimated probabilities for the given cate-

gories on the coordinators 1 and 2 are consecutively {c1 = 0,6;c2 = 0,35;c3 = 0,05} and

{c1 = 0,3;c2 = 0,4;c3 = 0,3}. At time t1, coordinators send the calculated probabilities

to the nodes of the same area. The received probabilities are then used according to the

chosen strategy. Figure 5.2 uses the received probabilities to make a placement decision on

the future received content using equation (5.2). Figure 5.3 uses the received probabilities to

partition the CS to replace the content using equation (5.3). For both scenarios Consumer 1

and Consumer 2 request content A/B/D and Z/K/L at time t2. Consumer 2 is immediately

satisfied by ER2 at time t3 because a local copy of the requested content is cached in ER2.

Consumer 1 is satisfied by the end server because there is no cached copy of the requested

content on the path.
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In Figure 5.2, the content requested by consumer 1 is not placed in ER2 because the

placement function calculated for the A/B/D content is equal to 0. When the requested

content is forwarded to CR1 at time t9, the router caches a local copy because the category

of A/B/D is likely to be cached in this router. The A/B/D content caching will automatically

replace the least recently used data (Y/T/I).

In Figure 5.3, when the requested A/B/D content follows the return path, a local copy

will be inserted into the partition with the same category as A/B/D at the moment where the

CS is not full (CR1), or replace the least used data inside the partition of the same category

(ER2).

Categorization

model

Category Pr(ci)

c1 0,3

c2 0,4

c3 0,3

A/B/D … c1

Data Packet

Category Pr(ci)
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LRU
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S/F/W/T … c1

Z/K/L … c2

F/G/H … c2

L/M/N … c2

Y/T/I … c3

Y/Y/T … c3

LRU

End Server

The Calculated Probabilities

Interest Packet

Data Packet
Link

Fig. 5.3 Example of content replacement in CaDaCa

5.4 Complexity study

In this section, we quantitatively estimate the computation time of an NDN router by

analyzing the packet processing flow under the two proposed caching strategies, based on the

methodology used in [143]. We additionally calculate the computation time at the coordinator

side and at the final producer side.
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5.4.1 Packet flow with CaDaCa replacement strategy

In this subsection, we describe the processing flow of Interest/Data packets used in our

replacement strategy for both hit and miss cases as shown in Figure 5.4. The flow of our

strategy differs from the naive cache mechanism [143] by two additional blocks B8, B10

and by a different replacement mechanism of the data presented by block B11. B11 use

the same naive algorithm (LRU or LFU) to evict only the data of the same category as

described in subsection 5.3. If the data comes from the coordinator, B10 uses the received

probabilities and puts them to updates the categories partitions in the CS. Otherwise, B8

checks the category of the received data packet. After B11 selects and evicts a victim from

the cache partition of the same category. We group the blocks so that the average CPU cycles

spent to process a pair of interest and data packets are calculated with two parameters, the

cache hit rate and the cache insertion rate, as below:

Start
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Fig. 5.4 Workflow of CaDaCa replacement strategy

G1 is the set of blocks executed always for each Interest packet: B1, B2 and B13.

G2 is the block executed at a cache hit: B3.

G3 is the set of blocks executed at a cache miss except for the blocks for cache eviction

(i.e., B11, B12): B4, B5, B6, B7, B8 and B9.

G4 is the block executed at the reception of the data packet from the coordinator: B10.

The average CPU cycles spent for processing a pair of an Interest and Data packet

CAvg
replacement are defined by the Eq. (5.4), where PrHit is the probability that Interest packets
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hit the cache, Cb,i is the CPU cycles of block Bi, and Cg,i is the CPU cycles of group Gi.

1−PrHit is the probability that Interest packets miss the cache and 1
T represent the periodic

time of receiving a data packet from the coordinator.

CAvg
replacement =Cg,1 +PrHit Cg,2 +

(
1−PrHit

)(
Cg,3 +Cb,11 +Cb,12

)
+

1
T

Cg,4 (5.4)

5.4.2 Packet flow with CaDaCa placement strategy

The packet processing flow of the placement strategy is shown in Figure 5.5. The flow in

the case of a cache hit is the same as that with the cache replacement strategy (Figure 5.4).

In the case of a cache miss, the flow with the proposed cache placement is different from

those with cache replacement. First, block B14 is used to make the placement decision for

the received data packet based on its category. Second, block B10 has a different role than

the block in the replacement strategy, since in this case it is used only to update the received

probabilities of each category to improve the placement decision making. Finally, blocks

B11 and B12 are executed only when B14 decides to insert a data packet into the CS. Note

that in this strategy, B11 uses a naive replacement strategy as in [143].

Start
B3 : Data 

composition

B13 : Data 

transmission

B4 : PIT 

insertion

B5 : FIB 

lookup

B6 : Interest

Transmission

B7 : Data 

reception

B8 : Data 

category

lookup

B9 : PIT 

deletion

B11 : CS 

eviction

B12 : CS 

Insertion

End

B2 : CS 

lookup

B1 : 

Interest 

reception

IF
Hit

Miss

IF

From coordinator

Else

B10 : Categories

probabiities update

B14 : CS 

placement
IF

In
sert

N
o
t 

In
se

rt

𝟏

𝑻

Fig. 5.5 Workflow of CaDaCa placement strategy
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The average CPU cycles CAvg
placement are defined by Eq. (5.5), where PrInsertion is defined

as the probability that data packets are inserted into the cache.

CAvg
Evic =Cg,1+PrHitCg,2+

(
1−PrHit)(Cg,3 +Cb,14

)
+PrInsertion (

Cb,12 +Cb,12
)
+PrCoordinatorCg,4

(5.5)

5.4.3 Coordinator and producer flow

The packet processing flow on the coordinator side is shown in Figure 5.6. First, the B1

block receives and decodes the data packet received from the edge routers within its area.

Then, block B2 has the role of calculating the probabilities of each category based on the

previously received data. Finally, B3 sends the data packet to the routers in its area, which

will be done periodically. The average CPU cycles CAvg
Coordinator are defined by Eq. (5.6).

Start
B3 : Data 

Transmission
End
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reception

Fig. 5.6 Coordinator flow

CAvg
Coordinator =Cb,1 +Cb,2 +

1
T

Cb,3 (5.6)

The packet processing flow with the final producer side is also illustrated in Figure 5.7,

where, the average CPU cycles spent for processing the incoming interest and data packet

CAvg
Final Producer are defined by Eq. (5.7).
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Fig. 5.7 Producer flow

CAvg
Producer =Cb,1 +Cb,2 +Cb,3 (5.7)
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5.5 Experimentation and Performance evaluation

To evaluate the performance of our proposal, we first describe the machine-learning model

applied for the categorization of the data as well as the insights extracted from the used

dataset. Afterward, simulation settings and results are then illustrated and discussed.

5.5.1 The classifier model

In our experimentation we implement a proved Web categorization model proposed in [120]

to categorize and analyze the used dataset. In this model, the authors use the word-based

multiple n-gram model [144] and the Multinomial Naïve Bayes classifier [145] under the

Random Search pipeline [146] for hyper-parameter optimization that finds automatically

best parameters. The selected parameters are n-gram range, word weight, and the smoothing

parameter of the naïve Bayes classifier. The model was trained and tested based on DMOZ

dataset [141]. The machine learning model used will categorize the requested interests online

when it is deployed. The offline learning or training phase will only be performed once since

the model can effectively predict the category of new content names. From our point of view,

this model will have an acceptable effect on the network delay in terms of the results that

can be obtained, also the number of categories used is small and limited, and the incoming

names generally have a small vocabulary.

5.5.2 The used dataset for experimentation
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Fig. 5.9 The number of individual categories that exist in the training Browser History

Since NDN has not been deployed yet and there is no available real corpus for this project,

we use a real dataset history extracted from a Mozilla Firefox browser where the links are

adapted to the NDN request name format [147]. The dataset contains two files, one is used

for training, and the other is for testing. The training file is analyzed and used as requested

categories in the past, and the test file is used during the simulation, as shown in Figure 5.8.

Once the categorization and analysis of the training file are completed, we obtain fourteen

categories (Fig. 5.9). In our case, we have selected seven categories among all the obtained

categories, and the rest is gathered in a single category named Other. The selected categories

are the following: Arts, Society, Business, Computers, Science, Kids and Other.

Table 5.2 The probability of occurrence of each category

Category Probability of appearing in the future %
Computer 73.17%
Science 7.77%
Society 6.66%

Art 5.05%
Business 3.22%

Kids 2.33%
Other 1.8%
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The frequencies of the selected categories are used as knowledge for the proposed

placement and replacement strategy. From the results of Table 5.2 we can see that in the

training dataset, consumers visit about 70% of the Web sites in the category "Computer"

compared to the other consumed categories. The results showed in Table 5.2 that category-

based analyses can provide a comprehensive view of data consumption and are much easier

to process due to their limited number.

5.5.3 Performance evaluation

Simulation environment

The performance evaluation is done by implementing our proposed strategy using the ndnSIM

simulator [148] which is an extension of NS-3. We compare the performance of our strategy

with four different caching strategies.

We compare the CaDaCa placement strategy using the LRU replacement policy in the

different benchmarks:

• LCE, leave a copy on each node in the returning path [129],

• Prob(p), take a copy of data at each node with a fixed probability [57].

We compare the CaDaCa replacement strategy with:

• LRU, the least recently used content was replaced [93],

• First In First Out (FIFO), replaces the first inserted element in the CS [93].

For the topology, we use a K-ary tree topology that is small enough to handle our analysis.

It is defined by two parameters k and D (k represents the number of children and D represents

the depth of the tree) [149–151]. In our work, we assume that the root node represents the

server and that all requests are sent from the leaf nodes based on the test of dataset which is

equally distributed among them. we also use the same parameters as in [149] keeping the

same value of k = 2 with D = 3 instead of 4. The choice of the value of D is due to the limit

of the requests of the dataset chosen to have results close to reality. Furthermore, the choice

of D is made to find a balance between the size of the tree and the consumption time of the

users’ requests, since when the depth increases, the number of requests assigned to the leaf

nodes decreases.
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Table 5.3 Parameter setting for simulation

Parameter Default value

Value of p in Prob(p) 0.5
Bandwidth 10 Mbps

Request frequency 100 Request/s
Link delay 10 ms

Range of node cache capacity [10,100]

In the simulation, we selected the parameters shown in Table 5.3, where we set p from

the strategy Prob(p) to p = 0.5. We chose the mean value for p because this strategy work

like LCE when p = 1 and will not take any element in the CS when p = 0. The simulation

time is the time required to consume all the requests in the dataset used for testing. For the

evaluation, we use homogeneous cache size for the sake of simplicity. In addition, as in

[150, 151], we set the cache size in the range of 10 to 100 content units. The rest of the

parameter values shown in Table 5.3 are similar to the default values in ndnSIM.

We quantify the performance of the in-network caching strategies from the following

four aspects:

− Cache hit ratio, measures the number of content requests served versus the number

of requests received. The higher the cache hit ratio is, the faster to get data before the

user request arrives at the data source and can be defined as:

CHratio =
r
|R|

, (5.8)

where r represent the number of requests satisfied by in-network caches and |R| is the

total number of requests.

− Hop reduction ratio, which shows the change in the quality of data delivery perceived

by the user and is defined as:

Hopratio = 1− ∑r∈R hr

∑r∈R Hr
, (5.9)
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where hr and Hr are the hop counts from the requester of r ∈ R to the node which

serves the request and to the original content server respectively.

− The server load ratio, reflects the pressure on the server. The high server load may

lead to insufficient processing ability which causes more network delay and packet

loss. Therefore, it is also necessary to reduce the server load as much as possible. In

this work, it is calculated the as:

Severratio =
C

NC
, (5.10)

where C represents the total received requests using the cache strategy and NC is the

total received requests without using a caching mechanism.

− Cache replacement ratio, indicates the time and power consumption in I/O processes

of cache storage, and was calculated as:

repratio =
∑i∈N repDat(i)
∑i∈N recDat(i)

, (5.11)

where repDat(i) represents the number of content replacements on node i, recDat(i)

represents the number of the received content on the node i.

Results

Figure 5.10, shows the impact of cache size on network performance using the tested

placement strategies (CaDaCa, LCE, Pob(p)). The CaDaCa strategy outperforms the tested

strategies when the cache size is greater than 50 in terms of the cache hit ratio, hop reduction

ratio, and server load ratio. LCE performs the worst of the tested strategies. Figure 5.11

shows the effect of the tested strategies on the replacement ratio in the network with a cache

size of 100. Figure 5.11 shows also that Prob (p) achieved the lowest replacement ratio,

followed by CaDaCa.

The results represented in Figure 5.12 show the impact of cache size on the cache hit ratio,

hop reduction ratio and server load ratio when using the tested replacement strategies. We
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Fig. 5.10 Caching performances of CaDaCa placement with the tested strategies
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Fig. 5.11 Replacement ratio of the tested strategies

observe that CaDaCa with content replacement performs better as the cache size increases.

In addition, CaDaCa combined with LRU (CaDaCa + LRU) performs better than CaDaCa

with FIFO (CaDaCa + FIFO) when the cache size is larger than 40.
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Fig. 5.12 Caching performances of CaDaCa replacement with the tested strategies

Discussion

The results show that the use of CaDaCa can improve the performance of the network and

can place and replace content better than the tested strategies.

CaDaCa placement: Figure 5.10, shows that for CS = 100, CaDaCa with content placement

achieved a 4% improvement in the caching hit ratio and a 5% hop reduction ratio compared

to Prob(p) which is in second place according to the results. CaDaCa also reduced server

load by more than 60% compared to the non-cache mechanism. With small cache sizes, our

strategy works like Prob(p) since the replacement mechanism with this sizes can disrupt the

desired percentage of data placement for each category. Figure 5.11 shows that CaDaCa

reduces the cache eviction ratio by 40% compared to LCE and by 2% compared to the

Prob(p) strategy. The reason for which CaDaCa achieves about a 60% of eviction ratio

because content categories received during the simulation are approximately the same as the

placement probabilities computed in Table 5.2. LCE gives a very high eviction ratio since

it caches all the received content in the return path. Similarly, when the Prob(p) policy is

set to p = 0.5, it caches about 50% of the received content. The eviction ratio in CaDaCa

can be changed from period to period depending on the probabilities computed for each

category unlike the tested strategy which has a fixed replacement ratio. For example, if the

probabilities are uniform, our strategy will have a replacement ratio lower than Prob(p).

CaDaCa replacement: Figure 5.12 shows that CaDaCa with the replacement strategy gave

us an advantage of about 4% in the cache hit ratio, 3% in hop reduction ratio, and 5% in server
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load ratio, respectively compared to the LRU strategy. We can also see that CaDaCa+FIFO

performs better than LRU and FIFO with high cache sizes. However, CaDaCa+FIFO gives

less performance than CaDaCa+LRU, which is due to the fact that using LRU is more efficient

than FIFO like the results show. With small cache sizes, CaDaCa+LRU and CaDaCa+FIFO

do not give the expected results because the strategy with the small cache sizes cannot

guarantee the desired partitions at the computed categories.

5.6 Conclusion

In this work, we have proposed CaDaCa, a new caching mechanism in NDN using data

categorization. The proposed approach enables capturing the traffic trends, particularly

requested content’s themes and topics reflecting the users’ habits. The target is to cache

with a higher probability the content relative to its topic. This allows for better predicting

future users’ requests and enhances the placement/replacement decisions. Furthermore, the

proposed approach can assist network operators in providing them with an in-depth overview

of traffic usage. The proposed approach is evaluated on a real dataset describing users

browsing history. Experimental results show that our strategy achieves better performance

for both placement and replacement decisions compared to other approaches.





Chapter 6

Resource allocation in NDNs based on
Naïve Bayes classifier and Lagrange
method

6.1 Introduction

In recent years, new network architectures under the name of Information-Centric Networking

(ICN) have attracted the attention of many academics and enterprises. ICN proposes new

structures and concepts that can solve the traffic congestion problems caused by massive

content distribution in the network [30]. The content is considered a very important factor in

ICN , being the basis for content demand and reception. Among the ICN architectures, NDN

is a promising active research project that aims to develop a candidate architecture for the

future Internet [43]. NDN follows the same design as the IP system, the difference being

that the names of the data replace the IP address. NDN data names are similar to the URL

names structure, which better matches the current shift in intranet usage from site-specific

to content-specific searches. Routing and data transmission also depends on the content

names by implementing the longest prefix corresponding to the requested name prefix [23].

In-network caching is also an important key in NDN, where each router has a cache, and the

received data is cached according to a specific caching strategy. The caching mechanism

enables future requests to be satisfied by the nearest available routers instead of reaching the

end producer of the data [130].
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It is obvious that the in-network caching saves limited bandwidth resources and improves

network performance. However, in practice, the size of the caches remains limited due to

the huge amount of data circulating in the network. Therefore, the main challenge is how to

use these limited caching resources for massive content while ensuring Quality of Service

(QoS). In addition, the administration and allocation of caching resources in the network is

also an important issue. These problems have been the subject of several researches in terms

of caching strategies and algorithms. However, many of the proposed strategies focus on the

large network environment and simply consider user satisfaction as a basic factor for caching

important data. In practice, these methods are not always effective when dealing with a small

limited network, such as a university network, a company network, etc. This type of network

usually has a limited set of nodes, and its own data representing its direction, which is often

stored in its own servers. In fact, the huge demand for content from social networks and

video-on-demand has become a large part of the data consumed in everyday life [8, 56]. This

poses a problem for this type of network since the owners of these networks will not be able

to take advantage of the cached data using existing caching strategies. As an example, the

analysis of data traffic at the University Amar Telidji Laghouat, shows that the consumed

data belonging to the university represents only 4% of the total resource consumption. In

this case, with the existing strategies in the NDN, the data related to this network has no

advantage in terms of delay, satisfaction, and load on the servers. This looks to be contrary

to the primary goals of NDN. Therefore, controlling the trade-off between maximum user

satisfaction and resource efficiency is one of the most fundamental issues in a limited NDN

environment. From the network administrator’s perspective, it is very essential to use the

network caches efficiently, and the benefits must be maximized. Similarly, from the users’

perspective, it is more important that their Quality of Service (QoS) requirements are met

adequately. Hence, the question is how to manage this trade-off?

In this chapter, we use a proven Bayesian classification-based machine learning method

to classify the received data in such a network. Then, using the Lagrange method, we propose

a utility function based on a preference parameter that allocates different partitions to the

content classes in the routers. A new placement and replacement strategy are also defined for

processing the data received by the routers. Finally, an exhaustive simulation of the results is

presented to demonstrate the performance of the proposed model.
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Fig. 6.1 Example of targeted networks.

This chapter is organized as follows. In Section 6.2, the proposed solution for resource

allocation is described. Simulation results are then presented and discussed in Section 6.3.

Finally, we conclude this study in Section 6.4.

6.2 RADC: Resource Allocation based Data Classification

6.2.1 System Model

The system model is much more focused on limited network environments, such as academic

and industrial networks, etc. In these types of networks, each area consists of a network

administrator, and a set of nodes and server(s). For instance, Figure 6.1 illustrates a network

with 4 areas denoted Area = {Areai|i ∈ [1.4]}.
Routers in the same network area sent periodically the sum of each consumed class to the

administrator side. Similarly, the network administrator will calculate the allocated partitions

for each class according to the utility function given in Subsection 6.2.3. The communication

between administrator/routers of the same area can be done using the IP layer in the NDN

hourglass [23]. To classify the received contents each router in the network will use the

proposed classification model (Subsection 6.2.2) to assign the contents to the corresponding

classes. The nodes outside those networks use the default caching mechanism used in NDN.
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6.2.2 Content Classification

As mentioned above most of the proposed methods in the NDN do not provide a robust

model for content classification, as they typically use simple parameters to classify their

content (e.g., request frequency). One of the most important keys introduced by NDN that

can be exploited to classify contents efficiently is the data naming, which adopts the same

structure as URL naming. The names in NDN are significant sources of information and

knowledge. However, processing names is a difficult task regarding their unstructured format.

We use a Naïve Bayes (NB) classifier [152], which has been widely used to analyze and solve

many scientific problems due to its simplicity, efficiency, and effectiveness [153, 154]. Naive

Bayes is computationally inexpensive and also needs a very low amount of memory [155].

The role of the NB in this study is to classify the received content into two classes, where the

first-class represents the consumed data that belongs to the server or domain of the addressed

network, and the second class is the consumed data that does not bring any benefit to the

addressed network. Before starting to use the BN model, a step concerning the preparation

of the dataset for the training and testing of the model should be performed. The dataset used

should contain a sufficient number of names of the requested contents in each selected class.

Once the preparation of the dataset is done, the conversion of the dataset into a word count

matrix is performed, with each row representing a data name, and the columns representing

the features that represent the entire vocabulary existing in the dataset. The model uses the

n-gram model [111] to extract more features, and also uses the Term-Frequency Inverse

Document Frequency (TF-IDF) model [112] to weight the selected features.

The High-Level Description of the Naïve Bayes Classifier

If the number of content names (L) fit into s classes where s ∈ {c1,c2, ...,cs}, the predicted

output class is c ∈C. The Naïve Bayes algorithm can be described as follows:

P(c | l) = P(l | c)P(c)
P(l)

(6.1)

where l is the content name, and c indicates classes.

CPredicted = argmax
c∈C

P(l | c)P(c) (6.2)
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Multinomial Naïve Bayes Classifier

Naive Bayes classifiers differ mainly in the assumptions they make about the probability

distribution of P(l | c). in text classification like content names of NDN the multinomial

distribution performs well compared to other distributions such as the Gaussian distribution

or the Bernoulli distribution [123]. The Multinomial Naïve Bayes algorithm can be written

as:

P(c | l) = P(c)∏w∈l P(l | c)nwl

P(l)
(6.3)

where nwl denotes the number of times that word w occurs in the name, and P(w | c) is the

probability of observing word w given class c.

P(w | c) is calculated as:

P(c | wi) =
count(wi,c)+1
count(w,c)+V

(6.4)

where count(wi,c) is the number of times the word appears in class c in the training dataset,

count(w,c) is the total number of all words appearing for class c, and V is a constant value

that represents the number of features (words) that represent the model.

6.2.3 Resource Allocation

One of these solutions, which is very simple, efficient and suitable for solving problems of

allocation of limited resources between a set of independent activities, is that of Lagrange

multipliers. The use of this technique does not guarantee that a solution will necessarily be

found for all problems, but it is safe in the sense that any solution found by using them is a

real solution [165]. To this end, the aim of this work is to optimize the resource allocation

of the two selected classes of data by giving each of them an associated space taking into

account two factors. The first one is the priority level of the space associated with data that is

not important to the targeted network compared to the second space. The second factor is

the frequency of requests received in each class. This is done within the constraint of the

maximum cache space in each router as formulated by the equation below:

P |
max
C1,C2

f (C1,C2)

u.c g(C1,C2) = MaxC
(6.5)
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where C1 and C2 represent, respectively, the space associated with the data that belong to

the domain of the targeted network, and the second to the other data; MaxC represents the

maximum cache space in the router.

The chosen objective function f (C1,C2) and the constrained g(C1,C2) that can give the

best allocation to the two spaces are formulated according to:

P |
max
C1,C2
−αC1−βCk

2

u.c C1 +C2 = MaxC
(6.6)

where α and β represent, respectively, the frequency of requests that belong to the organiza-

tion, and the requests that do not belong to the organization, These requests are classified

using the Naive Bayes classifier. k represents the priority level of space C2 with respect to

space C1, where the value of factor k takes the scale by 0.1 to 0.9 inspired from the work

done in [80]. The meaning of the scale is presented in Table 6.1 (Note: The values 0.2, 0.4,

0.8 of the factor k mean that the importance of the space C1 in respect with C2 is situated

between the two adjacent levels shown in Table 6.1).

Table 6.1 Meaning of the scale from 0.1 to 0.9

Scale Meaning
0.1 The data in the C1 space have an obvious importance in the network compared to the C2 space.
0.3 The data in the C1 space have a batter importance in the network compared to the C2 space.
0.6 The data in the C1 space have a little importance in the network compared to the C2 space.
0.9 The data in the C1 space have the same importance in the network compared to the C2 space.

The Lagrangian function associated with this program is written as shown below:

L(C1,C2,λ ) =−αC1−βCk
2−λ (C1 +C2−MaxC) (6.7)

Finally we get the two spaces C1 and C2 calculating the derivatives of our variable,

where C1 is equal to
⌈

MaxC−
(

α

kβ

) 1
k−1

⌉
, and C2 is equal to

⌊(
α

kβ

) 1
k−1

⌋
. We can add the

Laplace smoothing to the spaces to avoid zero in the denominator, so C1 and C2 will equal,
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respectively: 
C1 =

⌈
MaxC−

(
α+1
kβ+1

) 1
k−1

⌉
C2 =

⌊(
α+1
kβ+1

) 1
k−1

⌋ (6.8)

In certain cases when the margin between the frequencies of requests belonging to the

two classes is very large, we can find that C1 is equal to a negative number to satisfy our

constraint. Since the Lagrange is limited by the constraints of equality, we can fix this

problem by affecting C1 = 0, and C2 = MaxC when C1 ⩽ 0.

6.2.4 Placement and Replacement of Data

Unlike strategies that share the same space for all content, our strategy allocates the desired

space for each content class. It is known that content placement and replacement in NDN

is also an important feature that can improve the overall network performance. As shown

in Figure 6.2, when the routers in the network receive the content, they classify it using the

classification model. Then, the received content is placed in the corresponding space that

was allocated to the same class. If the corresponding space is full, a replacement strategy will

be applied to insert the received content by evicting another from the same class. We note

Fig. 6.2 Data placement and replacement process.

that the design of our strategy allows us to adapt any replacement strategy to replace data of
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the same class, but for simplicity we will use the Least Recently Used method to replace the

received data. In this strategy the received data will replace the least recently used data [160].

6.3 Performance Results of RADC Strategy

In this section, we will present and discuss the different performance results obtained. To this

end, we start by detailing the simulation environment used, and next we proceed to show the

actual results achieved. Besides, for the sake of reproducibility, the detailed working code

of RACD is available at: https://github.com/Herouala/RADC.git (accessed on 12 January

2022).

6.3.1 Simulation Environment

The performance evaluation of the proposed strategy is done in two steps. First, we implement

the classification model to classify the dataset used in the simulation. Then, the proposed

strategy is evaluated through simulation. Due to the lack of standard dataset in NDN, we

constructed our dataset by combining the DMOZ dataset with links extracted from the

website of the University Amar Telidji of Laghouat (UATL). The names of the DMOZ dataset

are labeled as data belonging to the class {0} (unimportant), and the links extracted from the

UATL are labeled as data belonging to class {1} (important). The dataset used is divided

into two parts, one for the training and the other for testing the model. The implemented

Multinomial Naïve Bayes classifier model has achieved 98% accuracy in classifying the

content names. After that, the RADC strategy is evaluated through ndnSIM [95], which

represents the official ns-3-based simulator deployed by the NDN community. ndnSIM

enables reliable simulation experiments that can be replicated in real environments without

having to modify the source code [164]. To make our simulation as realistic as possible,

we chose a real dataset from the University Amar Telidji of Laghouat as a realistic interest

consumption. The UATL dataset contains more than one million links consumed during a

week at this university.

The strategies are simulated using a non-complete K-ary tree as in [161–163]. This

topology is based on two parameters, D and k, where they represent consecutively the depth

of the tree and the number of children of each node in the tree. We chose D ∈ [3,7] and

k in the interval [0,5], where k is randomly generated for each node as in [163]. For the

simulation scenario, we assume that there are two root nodes, where the first is a server

https://github.com/Herouala/RADC.git
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that belongs to the university, and it contains all its data. The second represents a server

containing all other data requests. Furthermore, we assume that all requests are sent by leaf

nodes.

For each test run, users are assumed to express interests from the used UATL dataset. For

simplicity, we set a similar cache size for all nodes in the network. Each link in our topology

has a bandwidth of 10 Gbps, which is greater than the traffic demand, and a propagation

delay of 1 ms. Table 6.2 shows the choice of the main parameters for our simulation.

Table 6.2 Parameter settings for the simulation.

Parameter Default Value Range

Tree-ary k - [0;5]
Tree depth D 5 [3;7]

node cache capacity 100 [10;100]
Priority level 0.4 [0.1;0.9]

Delay 1 ms -
Bandwidth 10 Gbps -

For the evaluation method, we studied the impact of parameters priority level, cache size,

and tree depth on the caching performance in the network. We compare the results of our

resource allocation mechanism with the mechanism that promotes content sharing in the

same cache. The sharing mechanism represents the majority of the proposed strategies, with

a difference in the choice of the placement and replacement strategy. Since RADC does

not apply any particular technique to manage the cache content, any strategy could easily

be adopted. We compare the two strategies in the same environment, applying the same

placement and replacement technique. The two strategies represent, consecutively, LCE [23]

and LRU [160] for placement and replacement.

We quantify the performance of the in network caching from two metric aspects:

Cache hit ratio, a metric that measures the ratio between the served content requests

and the number of received requests. It also reflects the load saving of the servers, and the

delay of the data delivery, since the higher the cache hit ratio is, the faster the data delivery

becomes before the user’s request reaches the data source. In our case, we study the cache

hit of the served data that belong to the university, and also the hit of the other data for both
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strategies; we can define it as follows:

Cachehitratio =
r
|R|

(6.9)

where r represent the number of requests satisfied by in-network caches, and |R| is the total

number of requests.

The hop reduction ratio indicates the variation of the data delivery distance in the

network. In our study, we investigate the hop reduction ratio of the data belonging to the

university against the other data in both tested strategies. The hop reduction ratio is defined

as follows:

Hop reduction ratio = 1− ∑r∈R hr

∑r∈R Hr
(6.10)

where hr and Hr are the hop counts from the requester of r ∈ R to the node which serves the

request, and to the original content server, respectively.

6.3.2 Performance Results

In the comparison of results, we named the results obtained for the two classes with our

strategy as UD-RA and OD-RA, where the UD-RA acronym refers to the results obtained for

the data belonging to the university using our strategy, and the OD-RA acronym refers to the

obtained results for the data outside the university using our strategy. Also, for the sharing

strategy, we name the results obtained for the two classes as UD-sharing and OD-sharing.

The Impact of the Priority Level on network performance

Figure 6.3 shows the effect of the priority level (k) on the performance of the resource

allocation strategy in terms of hit ratio and hop reduction ratio. We can see that, when

the priority level k increases, the results of the university data (UD-RA) decrease, and the

results of the other data (OD-RA) increase. Here we observe that, from 0.1 to 0.4, there

is an increase in the hit ratio and the hop reduction ratio for university data compared to

non-university affiliated data. The reason is that, as the priority coefficient increases, the

space given to non-university data increase until it reaches nearly the same size for both

types of data when k = 0.4. Starting from k = 0.5, We can see a clear superiority for OD-RA

reaches almost 90% as a difference in the hit ratio, and also for the hop reduction ratio.

Notice that, as the k coefficient increases, the space allocated to OD-RA also increases. The
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reason why OD-RA takes more storage space compared to UD-RA even with the priority

coefficient k in the ranges from 0.5 to 0.9 is because there is a large difference between the

amounts of data consumed in the two classes, being that the amount of data that belong to the

university represent only 4% of the total resource consumption. This, in turn, has an impact

on space allocation.
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Fig. 6.3 Caching performance vs. priority level in terms of (a) Cache hit ratio, and (b) Hop
reduction ratio.
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ratio, and (b) Hop reduction ratio.
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Figures 6.4 show the effect of cache size on the performance of the data sharing a in

terms of hit ratio and hop reduction ratio. From the figure, we can see that, for the sharing

strategy, the hop reduction and hit ratio values increase with the cache size, with a large

margin for the OD-Sharing results compared to the UD-Sharing. The improvement in results

when cache size increases make sense because now more data are cached, which increases

the chances of getting the data searched to the closest possible node. The difference in the

results between the two classes is due to the fact that the requests in the OD-Sharing class

are more numerous than those in UD-Sharing.

Figures 6.5 and 6.6 show the effect of cache size on the performance of the resource

allocation strategy in terms of hit ratio and hop reduction ratio. From the two figures, we

can see that also for our strategy the hop reduction and hit ratio values increase with the

cache size. In addition when we set k to k = 0.1, the university data (UD-RA) achieves a

higher hit ratio and hop reduction ratio as the cache size increases. The OD-RA achieves

low and constant values compared to UD-RA. This is because, when using a very small

value for coefficient k, the cache partition size given to UD-RA is much larger than the

size given to OD-RA, which was small and fixed in all sizes tested. When k = 0.9, we find

that our strategy performs inversely to k = 0.1 where, as the cache size increases, OD-RA

performs well compared to UD-RA in terms of hit ratio and hop reduction ratio. The reason

is that, when the coefficient is k = 0.9, the coefficients of the two data classes become almost

equivalent. Therefore, the allocations of each partition become related to the amount of
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Fig. 6.5 Caching performance vs. Cache size in terms of: Cache hit ratio when varying k.

data received from both classes. Since the consumed university data represents only 4% of
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Fig. 6.6 Caching performance vs. Cache size in terms of Hop reduction ratio when varying k.

the total consumption, all the cache is allocated to OD-RA data. We also notice that, when

k = 0.4, from 10 to 30, the UD-RA obtains a null hit and hop reduction ratio, in contrast to

the OD-RA, which increases with the increase in cache size. From 40 to 60 we notice an

increase in the results of both classes of data, with their convergence until they are equal in

the capacity 70. From 80 to 100, the results show a continuous increase in both classes, with

a dominance of UD-RA over OD-RA. The reason for the continuous increase in results for

both classes is that both classes get more space when the total cache space increases. The

reason why these results are obtained when k = 0.4 is that, when the cache size is between

10 and 30, the Lagrange utility function gives the total memory space for the OD-RA. Then,

beyond size 40, the function starts to give more memory space for UD-RA, and OD-RA

space remains fixed until they reach equal results for size 70. Then, the increase in space

continues for UD-RA, which takes more memory space, and thus gets better results than

OD-RA.

Impact of Tree Depth on the network performance

Figures 6.7 show the effect of tree depth on the performance of sharing strategy by calculating

the hit ratio and hop reduction ratio. For the sharing strategy, we observe a slight increase in

the results for both classes of data in terms of hit and hop reduction ratio as depth increases.

We also observe a large difference in the results for the two classes, with a 50% difference in

hits, and a difference ranging from 60% to 35% in hop reduction results between OD-Sharing
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Fig. 6.7 Caching performance vs. Tree depth for sharing strategy in terms of: (a) Cache hit
ratio, and (b) Hop reduction ratio.

and UD-Sharing. The increase in the results obtained is due to the number of nodes that

increase with length, allowing more cache space to be allocated. This allows more data to

be cached, including low-consumption data, such as university-owned data (UD-Sharing),

which results in a higher hit ratio and less hop ratio.
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Fig. 6.8 Caching performance vs. Tree depth in terms of Cache hit ratio when varying k.

Figures 6.8 and 6.9 show the effect of tree depth on the performance of resource allocation

strategy by calculating the hit ratio and hop reduction ratio. Regarding the resource allocation
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Fig. 6.9 Caching performance vs. Tree depth in terms of Hop reduction ratio when varying k.

strategy, the results differ depending on the k factor. When k = 0.1, we notice a very slight

increase in the hit and hop reduction results with the increase of depth D. We also notice a big

difference between the results obtained for the two classes of data, being that this difference

grows up to 85% between the UD-RA and the OD-RA, where OD-RA achieves the lowest

percentage. Indeed, the use of a coefficient k = 0.1 leads to a very high priority for the data

that belong to the university compared to the other data. With the use of k = 0.9, we see

the opposite of the results given with the use of k = 0.1. This is because the coefficients

between the two classes of data become closer, and thus the priority becomes dependent on

the amount of consumed data for both classes. Since the amount of consumed data that are

not affiliated with the university is much larger than the others, OD-RA gained a significant

advantage within the given space, leading to the obtained results. At k = 0.4, there is an

improvement in the results of both classes as the depth D increases. The difference between

the two classes of data is between 20% and 60% for the hit ratio, and between 40% and 25%

for the hop reduction ratio, with a preference for the UD-RA. The convergence of the results

obtained for the two classes is due to the fact that the space given to them is similar, with a

bias towards the space reserved for the university data.

Through this study and the results obtained, we can say that the proposed strategy offers

the possibility to control the data in an excellent way, even at the levels where there is a big

difference between the consumed data classes. Indeed, by using this strategy, we are able
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to determine the desired priority level, which in turn can allocate space for the desired data

resources.

6.4 Conclusions

The proposed strategies for resource allocation in NDNs are known to be effective in opti-

mizing the overall network performance. However, these strategies may suffer in a limited

network environment. That is because a fundamental trade-off problem between resource

efficiency and user satisfaction might arise. To this end, a resource allocation scheme based

on data classification has been proposed with a weighting factor that is used to decide at

which level we want to control the aforementioned trade-off. Simulation results show that

our strategy outperforms the sharing strategies since it proves its ability to control any desired

trade-off point of their respective efficiency and satisfaction levels.



Chapter 7

Conclusion

7.1 Summary

In-network caching is one of the most important features of named data network to efficiently

distribute data and reduce the time to obtain information as well as reduce the pressure on

the network. Among the proposals of the NDN is the default LCE caching strategy, which

caches a copy of each requested content on the return path to the consumer, despite the

importance of this strategy, its simplicity has resulted in wasted memory resources as such

resources are limited compared to the huge amount of consumed data. Therefore, many cache

strategies have been proposed with the aim of keeping just the important data to increase the

performance of this architecture.

In this thesis, many cache management strategies in the NDN domain were reviewed

and classified according to the important features of each proposed strategy. By reviewing

the proposed strategies, we find that the most proposed strategies are based mainly on the

calculation of the content popularity using name space of the content. Although this factor

gives good results, the study of data name frequency presents several challenges. In addition,

the study show that the most proposed strategies are mainly focuses on the large network

scale and don’t give an importance the limited network that could have problem of trade-off

between resource efficiency and user satisfaction. So, based on these problems the CaDaCa

strategy was proposed as a solution, which aims to analyze the categories of the data that are

a rich source of knowledge. The classification was done using a machine learning technique

that classifies data names based on the Multinomial Naïve Bayes classifier. Then, based on

the data classification, two new strategies have been proposed, the first one depends on the
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frequency of the consumed data categories to make a placement decision on the received

data. As for the second strategy, it depends on the decision to replace the data also based

on the calculation of the consumed categories. Overall CaDaCa strategy performed well

compared to the other simulated strategies. CaDaCa give best results with higher cache

sizes but with low cache sizes it doesn’t give the expected results because the predicted

probabilities are disturbed with low cache sizes. As a second contribution, the strategy

RADC was proposed as resource allocation strategy by classifying the received data based

on Multinomial Naïve Bayes classification method. The model gives good results that reach

up to 98% in the prediction accuracy of the received data classes. Then, depending on

the frequency of data from each class, an adaptive resource allocation strategy has been

proposed based on the Lagrange utility function. The obtained results, show that RADC

outperforms the sharing mechanism in such network. The RADC strategy has the ability

to control any desired trade-off point of their respective efficiency and satisfaction levels

compared to the sharing mechanism that almost give the total priority to the most frequently

content to be cached. Overall, our proposed caching strategies showed that they perform

better compared to the compared strategies. While not all of the results were significant,

the overall direction of results showed trends that could help learn about the role of data

categorization in implementing new caching mechanisms.

7.2 Future works

Caching strategies in NDN have great importance in developing network performance, so

they should get more attention in order to find solutions to the problems and challenges they

face.

So, as future work, we see that the idea of classifying data based on its names and

integrating it with placement and replacement strategies is an innovative idea that opens up a

great opportunity to add this concept into several caching related strategies. As an example,

we would like to extend this idea and apply it to several domains such as IoT and VNDN.

In addition, it is also observed that the data names are not limited to the CS, but it is

used in other structures such as PIT and FIB, which allows us to include the concept of

classification in these structures as future work.

It is mentioned that the proposed strategies in this thesis were based on the Naive Bays

classification method, so in the future we will try to use other techniques for data classification
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like deep learning and frequent itemset. Finally, it will also be among our objectives to study

the performance and impact of the RADC strategy on the overall network.

7.3 Publications

1. Herouala, A. T., Ziani, B., Kerrache, C. A., Karim Tahari, A. E., Lagraa, N., & Mas-

torakis, S. (2022). CaDaCa: a new caching strategy in NDN using data categorization.

Multimedia Systems, 1-16.

2. Herouala, A. T., Kerrache, C. A., Ziani, B., Calafate, C. T., Lagraa, N., & Tahari,

A. E. K. (2022). Controlling the Trade-Off between Resource Efficiency and User

Satisfaction in NDNs Based on Naïve Bayes Data Classification and Lagrange Method.

Future Internet, 14(2), 48.

3. Conference paper in Distributed Simulation and Real Time Applications (DS-RT)

2022 titled "NBCC: a new Caching strategy uses a Naive Bayes Classifier in NDN"

(submitted).
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