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Abstract :

Electronic or virtual crime (crimes cyber) consists of two parts, crime (crime)
and (cyber). The term electronic is used to describe the idea of a part of the
computer or the information age. The crime is the behavior and actions outside
the law. Electronic crimes are “violations committed against individuals or
groups of individuals motivated by the crime and with the intent to harm the
victim’s reputation or physical or mental harm to the victim, directly or
indirectly, using communication networks such as the Internet (such as chat
rooms, e-mail, and mobile phones)” (Taishankar, 2011). & Halder.) and
represents the core of cybercrime. Beyond this description, however, computer-
related acts for personal purposes, financial gain or harm, including forms of
identity-related crime, and acts related to computer contents all fall within the
broader meaning of the term “crime.” electronic.” (2013, UNODC.)

It also addresses the causes of cybercrime, as these reasons are classified into
three levels of systems: the personal system, the intermediary system and the
total system. It proceeded from the fact that electronic crimes are criminal acts
committed by means of a computer or technical domain such as the Internet and
networks, or in which the computer and the technical space are targeted for
cybercrime. Electronic crimes within this definition include, but are not limited
to (electronic terrorism, fraud and identity theft, stalking and harassment, waste
mail, viruses, password sniffing, and smart bombs.

The causes of cybercrime can be summed up as a social phenomenon
compatible with the transition of societies to a digital society, where people's
activity has moved from actual (physical) reality to virtual reality, which is a
transnational crime. The spread of cybercrime has facilitated easy access to the
targets, low cost, negligence in its implementation, weak oversight and speed in
its implementation, use of communications and interactions in its commission,
low risk for perpetrators, speed of illicit gain, opportunities to commit it,
personal and public pressures on perpetrators, and weak oversight in general.
The factors of rapid urbanization, unemployment, the desire to get rich quickly,
weak legislation and weak protection tools, the opportunity to commit it, and the
absence of technical guards also contributed to its spread. It is carried out by
young people seeking fame, professional criminals seeking to gain and riches, or
terrorists.
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