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1. Introduction

The network course is fundamental for undergraduate students. The course allows them
to learn the techniques of how to connect the devices such as computers, printers and others to
form networks in which services and data are exchanged. Besides learning the hardware used
to ensure the connections, the students also acquire knowledge about the network layers,
topologies and protocols. The course is divided into lectures about the previously mentioned
concepts as well as exercises sessions in which they practice applying the rules and protocols
they learnt in the lecture sessions. Lastly, the course also has practical sessions in which they
learn and practice creating different types of networks and configuring them, as well as learning
to use the network simulator “Cisco Packet Tracer”. This report represents a guide to
undergraduate student, more precisely it is destinated for computer science second year
bachelor student, that direct them to elaborate networks in real world and simulation
environment. It is organized on ten sections which are:

- Local Networks Engineer Tool Set

- RJ45 cable types and standards

- Network configuration

- Connecting two computers via ethernet cable

- Access Point configuration

- Ad hoc network

- File sharing via network

- Sharing printer via network

- Cisco Packet Tracer Guide

- Activity sheet

Lastly, it is concluded by giving some insights on how to increase knowledge and experience

about networks.



2. The Local Networks Engineer Tool Set

Network engineer needs a set of tools to construct the networks. In matter of facts,
building a network requires two steps: the first is to connect its components and the second is
to configurate the network in order to ensure the connectivity and transfer of data. In order to
connect the components, the engineers need to have some equipment to make the cables, to
coordinate them and to test the hardware connectivity. This is an essential step that precedes
the configuration phase. In this section, we introduce the reader to the engineer toolkit and how
it is used. Table 1 illustrates the tools along with their names. The utility of each tool is

explained hereafter.

Table 1: Network Engineering essential Toolkit

Tool by = r.—.-,')
Picture = \
Name RJ45 RJ45 Cable R.J 45 R.J45 Connection tester
Connector Stripper Crimper

To create the network, the first step is to design it and then decide on the type of cables,
their length, and the connection equipment to use such as: switches, hubs, access points,...etc.
depending on the network to be created. The above-mentioned (in Table 1) toolkit are the one
essentially found in the engineer package. They are used to create working RJ45 cables to
connect multiple equipment.

To make the cable, you need to measure its length basing on the distance between the
endpoints you want to connect. After cutting the cable with the desired length, you need to
choose the type of cable you will be using, again based on the endpoint types. We explain more
about the cable types and their uses in section 3. Once the type is decided, you need to use the
stripper to strip the RJ45 cable from the outer cover, then you need to organize the inner 8-
wires basing on the correct color code matching the cable type you choose. Cut the lines using
the cutter found in the crimper, all the lines must have the same length, which is about lcm
(the length of the connector), enter the wires in the RJ45 connector, until they rich the pins
area, all to the end. After that, use the crimper to press the pins over the wires. Lastly, after
adding the connectors on both sides of the cable, use the tester to test the connection, if the

lights appear from both sides of the tester where the wires are connected, then the cable was



made correctly and it is ready for usage. The steps of preparing RJ45 cable are illustrated in

table 2.
Table 2: RJ45 Cable preparation steps. /1]

Step 3: Putting the
cable into the
connector

Step 4: Pressing Step 5: Testing

Step 2: organizing the wires
the connector the cable

Step 1: Stripping the cover basing on color code

3. RJ45 Cable Types and Standards

We mentioned before that to make an ethernet cable (RJ45), we need to choose its type
and organize the wires basing on a code color matching this type. In matter of fact, there are
two types of cables which are: straight-through and crossover. The difference between these
two types of cables lies in the color-code they have which represents the standard they follow.
There are two standards for ethernet network cables which are T568A and T568B. Figure 1

illustrates the order of wires basing on their colors for each standard [2].

T-568A | NUANNTAN | T-568B

Rj45 Pinout 12345678 RJ45 Pinout 12345678

1. White Green 5. White Blue 1. White Orange 5. White Blue
2. Green 6. Orange 2. Orange 6. Green

3. White Orange 7. White Brown 3. White Green 7. White Brown
4. Blue 8. Brown 4. Blue 8. Brown

Figure 1: Illustration of Color Code for T-568A (left) and T-568B(right) /2]

As it is seen in Figure 1, the color code of T-568A is white green, green, white orange,
blue, white blue, orange, white brown, brown. The color code of T-568B is white orange,
orange, white green, blue, white blue, green, white brown, brown.

The straight-through cable both extremities of the cable have the same code color which
means that either both sides are coded basing on T-568A or both sides are coded using T-
568B (see example of Figure 2). This type of cable is used to connect equipment of different

types as illustrated in Figure 3.




STRAIGHT-THROUGH

12345678 12345678

SIDE ONE SIDE TWO
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o el | ]
] [ d el ldld

1. White Orange 5. White Blue 1. White Orange 5. White Blue
2.Orange 6. Green 2.Orange 6. Green

3. White Green 7. White Brown 3.White Green 7. White Brown
4.Blue 8. Brown 4.Blue 8. Brown

Figure 2: Straight-through cable (T568B - T568B) /2]
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Figure 3: Straight-through cable use cases. /2]
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The straight-through cable is used to connect a switch to a router, a switch to a computer,
s switch to a server, a hub to a server or a computer [2].

The cross-over cable is used to connect similar and non-similar devices. It has different
code color for each side, if the one side is coded following the T-568A standard then the other
side must follow the T-568B standard (See Figure 4). Figure 5 illustrates the cross-over cable

use cases. Table 3 recaps the use cases of the crossover and straight-through cables [2].

CROSSOVER
12345678 12345678
SIDE ONE SIDE TWO
e ol ol 1o s
e e
Aol L

1. White Orange 5. White Blue 1. White Green 5. White Blue
2.0range 6. Green 2. Green 6. Orange

3. White Green 7. White Brown 3. White Orange 7. White Brown
4.Blue 8. Brown 4.Blue 8. Brown

Figure 4: Crossover cable (T568B - T568A) /2]



Crossover Cable
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Figure 5: Crossover cable use cases /2]

Table 3: Crossover vs Straight-through use cases recap /3/

HUB SWITCH ROUTER PC
Hub Crossover Crossover Straight Straight
Switch Crossover Crossover Straight Straight
Router Straight Straight Crossover Crossover
PC Straight Straight Crossover Crossover

4. Network Configuration

After preparing the cables and the devices to connect, it is necessary to be able to know
how to configurate the network, i.e. how to set and change the IP addresses of the devices.
Actually, there are two methods, either to set them automatically, if there is a DHCP server in
the network which dynamically assigns the IP addresses to the devices. Or, to set them
statically, in this case, the admin which is the one doing the network configuration should make
sure that each device has a unique IP address to avoid IP address conflict. The network
configurations steps are illustrated bellow for Windows (Table 4), Linux (Table 5), and Mac
operating systems (Table 6).



Table 4: Network configuration - Windows 10

Etat
Statut du réseau
Ethernet
Réseau public

Vous étes connecté a Internet
Si vous disposez d'un forfait de données limitées, vous

modifier d'autres propriétés.

Modifier les propriétés de connexion

Afficher les réseaux disponibles

Résoudre les problémes

Ouvrir les paramétres réseau et Intemet

Modifier vos paramétres réseau

pouvez configurer ce réseau en tant que connexion limitée ou

& Connexions réseau

4 & > Panneau de configuration > Réseau etInternet > Connexions réseau

Fichier Edition [JAFGREGE] Avancé Outils

Organiser v
=/ FEthemet =/ VPN-VPN Client

.\-E Réseau 2 .45 Cable réseau non connecté
@7 Intel(R) 82579V Gigabit Network C... 3§ @7 VPN Client Adapter - VPN

@ Modifier les options d'adaptateur

=)

Affichez les cartes réseau et modifiez les paramétres de connexion. §

Step 1 : Opening the network setting

Step 2 : Changing the adapter settings

&/ Connexions réseau

A & 5 Panneau de configuration > Réseau et Internet > Connexions réseau
Fichier Edition Affichage Avancé Outils
Organiser v Désactiver ce périphérique réseau Diagnostiquer cette connexion Renom
— Ethernet — VPN - VPN Client
~ P ~ . )
&,N Réseau 2 L»’* C3ble réseau non connecté
@ Intel(R) G Désactiver | Client Adapter - VPN

Statut
Diagnostiquer

Connexions de pont

Créer un raccourci
Supprimer

Renommer

e |@

Propriétés

U Etat de Ethernet X
Général
Connexion
Connectivité IPv4 : Internet
Connectivité IPv6 : Pas d'accés réseau
Etat du média : Activé
Durée : 01:43:05
Vitesse : 100,0 Mbits/s
Activité
Envoyés —— L\’,! —_— Regus
@
Octets : 14796473 | 206 261 283
# GPropriénés QDésacﬁver Diagnostiquer
Fermer

Step 3 : Checking current settings

Step 4 : More Network Characteristics

;“; Propriétés de Ethernet

Gestion de réseau  Partage

Connexion en utilisant :

@ Intel(R) 82579V Gigabit Network Connection

Cette connexion utilise les éléments suivants :

? Partage de fichiers et imprimantes Réseaux Microsoft
5 VitualBox NDIS6 Bridged Networking Driver

? Planfficateur de paquets QoS

.4 Protocole Intemet version 4 (TCP/IPv4)

4 SoftEther Lightweight Network Protocol

O . Protocole de muttiplexage de carte réseau Microsoft
<

>

Installer...
Description
Pemmet a votre ordinateur d'accéder aux ressources d'un réseau Microsoft.

Désinstaller Propriétés

OK

Propriétés de : Protocole Internet version 4 (TCP/IPv4)
Général Configuration alternative

Les paramétres IP peuvent étre déterminés automatiquement si votre
réseau le permet. Sinon, vous devez demander les paramétres IP
appropriés a votre administrateur réseau.

(®) Obtenir une adresse IP automatiquement

L. - - ]
L. - - 1]
L. - - ]

(® Obtenir les adresses des serveurs DNS automatiquement

(O Utiliser I'adresse de serveur DNS

Valider les paramétres en quittant

(O utiliser I'adresse IP suivante :

Avancé...

=

Step 5 : IP Settings

Step 6 : Setting IP address (either to automatic or static)
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Table 5: Network configuration - Linux

Off
@ 1:15Remaining (96 %)

© settings
& Lock
O Power Off / Log Out

Airplane Mode

@ Network Disables Wi-Fi, Bluetooth and mobile broadband
B Bluetooth
Visible Networks

(3 Background

v Y |
Appearance

@ D-Linko3 a
Q  Notifications
Q search

i Applications )

Step 1 : Opening the network setting

Step 2 : Changing the adapter settings

Cancel

Details dentity Pv4 IPV6 Security
Excellent
eed 72Mb/s (2.5 GHz)
WPA2
192.168.1.39
fe80::29d9:eacd:c00f:5760
B0:C0:90:1A:E8:8F
Frequencies 2.4 GHz
192.168.1.1
NS 192.168.1.1

Connect automatically
Make available to other users

Metered connection: has data limits or canincur charges

her ') |
Forget Connection

Step 3 : Checking current settings

Detail dentity IPv4  IPv6  Security Details Identity IPv4 PV6 Security
IPv4 Method Automatic (DHCP) Link-Local Only
0 Manual Disable 1Pv4 Method © Automatic (DHCP) Link-Local Only
Shared to other computers Manual Disable
Shared to other computers
ddresses

& DNs automatic @)

DNS Automatic ()
Routes Automatic ()
Routes Automatic C
Use this connection only for resources onits network Use this connection only for resources onits network

Step 4 : Setting IP address (either to automatic or static)
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Table 6: Network configuration — Mac Os

@ Not Connected

Thunderbolt Bridge
@ Not Connected

Apple US...t Adapter
@ Not Connected

Turbo VPN
) Not Connected

Turbo VPN
® Not Connected

[+1-fe~] ]

[ XC) < > Network Q search
Location: ~Automatic

Wi-Fi -

= .ICOLnected Status: Connected Turn Wi-Fi Off

Wi-Fi is connected to

* Bluetooth PAN and has the IP address 192.168.1.38.
@ Not Connected
Thunder...It Ethernet Network Name:

Automatically join this network
Ask to join Personal Hotspots

Ask to join new networks

Known networks will be joined automatically. If
no known networks are available, you will have
to manually select a network.

Show Wi-Fi status in menu bar

‘ Advanced... = ?

Step 1 : Opening the network setting

Step 2 : Changing the adapter settings

Wi = Wi
Wi-Fi  TCPIP DNS = WINS = 8021X  Proxi Hard
o / UL L Wi-Fi TCPIP DNS WINS 8021X Proxies Hardware
Configure IPv4: Using DHCP
IPv4 Address: 192.168.1.38 Renew DHCP Lease Configure IPv4 FAIVE (o)) |
Subnet Mask: 255.255.255.0 DHCP Client ID: . P4 Addressf Using DHCP with manual address Renew DHCP Lease
(If required) | 5
Router: 192.168.1.1 ~ Using BootP
Subnet Mask Manual lient ID:
Configure IPv6:  Automatically ‘ anually (If required)
Router
Router: | Off
(RIS Configure IPv6:  Automatically
Prefix Length:
Router:
IPv6 Address:
Prefix Length:
? Cancel OK
Step 3 : Checking current settings Step 4 : Setting IP address (dynamic)
= Wi-Fi
Wi-Fi  TCP/IP  DNS = WINS 802.1X Proxies Hardware
Configure IPv4: Manually
IPv4 Address: 0.0.0.0
Subnet Mask: 255.255.255.0
Router: 192.168.1.1
Configure IPv6:  Automatically
Router:
IPv6 Address:
Prefix Length:
? Cancel OK
Step 5 : Setting IP address (static)

12




5. Connecting two Computers via ethernet cable

To connect two computers via ethernet, a crossover cable is needed. After connecting
both of the cable ends to each computer, you may configure the file sharing to be able to
exchange files between the two computers. If you do not have crossover cable and you have a
straight-through cable, then the use of the switch is mandatory. The illustration of the
connection of two computers via ethernet cable using both methods are given in Table 7. The

use of switches allows not only the connection of two PCs but for multiple devices as well.

Table 7: Connecting two Computers

Laptop-PT
Laptop? Laptop-PT
Laptopl
Switch-PT
Switchl
Method 1: Connecting two pcs with a crossover cable [4] Method 2: Connecting two pcs via switch and straight-through cable

6. Access Point Configuration

Using the ethernet cables to connect the devices is the first method of creating a network,
this method is known as creating a wired network. The other method to create a network is
wirelessly. For this type of networks, there are two methods, one relies on the use of access
points (infrastructures) which is explained in this section, the other is infrastructure-less and it
is described shortly after in section 7.

To create a local network only an access point is needed it is like a wireless hub. If you
want beside creating a local network to also be able to connect to the internet then the use of
wireless router is needed instead. If you do not have an access point or a wireless router. You
may turn your personal computer (Laptop) into an Access Point (AP). The condition is that the
computer must have two network interfaces, one is ethernet for wired connection, the other is
a wireless interface to broadcast the network data over the air emulating the AP. The steps of

turning your computer into an AP are explained in Table 8.
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Table 8: Steps to turn a laptop into AP in windows 10

Documents

Pictures

Settings

Power

Setngs -

Windows Settings

g System Devices D Phone @ Network & Internet

Display, sound, notfcatons, Bluetooth,priters, mouse Link your Android,iPhone Wi fight mode, VPN

Personalisation

Background, lock screen

&

power colours

g— N .

o= Apps g Accounts (% Time & Language @ Gaming { 17 Ease of Access

®=" Uninstal, defautts, optional Your accounts, emal sync A Speech, region, date Xoox Game Bar, captures, Game " Narrator, magnifier, high
features work family Mode contrast

/O Search E‘ Privacy m Update & Security

Find my fls, permisions Location, camera, microphone Windows Update, recovery,

backup

Step 1 : Opening Windows settings

Step 2 : Opening network and Internet

Network & Internet

¥= Ethernet

% Dial-up

% VPN

5> Flight mode

) Mobile hotspot -

Proxy

&

Mobile hotspot

Share my Internet connection with other devices

@D off 4m

Share my Internet connection from

WiFi
Share my Internet connection over
(®) WiFi
O Bluetooth

Network name:
Network password: -

Edit

Step 3: Go to Mobile hotspot

Step 4: Enable the internet sharing and set the password

The other method is to use your smartphone as an AP. The condition is that you have

either 3G, 4G or 5G connection in your phone you may share this connection with others or

with your computer after setting you phone as an AP or a Hotspot, the steps of turning your

phone as an AP are similar to those in the PC.

7. Ad hoc Network Creation

Unlike Windows 7, the creation of Ad hoc network in no longer done via the graphical

interface but via line commands. To open the CMD prompt as administrator, press from the

keyboard simultaneously on windows icon and “x” then choose run CMD as administrator. To

create the ad hoc network, paste the following command in the CMD:

netsh wlan set hostednetwork mode=allow ssid=<your desired network name>

key=<your desired password>, replace what is between <> with real values you want to use.

14




To start the ad hoc network, type this command:

netsh wlan start hostednetwork

To stop it, type the following command: netsh wlan stop hostednetwork

You may create the ad hoc network when you have computers with wireless interfaces,

yet no wires are available nor an infrastructure (Access Point). After creating the network, you

may be able to share files with other network participants (see section 8 for the details).

8. File Sharing via network

After creating the network whether wire-based or wirelessly, you need to activate the file

sharing which is disabled by default. The steps of activating the file sharing on a Windows 10

computer are depicted in Table 9.

Table 9: File Sharing Steps (Windows 10)

Settngs
g System
Display, sound, nofifications, %
power
= Apps p\
Documents = o

Uninstall, defaults, optiona
features
Pictures

Settings

p Search

Find my files, permissions
Power

O Hi ™ m

&%

Windows Settings

Devices

Bluetoath,printers, mouse

Phone

Link your Android, iPhone

@ Network & Internet

Wi, light mode, VPN

Accounts

Your accourts, email sync

Time & Language
Speech, region, dte

B

Gaming
Xbox Game Bar,captures, Game
Mo

work family

Privacy

Location, camera, microphone

Update & Security
Windows Update recovery
backup

@)

| Personalisation
Background, lock screen,
colours

7L Esseof Access
" Narator magaifier,high
contrast

Step 1 : Opening Windows settings

Step 2 : Opening network and Internet

¥ Network and Sharing Centre

Advanced network settings

@ Change adapter options
View network adapters and change connection settings

Control Panel Home

Change adapter settings
% Network and Sharing Centre

For the networks that you connect to, decide what you want to share.
Media streaming options
Network troubleshooter
Diagnose and fix network problems.

View hardware and connection properties

Windows Firewall

Network reset

Change advanced sharing
settings

4 %% > Control Panel > Network and Internet > Network and Sharing Centre

View your basic network information and set up connections

View your active networks

Access type: Internet

Private network Connections: il

Change your networking settings

i Set up a new connection or network
<

Set up a broadband, dial-up or VPN connection, or set up a router or access point.

‘? Troubleshoot problems

Diagnose and repair network p

orget ti

Step 3 : Change Network and Sharing Options

Step 4 : Click on advanced sharing settings

15




*& Advanced sharing settings

« v 4 *& 5 ControlPanel > Networkand Internet > Network and Sharing Centre > Advanced sharing settings v o

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile.

Private (current profile)

Network discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers.

@ Turn on network discovery
[ Turn on automatic setup of network-connected devices.
O Tum off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

@® Turn on file and printer sharing
O Turn offfile and printer sharing

Guest or Public

All Networks

& Save changes Cancel

Step S5 : Activate the network discovery and the file sharing

Open

Pin to Quick access

Play with VLC media player
Scan with Microsoft Defender...

E ke

Give access to >
Restore previous versions

Include in library >
Pin to Start

Send to >

Cut
Copy

Create shortcut
Delete

Rename

Properties -

ed Propeties X X

General  Sharing_previous Versions  Customise I8 Network access

Network Fle and Folder Sharing

edx Choose people to share with

Not Shared
Type a name and then click Add, or click the arrow to find someone.
Network Path:
Not Shared

e | m—)

Advanced Sharing Name

Set custom permissions, ceate mulile shares and set other & BENAROUS Mohamed Owner
advanced sharing options,

v Add

Permission Level

& Advanced Sharing...

Password Protection

People must have a user account and passiword for tis
computer o access shared folders.

To change tis setting, use the Network and Sharing Centre. Lm havingtrouble sharin

@share | Cancel

OK Cancel Apply

Step 6 : Right-click on the folder to be shared

Step 7 : Set the folder to be shared with the people of your choice or to share it
with everyone

edx Properties

General Sharing Previous Versions Customise

Network File and Folder Sharing

edx
Not Shared

Network Path:
Not Shared

Advanced Sharing

Set custom permissions, create multiple shares and set other

advanced sharing options.

GMVB"CEd Sharing... — Limit the number of simultaneous users to: 20 2.

Password Protection

People must have a user account and password for this
computer to access shared folders.

To change this setting, use the Network and Sharing Centre.

OK Cancel

X

Advanced Sharing X

Share this folder

Settings
Share name:
l edx ‘

Add Remove

Comments:

Permissions Caching

oy [oc 1 conct [ aonly

Step 8 : Limit the number of simultaneous users to the shared folder to your liking
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Now that the file sharing is activated, you may drop in the shared folder whatever file
you want to share with others. They can see your computer from their network window as
illustrated in the Figure 6. If your computer is protected with a password, you need to share it
with the person you are sharing the files with to be able to enter your computer and copy the
files from them. If you do not wish to share the password, then you have to disable the password
protection when activating the file sharing as illustrated in Figure 7.

€« v 4 &> Network All Networks
Public folder sharing

v Computer (1)

# Quick access When Public folder sharing is on, people on the network, including homegroup members, can

access files in the Public folders.
) ) BENAROUS «
@ Creative Cloud Files (O Turn on sharing so that anyone with network access can read and write files in the Public
= folders
33 Dropbox (@ Turn off Public folder sharing (people logged on to this computer can still access these
h P v Network Infrastructure (1) folders)
@ OneDrive .
. D-Link DSL-2750U Media streaming
+ [ This PC 4 E . . .
When media streaming i on, people and devices on the network can access pictures, music and
J 3 Objects videos on this computer. This computer can also find media on the network.
» Autodesk 360 Choose media streaming options...
Desktop File sharing connections
5] Documents Windows uses 128-bit encryption to help protect file sharing connections. Some devices don't
‘ Downloads support 128-bit encryption and must use 40- or 56-bit encryption.
b Music (@ Use 128-bit encryption to help protect file sharing connections (recommended)
O Enable file sharing for devices that use 40- or 56-bit encryption
=] Pictures

deos Password-protected sharing

‘s Local Disk (C:) When password-protected sharing is on, only people who have a user account and password on
this computer can access shared files, printers attached to this computer and the Public folders. To
wa Local Disk (D:) give other people access, you must turn off password-protected sharing.

wa Local Disk (E) (® Tum on password-protected sharing

- O Turn off password-protected sharing
7 ¥ Network

3 BENAROUS -

Figure 6: Network > Computer with shared folder Figure 7: Disabling the password protection while activating
the file sharing

Remember to disable the visibility of your computer and to turn off the file sharing upon

the end of use.
9. Printer sharing via network

To share the printer over the network, the printer should be connected to a computer with
a fixed IP address (see network configuration- static address- section 4). Then, repeat the steps

from 1-5 from Table 9. After installing the printer driver, follow the steps illustrated in Table
10.
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Table 10: Printing sharing steps

o :»‘ZO\‘M ((P-225 Senes) Propertes

fle Edit View Tools General Sharig Ports  Advarced Colour Management

Add a device Ad: o panting e ?
o change these settings, use the Network and Sharir
1 Qé
> A i < <
Q\/ ‘\~ / u‘ c\/ @ u‘ [] Share this printer -
~ - E. =
_—

Adobe POF Brother DAL POF EPSON L355 EPSON4D&201
MFC-5300W Printer Senes (XP-225 Series)

EPSONAICRIE

L1355 Senes)

Q Drivers

Fa HP Laserlet MFP Microsoft Print to
M28-M31 POF

=

Step 1: Right-click on the printer’s name Step 2: Activate the share option

To print a document, both the printer and the computer it is connected to must be on. The

users using the same network may select the printer’s name to print their documents.
10. Cisco Packet Tracer guide

Cisco Packet Tracer is a powerful simulation tool provided by Cisco suitable for
academic learning of networks. It has a wide variety of switches, routers, end devices made by
Cisco. It simplifies the understanding of networks and give the learners the chance to get a real-
world experience of networks through realistic simulations, device connections and
configurations [5]. Therefore, we believe that this tool is suitable for new network learners
because it allows them to try the network configurations and test if it works before the real

deployment. In the following subsections, the tool will be explained and illustrated.
10.1. The tool interface

If the user is connected to the internet, a login page is prompt asking him/her to enter
his/her credential. If you do not wish to create an account in the Cisco Academy Network or
you do not want to log in, you may simply select to enter as a guest as illustrated in Figures 8.
Noting that if you are using the tool from an offline computer -not connected to the internet,

you will directly be able to use the tool without passing by the login page.

18



‘eve® netacad.com Login

us
® .

afraln

cisco

Log in

Contact support Privacy Terms & Conditions Cookios Trademarks.

A Cisco Netacad.com account is required to use the full features of Packet Tracer. Please sign in with your Netacad.com Credentials. If you do not have a Netacad.com account, please click "Guest Login"
utton to proceed. Proxy can be set in the Preferences.

Figure 8: Cisco Packet Tracer Login interface

| user Login Guest Login

Upon log in, the view of the cisco packet tracer (CPT) is as illustrated in Figure 9. It has

a logical and physical workspace. Our focus and use will be on the first one. The interface has

many parts, we zoomed on the essential one that we are using in this guide which are the

drawing panel, the simulation panel, the network components panel (see Figure 10).

¥ Cisco Packet Tracer - a

File Edt Options View Tools Extensions Help

EERSOri @3 ¢7 QAaQOUE EBSEBE
"‘o\q‘.x B/ med Enm

T\
Time: 00:07:41 )

.Q;-}-oﬁ%ﬁaﬁaﬂaﬂaﬁa.aﬁa.ﬁrfawfa 5% S

4331 | 4321 | 1941 | 2901 | | 2911 = (819I10X BIOHGW | 829 1240 Prioss PrEvety 2620/ | 2811

<

.u-mio =

Figure 9: Cisco Packet Tracer Main interface
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[x]5) Simulation Panel
Event List
Vis. | Time(sec) | Last Device | AtDevice | Type

A.Drawing Panel B. Simulation panel

Delete Resize

r=a r=a
FY O\ €< .= E /7 B e ‘
Select Zoom Add note Drawing shapes e o

Play Controls.

|« > >

Event List Filters - Visible Events
ACL Filter, ARP, BGP, Bluetooth, CAPWAP, CDP, DHCP, DHCPV6, DNS, DTP,
EAPOL, EIGRP, EIGRPV6, FTP, H.323, HSRP, HSRPV6, HTTP, HTTPS, ICMP,
ICMPV6, IPSec, ISAKMP, IoT, loT TCP, LACP, LLDP, Meraki, NDP, NETFLOW,
NTP, OSPF, OSPFv6, PAP, POP3, PPP, PPPOED, PTP, RADIUS, REP, RIP,
RIPng, RTP, SCCP, SMTP, SNMP, SSH, STP, SYSLOG, TACACS, TCP, TFTP,
Telnet, UDP, USB, VTP

Edit Filters Show All/None

C. Network components and devices

5 g P MGG A1 AGAG I G1G 1G1G1G 111G
jﬂ!/ﬂ(ﬂnu-l- IESCITITIITIHI I S

4331 4321 1941 2901 2911 & (819I0X 819HGW, 829 124 1841 2620XM, (2621XM 281

%’d (1) ] UI 819HG-4G-10X

Figure 10: Zoom on CPT Logical workspace panels

10.2. Using the logical workplace

The CPT can be used for various purposes, you may use it to create, configure and test
network topologies for academic studies and simulations. You may use it to design and test
networks prior to their deployment. The tool has various devices with interfaces similar to real
Cisco hardware and allows the user to configurate them just like it is done on physical devices.
A beginner user may feel confused at the beginning about which device to choose among the
various available, per example, a user who wants to use a switch will have 9 choices of switches
when using CPT 3.7, to be able to choose the right device, the user is either needed to have
prior knowledge about their references and appellations, or to explore the CPT tool correctly
through clicking on the device and checking its characteristics and usages. To continue
explaining the tool, we choose the approach “learning by application” which means we learn
to use the CPT through a set of examples on configurating networks of various types and sizes.
The rest of sections contains the steps needed to configure: hub-based network, switch-based

network, wireless network, routers, etc.
10.2.1. Hub-based network

To connect computer with a hub in CPT, we need first to put computers and hubs in the
logical workplace then to connect and configure them. As example, we connect four desktop
computers with a hub and try the connection between them with ping instruction. We illustrate

the steps in the following:
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1- Selecting the computers: to put computers on the logical workplace, select on end
devices then click on PC icon and again click on the white board of the workplace. Like

illustrated in Figure 11 (steps 1-3). We repeat the same process for the rest of three

computers.

A Logical Physical |x: 6, y: 503

Time: 38t 30:09@@
— e () () ) (i N (e (B (A e (e
3 & ] L] £ == e
? @ - } - . g. " ; Q‘Q - P VoIP ” Wireless | Smart | Generic Generic -
PC || Laptop Printer | |IP Phone | Device | Phone v Tablet | | Device |Wireless | Wired & | Sniffer
o
ELXE-E
L |

PC-PT

Figure 11: Steps to put a PC in the logical workplace

2- Selecting the hub: to put the hub in the workplace, we click on the network devices

(Figure 12, step.1) then select the hub (Figure 12, step.2) and put it (Figure 12, step.3).
VA Logical

PC-PT

¢ )

PC-PT
PCO Hub-PT

(
- Coaxial
rk Devices Ctrl+Alt+R PTHub. M Splitter

(Select a Device to Drag and Drop to the Workspace)

Figure 12: Steps to put a Hub in the logical workplace
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Noting that the hub we selected has six Ethernet ports. To add more or reduce the number
of ports, double click the Hub icon in the logical workplace, in the physical view of the
prompted window, you will see the existing ports and four empty slots. To add new one
Ethernet port, power off the hub, then select it from the available modules and drag it over one
of the empty slots like illustrated in Figure 13.(1). To remove an Ethernet port, first power off
the hub then select the port, drag it from the Hub and drop it in the modules section as illustrated
in Figure 13.(2). The modules section has multiple choices of extensions, to understand which

one is suitable to your needs, read the description that appears below when selecting a module.

o0 e HubO
Physical Config Attributes
e
MODULES Physical Device View
PT-REPEATER-NM-1CE Zoom In Original Size Zoom Out

PT-REPEATER-NM-1CFE
PT-REPEATER-NM-1CG b=
PT-REPEATER-NM-1FFE
PT-REPEATER-NM-1FGE
PT-REPEATER-NM-COVER

Power button

<

®

Customize Customize
Icon in Icon in
Physical View Logical View
The PT-REPEATER-NM-1CE features a single Ethernet port that can connect a LAN | e

backbone which can also support either six PRI connections to aggregate ISDN
lines, or 24 synchronous/asynchronous ports.

Description Box

Top J

Figure 13: Adding and removing Ethernet Ports to/from a Hub
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3- Connecting the components: To connect the devices, click on the connections tab
from the network components panel, then select straight through RJ45 Cable as
illustrated in Figure 14. After selecting the cable, click on one of the PCs, select the
Ethernet port, then click again on the Hub and select an Ethernet port (see Figure 15).

Repeat the process with the rest of the computers until you connect them all to the Hub
like in Figure 16.

r
L) (= [pil = —

Hub-PT
Hub0

A& =S L

| <= [

l Copper Straight-Through I

Figure 14: Selecting the RJ45 Straight-through Cable

¥ Cisco Packet Tracer ¥ Cisco Packet Tracer
Fie Edt Options View Tools Extensions Hep File Edt Optons View Tools Extensions Help

EERDO0Lrd@ddd QaQoE BF5E
D@l B/ med MM
QYD) (- Physical) .y 2=

EERS0radfd QaaoE B3
D@l /s med O
A Logica @l ]

RS 232 Q,
T
- usso ’vca
& yss1
Hub-PT
Hub0
Q,. PCPT
PC-PT Pe3
Pc2

Connecting RJ45 straight-through cable to PC Connecting RJ45 straight-through cable to Hub

Figure 15: Connecting PC to Hub
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]

e “ocr
h \ / N

7]
= PC-PT
PC-PT PC3

PC2
Figure 16: Example of Hub-based Network

Configuration of PCs: Now that the devices are connected and the network is created,
the configuration is needed. We have two choices, the first is to configure the IP address
in each computer in static way, conditions to respect are that the IP address is unique,
correct in format, non-reserved one. Second choice is to use DHCP dynamic addressing
where each computer is automatically assigned with a unique IP address by the
simulator. To configure the computers, double click on the PC icon from the logical
workspace, then go to the “config” tab in the prompted windows, from the left menu,
go to network interface, click on it and under IP configuration you may select either
DHCP or Static addressing where you have to enter the IP address and the network
mask. For this example, we use the DHCP protocol (See Figure 17 for the steps).
Testing the connectivity: To test the configuration and the connectivity, we use the
ICMP protocol (ping). To send the ping from one pc to another, click on the sender PC,
then in Desktop Tab, select “command Prompt”. In terminal, type ping <IP of
destination>. To see the sent packet, either follow the sent and received packets from
the Terminal (Textual mode, see Figure 18) or use the graphical mode by clicking on
simulation tab and run it or pause it as per your needs see Figure 19.

Note: ICMP stands for Internet Control Message Protocol [6].
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¥ pC1 ] X

Physica Desktop Programming Attrbutes
s
GLOBAL FastEthernet0
Settings Port Status ] on
Algorithm Settings Bandwidth Anto

INTERFACE Duplex Auto
@—- FostEthernet0 || | MACAddress 0000.0C S

Bluetooth
P Configuration

6)_, (® DHCP

P Address

Subnet Mask

PvE Configuration
() pwcP :
() Auto Config
@ Static

3 Address /

Link Local Address | FES0.:200.CFF.FEBE.DA4S

Figure 17: Network Configuration for PC

o PCO

Physical Config Desktop Programming Attributes
I

Command Promp X

Packet Tracer PC Command Line 1.0
C:\>ping 169.254.158.3

Pinging 169.254.158.3 with 32 bytes of data:

Reply from 169.254.158.3: by time=1lms TT
54.158.3: time<lms TT

54.158.3: time<lms TT

.158.3: time<lms TT

i trip times in milli-seco

Maximum = lms, Average

Figure 18: Ping textual mode



Event List
Vis. Time(sec)  Last Device At Device Type

0.000 - PCO W cve
0.001 PCO Hub0 W cwe
PE PT 0.002 Hubo PC1 W v
0.002 HubO PC2 B cwe
0.002 HubO PC3 B cvwe
@ 0003 PC3 HubO ICMP
g . =
PC-PT
PC*PTJ Hulf= pC3 Captured to:
PC1 HUbO Reset Simulation Constant Delay 0.003 5
Play Controls
Event List Filters - Visible Events
D ACL Filter, ARP, BGP, Bluetooth, CAPWAP, CDP, DHCP, DHCPv6, DNS, DTP,
F A EAPOL, EIGRP, EIGRPV6, FTP, H.323, HSRP, HSRPV6, HTTP, HTTPS, ICMP,
PC-PT ICMPV6, IPSec, ISAKMP, IoT, loT TCP, LACP, LLDP, Meraki, NDP, NETFLOW,
pPC2 NTP, OSPF, OSPFv6, PAGP, POP3, PPP, PPPOED, PTP, RADIUS, REP, RIP,

RIPng, RTP, SCCP, SMTP, SNMP, SSH, STP, SYSLOG, TACACS, TCP, TFTP,
Telnet, UDP, USB, VTP

Edit Filters Show All/None

Figure 19: Ping graphical simulation mode

10.2.2. Switch-based network

Similarly, to how we formed the network using the hub. In this section, the network is
created by connecting the devices using a switch. For ease of explanation, we form as an
example a network containing two computers and a switch. This time we choose to configure
the IP addresses statically. The steps of selecting the PCs are the same as the example above.
To use a switch instead of a hub, follow the steps in Figure 20. Figure 21 depicts the created
network. The computers are configured to use the IP addresses 192.168.1.20 and 192.168.1.21,
respectively. Figure 22 illustrates the configuration steps which are to double click the PC icon,
then in desktop tab, select IP configuration and lastly enter a correct IP address and subnet

mask.

Time: 01:19:40.266©PLAY CONTROLS: QOD

0 | 3650
S | | 24PS | IE 2000 |PT-Bridge 2950-24 | 2950T

' PC-PT Switch-PT m’f’
PCO SwitchO PC1

Figure 21: Example of Switch-based Network
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[ ON J PCO ‘o060 PCO

Physical Config Desktop Programming Attributes Physical Config Desktop Programming

Interface FastEthernet0

IP Configuration X

A
v

P Conflguratlon

DHCP _» O static

1P Address == 192.168.1.20

SubnetMask  mm 255.255.255.0

Default Gateway 0.0.0.0
DNS Server 0.0.0.0
IPv6 Configuration
DHCP Auto Config @ Static
IPv6 Address
Link Local Address FE80::260:70FF:FE1A:972C

IPv6 Gateway

IPv6 DNS Server

802.1X

Top

Figure 22: Steps to configure the IP address statically.

10.2.3. Access point configuration

To configure an access point, we explain the steps on the following example: select two

laptops and insert them in the workplace (See Figure 23). Add to each laptop a wireless network

interface like illustrated in the Figure 24. Select and insert an access point (see Figure 25 for

the steps to follow). Then, configure the access point by setting a password (see Figure 26 for

the steps). Noting that in this case, the Laptops must be configured to use this password (see

Figure 27 for the steps). Similarly to the previous examples, the connectivity is tested by using

the “ping” instruction and the result is illustrated in Figure 28.
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Figure 23: Inserting and Using Laptops in CPT
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Figure 24: Adding a wireless network interface to laptop
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Figure 26: Access Point authentication configuration
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Figure 27: Laptop authentication to Access Point
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Figure 28: Connectivity Testing using Ping

10.2.4. Router configuration

There are two methods for the router configuration, the first is by using CLI (Command

Line Interface), the second is by using the graphical interface. To configure a router, we explain
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the steps on a simple example where a router has two interfaces each connected to a PC, like

illustrated in Figure 29.

e = . >

PC-PTJ ‘ . ‘- P —

PCO Router-PT PC-PT
Router0 PC1

Figure 29: Router configuration Example

The steps to select and insert a PC is similar to those explained in section 10.2.1. while
the step to select and insert a router are depicted in Figure 30. For the connection, we use a
cross-over RJ45 cable following the cable use cases rules summarized in Section 3, Table 3.
The connection steps are the same as in section 10.2.1. except for the cable type which is cross-

over instead of straight-through.
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Figure 30: Inserting and using a Router

The router configuration interfaces (Graphical and CLI) are illustrated in Figure 31. For
the graphical interface, the user needs to set the IP address for each network interface and its

subnet mask. To configure the router using the CLI, type the following commands [6]:

Enable

Configure terminal

interface FastEthernet0/0

ip address <ip address> <subnet mask> example : ip address 192.168.4.1 255.255.255.0
no shutdown
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Command+F6 to exit CLI focus Copy Paste

Top

Figure 31: Router configuration, graphical mode on the left, CLI on the right

Change the gateway in the computer configuration to the address IP of the router
interface its connected to and set the IP addresses of the PCs to static addressing, see the

example in Figure 32.
O o PC1

Physical Config Desktop Programming Attributes
I
IP Configuration X
Interface FastEthernet0

IP Configuration

DHCP O static
IP Address 192.168.4.8
Subnet Mask 255.255.255.0
Default Gateway 192.168.4.1 ‘
DNS Server 0.0.0.0

IPv6 Configuration

DHCP Auto Config @ Static
IPv6 Address /
Link Local Address FE80::207:ECFF:FE90:1E1A

IPv6 Gateway

IPv6 DNS Server

802.1X

Figure 32: PC IP address configuration to use router interface (gateway)

Once the configuration is done, proceed to the connectivity testing phase by sending ping

from PCO to PCI1 as illustrated in the previous subsections.
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11. Activity Sheet

Activity 1

Follow the tutorial given in section 4 and change the network configuration of your computer
from dynamic to static by assigning a unique IP address to it.

Activity 2

Share internet from your mobile phone to your computer by setting it as a hot spot (access
point).

Activity 3

Turn your computer into an access point and share internet to your colleagues. Follow
instruction in section 6 to do the activity.

Activity 4

Create ad hoc network and share files with your colleagues, follow the instructions given in

sections 7 and 8.

Activity 5

Create a network and share the printing service amongst its computers. Noting that you only
have one printer, the printer does not have network interface. See section 9 for guidelines.
Activity 6

Using CPT, connect two computers and test the connectivity between them using ping.
Activity 7

Using CPT, create the following network topology and test connectivity using ping. The
topology is composed of two local networks (LN) connected by a router, in each LN there are
four computers connected to a switch. The first network addressing is 192.168.5.0/24 while the
second is 192.168.15.0/24. Visualize the exchanged messages in the graphical mode and

simulation panel.
Activity 8

The same questions above on the following topology. The network is composed of three
routers, one connected to a local network LN1, and the second connected to local network LN2
while the third connects the routers of LN1 and LN2. LN1 is composed of a switch and three

computers. The network address is 192.168.7.0/24. LN2 is composed of four laptops connected

33



to an access point, the network address is 192.168.1.0/24. Use the drawing panel to add labels

and to shade in different colors the local networks.
Activity 9

Using the CPT, create a network of computers and connect them to a printer. Test connectivity

using ping.
Activity 10

Using the CPT, create a ring topology network composed of six computers. Test connectivity

using ping.
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12. Conclusion

We presented a tutorial like natured guide to cover the basic knowledge about networks.
Although this guide helps students create networks and configure them, it is still not enough to
develop advanced skills. Practice is key to mastering skills, therefore, students are invited to
configure networks of different topologies either in real world or in simulation environment so
as to get a wider idea of the possible issues to encounter and the ways to tackle them.
furthermore, we advise them of getting certified trainings for their long-term professional
plans. These certificates not only allow them to get hands-on experience on real devices but
also help them acquire different levels of advanced networking concept which will help them
in their professional journeys. Some of the useful certificates in a non-exhaustive listing are:
Cisco Certificate [7], CompTIA Network+ [8], Huawei [9], Juniper Networks Certified
Associate [10].
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