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Abstract

In today’s digital age, the Internet has experienced a remarkable growth accompanied by an
exponential increase in both the diversity of available content and the number of users. As a
consequence, the demand for server resources and the volume of server requests have surged
significantly. This places significant strain on servers, diminishing their ability to handle user
demands effectively. To alleviate this issue, caching is employed to store frequently requested
content in memory that is closer to users. However, determining which content should be
cached poses a challenge. Efficient cache management plays a vital role in enhancing data
access speed and overall efficiency. This challenge has been extensively studied and applied in
the context of federated learning engineering, where effective cache management techniques are
crucial for optimizing the performance of distributed machine learning models. By addressing
cache management challenges, researchers aim to improve scalability, efficiency, and overall
system performance, ultimately enhancing the effectiveness of federated learning methodologies.
In our research, we conducted a study on the topic of enhancing network caching efficiency by
implementing federated learning. Our study involved the creation of four users, each of whom
assigned a portion of a movie database that included movie ratings. Our goal was to identify
the most popular movies using artificiel neural network and cache them for each user, thus
improving delivery services within the network by bringing these movies closer to the respective
users.

Keywords: Federated learning ,cache management , cache decision , Caching in network,

Placement strategies, Replacement strategies , Machine learning.



Résumé

Résumé

A Tere numérique d’aujourd’hui, Internet a connu une croissance remarquable accompagnée
d’une augmentation exponentielle a la fois de la diversité des contenus disponibles et du nom-
bre d’utilisateurs. En conséquence, la demande de ressources serveur et le volume des requétes
serveur ont considérablement augmenté. Cela impose une pression importante sur les serveurs,
diminuant leur capacité a gérer efficacement les demandes des utilisateurs. Pour atténuer ce
probleme, la mise en cache est utilisée pour stocker le contenu fréquemment demandé dans une
mémoire plus proche des utilisateurs. Cependant, déterminer quel contenu doit étre mis en
cache pose un défi. Une gestion efficace du cache joue un role essentiel dans I’amélioration de la
vitesse d’acces aux données et de l'efficacité globale. Ce défi a été largement étudié et appliqué
dans le contexte de l'ingénierie d’apprentissage fédéré, ou des techniques de gestion de cache
efficaces sont cruciales pour optimiser les performances des modeles d’apprentissage automa-
tique distribués. En relevant les défis de la gestion du cache, les chercheurs visent a améliorer
I’évolutivité, 'efficacité et les performances globales du systeme, améliorant ainsi l’efficacité
des méthodologies d’apprentissage fédéré. Dans notre recherche, nous avons mené une étude
sur le theme de I'amélioration de 'efficacité de la mise en cache réseau en mettant en ceuvre
I’apprentissage fédéré. Notre étude a impliqué la création de quatre utilisateurs, chacun d’eux
s’étant vu attribuer une partie d’'une base de données de films comprenant des classements de
films. Notre objectif était d’identifier les films les plus populaires a l'aide d’un réseau neu-
ronal artificiel et de les mettre en cache pour chaque utilisateur, améliorant ainsi les services de
diffusion au sein du réseau en rapprochant ces films des utilisateurs respectifs..

Mot-clé: Apprentissage fédéré, gestion de cache, décision de cache, mise en cache dans le

réseau, stratégies de placement, stratégies de remplacement, apprentissage automatique.
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Chapter 1

Introduction

In today’s data-driven world, managing caches properly is extremely difficult due to the
exponential expansion of data and the requirement for real-time processing. By keeping
frequently accessed material closer to the consumers, cache management is essential for
lowering latency and optimizing resource usage. Cache management is becoming even
more crucial in the context of fog nodes, which serve as intermediate compute and stor-
age nodes between the cloud and end devices, as a result of the development of cloud
computing and edge computing.

1.1 Motivation

The goal of this study is to address the particular difficulties and needs associated with
cache management in fog nodes, especially in the context of Federated Learning (FL).
FL protects data privacy while enabling collaborative machine learning across various
platforms. FL’s distributed and dynamic nature, along with the resource limitations of
fog nodes, necessitate the development of novel cache management strategies that can
boost FL speed while lowering network overhead and protecting data privacy. Due to
network traffic and data protection difficulties, it is impractical and usually wasteful to
send all the data to a distant cloud[1].

1.2 Objectives

The main objectives of this study are:

1. To assess and comprehend the constraints of the cache management strategies uti-
lized in conventional computing environments with regard to fog nodes.

2. To investigate how cache management and machine learning interact, with particular
attention to FL in fog computing environments.

3. To Approximation the popular contents to the users.
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1.3 Contributions

1. in-depth evaluation and comparison of the various cache management strategies used
in conventional computing settings.

2. the investigation of cache management requirements and difficulties particular to FL
in fog nodes

3. emphasizing the significance of taking cache management in fog nodes into account
for effective and private collaborative learning.

1.4 Organization of the Thesis

Three major chapters make up this thesis. A summary of cache management strategies
used in conventional computing settings is given in Chapter 1, along with a discussion
of their advantages and disadvantages. In Chapter 2, machine learning methods and
techniques are introduced, laying the groundwork for the study of cache management in
FL that follows. The topic of cache management for FL is covered in Chapter 3, along
with unique implementation techniques. The chapter also contains a review and analysis
of the ideas put forth. The summary of the major discoveries, contributions.



Chapter 2

In-Network Cache Management

2.1 Introduction

the development of Internet of Things (IoT), Internet, various objects, including people,
machines, things, are connected into information space in anywhere at any time generate
a huge amount of data that continues to grow exponentially[2]. The applications used in
these devices require access to the cloud for real-time processing. However, due to the
volume of produced data at the UEs, it is impractical to send all the data to the cloud.
In addition, the data privacy requirements for user data require local data processing
whenever possible[3].

Edge computing is a computing paradigm where data is processed and analyzed at or
near the source, rather than sent to a central location for processing. This includes de-
ploying computing resources such as servers, storage devices, and network equipment at
the network edge, closer to where data is produced or consumed[4].

Edge computing and cloud computing aren’t jointly exclusive. In fact, they can be com-
plementary. For example, edge computing can be used to process data in real-time at
the edge, while the cloud can be used to store and manage large amounts of data, and
to perform more complex processing and analysis on that data. By combining edge and
cloud computing, organizations can create a hybrid computing environment that leverages
the strengths of both approaches[4].

Cache management in edge computing refers to the strategies and techniques used to man-
age the caching of data at the edge of the network. Caching involves storing frequently
accessed data closer to the end-user or device, rather than retrieving it from a remote
server every time it is needed. This can help reduce network latency and improve appli-
cation performance.In edge computing, where computing resources and data storage are
distributed across multiple edge nodes, cache management becomes even more important
to ensure optimal performance and efficient use of resources.
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2.2 Related Work

Work 1 [5] : In this work An sdn- based caching decision policy for video caching in
information-centric networking. The authors address the impact of multimedia services,
particularly video-on-demand (VoD) services, on Internet traffic to improve video delivery
and reduce network latency, they suggest merging software-defined networking (SDN) with
information-centric networking (ICN). To define the caching choice, the study offers a 0-1
integer linear programming (ILP) issue. Unlike previous techniques, the authors take into
consideration the problem’s dynamic nature by accounting for time scale. They achieve
more precise optimum solutions by tackling the dynamic ILP issue. Because the problem
is NP-hard, they offer a unique SDN-based caching decision policy that makes use of
ICN’s in-network caching and the SDN controller’s global view. Extensive testing shows
that this strategy gives near-optimal answers in much less computing time. In terms of
cache hit ratio, average number of hops, and overall performance, the SDN-based caching
decision policy surpasses conventional ICN caching decision policies.

Work 2 [6] : In this article cache content replacement scheme for information centric
network. Lal, Kumari Nidhi and Kumar, Anoj highlight the importance of Information
Centric Networking (ICN) for accessing internet-based applications. As internet traffic
increases, content-centric architectures have been implemented to meet the demands of
content providers and users. These architectures incorporate network caches, significantly
improving content delivery efficiency with speed and effectiveness. By utilizing ICN
architectures, users can access data from nearby caches rather than downloading content
directly from servers. Caching approaches make the location of data irrelevant, enabling
users to access requested content regardless of how it is stored or transmitted. Numerous
studies have focused on caching approaches within Content Centric Networks (CCN), as
efficient caching plays a vital role in reducing delays and enhancing network performance.
Additionally, an effective cache replacement scheme is needed to determine which content
items should be cached and which should be evicted. This paper introduces a Cache
Content Replacement (CCR) scheme for ICNs that evaluates content popularity. The
CCR scheme’s performance is evaluated based on cache hit ratio and cache load provision.



Work 3[7] : In this article A cache management scheme for efficient content eviction
and replication in cache networks.Muhammad Bilal and Shin-Gak Kang address the need
for efficient in-network caching solutions to adapt to the evolving demands of the inter-
net. With the emergence of information-centric network (ICN) architecture, in-network
caching has become a network-level solution. The unique characteristics of ICNs, such
as dynamic cache states, high request arrival rates, limited cache sizes, and other fac-
tors, impose specific requirements on content eviction policies. These policies need to
be fast and lightweight. In this paper, the authors propose two cache replication and
eviction schemes, namely conditional leave cope everywhere (CLCE) and least frequent
recently used (LFRU), designed specifically for ICN-based cache networks (CNs). The
CLCE replication scheme reduces redundant content caching, thereby improving cache
space utilization. LFRU combines elements of the least frequently used and least recently
used schemes and is practical for rapidly changing cache networks like ICNs.

2.3 Cloud Computing

Cloud computing is a concept for offering "universal, on-demand, and convenient network
access to a shared pool of configurable computing resources” that can be ”"rapidly provided
and released with minimal administration effort or service provider engagement”. A
network-enabled solution that offers scalable, QoS-guaranteed services on demand that
can be accessed through the Internet is referred to as cloud computing. By the use of
cloud computing, resources can be shared online. A cloud service provider’s infrastructure
is used to distribute these resources (CSP). The cloud user can access scalable, universal
resources on demand and on a pay-as-you-go basis. A degree of abstraction between
the necessary computing resource and the underlying infrastructure, such as storage and
network, is also made possible by cloud computing|[8].

The client, the server, and the three main service delivery types are all included in
cloud computing. The cloud customer make up the hardware or software abstraction
layer that is used to connect to cloud services. The three main service delivery kinds are
provided by the CSPs using servers. Platform as a Services, Infrastructure as a Service,
and Software as a Service are the three main types of service delivery. Utilizing a cloud
service provider’s infrastructure,Platform as a Services offers a computing platform for
consumer usage. Using the platform of a CSP, the user can create, test, and deploy an
application. The user does not need to install the necessary software for this[§].

2.4 Edge Computing

Edge computing is a novel distributed computing model that blends cloud, network, end,
and intelligence. Edge computing minimizes response times and bandwidth requirements
by merging edge node compute, storage, and application capabilities with distributed
cloud computing technologies. Edge computing provides effective capability support for
edge applications such as telematics, intelligent manufacturing, and ultra-high definition
video transmission.Edge computing is largely concerned with business situations such as
real-time, brief-period data and local decision-making. It performs best when integrated
with ToT infrastructures to provide various end users with effective and safe services[9].



Advantages of IoT Edge Computing Reference Architecture :

2.5

Faster reaction times: When workloads are published at the edge and need local
data input, processing may be done closer to the edge where the data is created.
This reduces latency and improves responsiveness for real-time or near-real-time
data analysis and processing.[10].

Reduced bandwidth usage: By storing and processing data at the network’s edge,
edge computing makes it possible to significantly reduce both data volume and
transmission distance while minimizing the network’s impact from heavy traffic.
This results in a local network’s bandwidth usage.[10]

Intelligent applications are those that extract and aggregate the data required
through thoughtful analysis, extract and aggregate the data needed through in-
telligent analysis, eliminate irrelevant data, and realize automatic feedback and in-
telligent decision-making .[10]

Security: By generating, processing, and storing data on edge devices, sensitive data
leaks caused by data transfers between devices and the cloud are avoided. Further-
more, by keeping the data local to the device, the data’s integrity is preserved.[10].

Budget-friendly options: Large-scale data transmission over long distances results in
high-cost consumption, and network bandwidth, data storage, and processing power
all have upfront costs. Edge computing, in contrast, handles data processing chores
locally, bringing down the overall cost of the IoT system.[10]

Fog Computing

Fog computing is a highly virtualized platform that connects endpoints to traditional cloud
data centers, which are often but not always located close to the network’s edge, to provide
compute, storage, and networking services. Figure 1.2 depicts the envisioned information
and computing infrastructure supporting future IoT applications and a demonstration of
fog computing in action[4]. The foundational elements of both the Cloud and the Fog
are resources for computing, storing, and networking. Nonetheless, the phrase ”"Edge of
the Network” implies a lot of qualities that make the Fog a large extension of the Cloud.
Let’s list them together with references to inspiring examples[4].

Low latency,area awareness and edge location. The Fog’s origins can be traced to
early concepts to provide endpoints with rich services at the edge of the network,
such as games, streaming films, and augmented reality applications.

distribution by location. The services and applications targeted by the Fog necessi-
tate highly scattered installations, in sharp contrast to the more centralized Cloud.
For instance, The Fog will actively participate in providing moving cars with high
quality streaming via proxies and access points placed along highways and railroad
tracks.

As can be seen by sensor networks in general and the Smart Grid in particular, there
are a very large number of nodes as a result of the widespread geo-distribution.
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e interaction in real time. Key Fog apps don’t use batch processing but instead rely
on real-time interactions.

2.6 Cache Decision

The decision-making strategy about the received data is one of the most crucial variables
that increase the efficiency of the network because there isn’t enough space in the cache
to keep all of the requests from the users.A caching decision (Placement) policy plus a
caching replacement policy make up a caching scheme. What content should be cached
is determined by the caching decision policy, and what content should be removed from
cache is determined by the caching replacement policy. The replacement strategy should
be implemented as soon as possible for effectiveness[5].

Because the cache entity has a limited capacity, it is critical to forecast future popularity
and store the most popular files ahead of time. Low cache efficiency is caused by the fact
that conventional caching algorithms like most recently used (MRU), First-In-First-Out
(FIFO), Least Recently Used (LRU), and Least Frequently Used (LFU) do not take future
popularity of items into account. Since it is the fundamental barrier to proactive caching,
several modern caching systems have focused on learning content popularity trends.[11]

2.7 Cache Placement

2.7.1 Introduction

The term ”cache placement strategies” describes the techniques for determining where a
cache should be installed in a network node or device in order to improve speed, reduce
latency, and improve overall network communication efficiency. Caches play a significant
role in network topologies by reducing the need to get data from distant and occasionally
slower data sources by keeping frequently requested data closer to the end users or clients.

7



Network caching is absolutely essential when the network is dealing with high traffic vol-
umes, capacity restrictions, or lengthy delays. To hasten information delivery, lessen
network congestion, and enhance service quality, caches can be strategically placed across
the network.

Cache placement solutions aim to increase cache hit rates, reduce cache misses, and max-
imize resource use in networks. The decision-making process is influenced by a number
of variables, such as network architecture, user access patterns, popular material, cache
size restrictions, and financial restraints.

2.7.2 Leave Copy Everywhere (LCE)

Leave Copy Everywhere (LCE) The majority of hierarchical caches now operate in this
manner as the norm. When a hit happens at a level I cache or the origin server, a copy
of the requested document is cached in all intermediate caches along the path from the
location of the hit down to the requesting client[5].

2.7.3 Leave copy down (LCD)

Leave copy down (LCD) is to store the content in the immediate neighbour to the content’s
original creator. Although it is only one hop away from the creator, the cached content
is still not ideal[12].

2.7.4 ProbCache

ProbCache (Probabilistic caching) which caches content at on-path nodes with a weighted
probability p, and the probability is proportional to the number of hops from the caching
node to the provider[12].With probability 1 - p, the replacement algorithm is triggered,
and no copies are kept.LCE is the same as the probcache where p=1[13]. ProbCache can
cache content to edge nodes at a faster speed, reducing cache redundancy to a certain
extent|14].

2.7.5 Most Popular Caching Strategy (MPC)

Most Popular Caching Strategy (MPC) Each node counts locally how many times a given
content name has been requested and records the pair (Content Name; Popularity Count)
in a popularity table. A content name is marked as popular if it achieves a local Popularity
Threshold, and if a node already has the content, it recommends to its neighbor nodes
to cache it using a new Recommendation primitive. Depending on regional policies like
resource availability, these proposal messages may be accepted or rejected[15].

A content’s popularity can diminish over time following the suggestion process, thus the
Popularity Count is reset in accordance with a Reset Value to prevent spamming neighbors
with the same material[15].

2.7.6 Betweenness Centrality (Btw)

Betweenness Centrality (Btw) Each node already has the betweenness centrality param-
eter calculated. It counts the instances in which a node is a part of a path connecting
every pair of nodes in a network topology. Only nodes with the highest betweenness



centrality are used to cache copies of content on the way to the user’s response[16].

However, existing proactive caching approaches are developed for highly regulated
environments where users are compelled to upload their local data to a central server,
thereby causing privacy and security concerns. However, when the user base and data
volume grow, those systems’ scalability becomes an issue. [11].

2.8 Cache Replacement

2.8.1 Introduction

A hit event occurs when a requester node (client) makes a content data request and the
caching router finds the requested material in its content store (CS)., and the caching
router immediately sends the content data to the client. When the requested data cannot
be found in the caching router’s content store (CS), the server is contacted and the
requested data is sent. When the caching router receives the requested data back from
the server, it randomly chooses one of the contents in its CS and replaces it with the
requested content. Random selection criteria are used to determine which material has
to be replaced|[6].

2.8.2 The Least Recently Used (LRU)
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Figure 2.3: LRU Exemple

the Least Recently Used (LRU) approach. The least recently referred data item is
substituted for the new data in LRU. The most popular information is viewed frequently
in scenarios found in the modern world, which helps LRU achieve a high hit ratio. LRU
has the benefit of being quick and easy. However, frequency information, which has a
significant impact on the hit-rate figures, is not taken into account by LRU[17].
By keeping a tally for each data item to measure how many times that item is requested,
the Least Frequently Used replacement approach (LFU) can achieve a high hit ratio. A
low counter value means there are not many requests for that item. To replace an existing
item with newly added content, LFU chooses the one with the lowest value[17].



2.8.3 First in First Out (FIFO)

First in First Out (FIFO) is a straightforward approach that swaps out old data for fresh
data. If data is kept in the cache storage for a long time, it is deemed to be old, and the
older the data, the higher the probability.that a replacement will be made. Yet, FIFO faces
a significant problem because the less popular item is substituted for the chosen older item
when it is popular.[17]LFU and LRU are more effective caching techniques than.FIFO.

When there is no more cache space, it discards the oldest information, regardless of how
well-liked it may be[12].
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Figure 2.4: FIFO exemple

2.8.4 Most recently used (MRU)
MRU Exemple

MRU:
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Figure 2.5: MRU Exemple

Most recently used (MRU) approach, as its name suggests, is the exact antithesis of least
recently used replacement method.A hit event occurs when a requester node (client)
makes a request for content data and the caching router finds the requested content in
its content store (CS). At that point, the caching router provides the requested content
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data to the client right away. When the requested data cannot be located in the caching
router’s content store (CS), the server is contacted and the caching router chooses a
particular piece of material in its CS based on how recently it has been used[6]. The most
popular material may be replaced with the least popular one because of the way LRU
and LFU work. The Time Aware Least Recent Used (TLRU) policy was put forth in to
address this issue. It is a basic LRU addon that uses a popularity-based content lifetime
awareness eviction policy. The time stamp of an arriving piece of content is determined
locally by a caching node under this policy. If the average request time is less than the
time stamps of the saved contents, the incoming content is cached|7].

2.9 Conclusion

In conclusion, the chapter on Cache Management provides an overview of various concepts
and techniques related to caching in computing systems. It explores the role of caching
in improving system performance and reducing data access latency. The chapter also
discusses different caching strategies, including cache placement and cache replacement.

Overall, the chapter provides a comprehensive understanding of cache management
principles and techniques, equipping readers with valuable insights into optimizing data
caching in modern computing environments. The next chapter will present machine learn-
ing ,types and algorithms.
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Chapter 3

Machine Learning

3.1 Introduction

The science of creating computer algorithms that can mimic human intelligence is known
as machine learning. It draws inspiration from concepts found in a variety of fields, includ-
ing computer science, information theory, psychology, control theory, philosophy, proba-
bility, statistics, and psychology. A few of the many disciplines in which this technology
has been applied include pattern recognition, computer vision, spacecraft engineering,
economics, entertainment, ecology, computational biology, and biomedical and medical
applications. The most important characteristic of these algorithms is their singular abil-
ity to learn the environment from incoming data, either with or without a teacher|[18].
Generally speaking, machine learning can be divided into ”supervised,” ”unsupervised,”
”semi-supervised,” and "reinforcement” learning [19].

Machine learning techniques are frequently used to examine massive volumes of data and
gather pertinent information for the detection, classification, and prediction of future
events. Machine learning has a fairly broad definition, encompassing everything from
straightforward data summarization using linear regression to multiclass classification us-
ing deep neural networks|[1].

3.2 Related work

e Work 1 [20] : In this work, the authors present a structured and concise overview
of the studies conducted on the k-means algorithm with the aim of addressing its
limitations. They delve into variants of the k-means algorithm and discuss recent
developments in the field. To evaluate their effectiveness, the researchers perform
an experimental analysis using diverse datasets. This analysis provides detailed in-
sights into the performance of these variants and developments. What sets this work
apart from other survey papers is its meticulous and in-depth experimental analysis,
coupled with a comprehensive comparison among various k-means clustering algo-
rithms. By conducting such a thorough examination, the authors differentiate their
research and contribute to a clearer understanding of the k-means algorithm and its
diverse research direction.

e Work 2 [21] : In this work, the authors establish the foundation of their analy-
sis of supervised learning by drawing upon the theory of risk minimization. They
emphasize the importance of minimizing risk in the context of supervised learning.
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To illustrate this concept, they provide an overview of two widely used supervised
learning techniques in multimedia research: support vector machines and nearest
neighbor classifiers. These two methods are acknowledged as the most popular
approaches in the field. By introducing these techniques, they demonstrate their
relevance and applicability within the context of multimedia research, highlighting
their significance in tackling supervised learning problems.

3.3 Swupervised Learning

3.3.1 Description of The Model

The concept of learning from examples has simply been formalized via supervised
learning. While learning is supervised, the learner (usually a computer program) has
access to two datasets: a training dataset and a testing dataset. The goal is for the
train-test set learner to "learn” from a set of labeled instances in the training set to
identify as accurately as possible the unlabeled examples in the test set. In other
words, The learner’s objective is to create a rule, procedure, or method to classify new
samples (in the test set) by examining samples that have been assigned class labels[22].
Supervised machine learning is ideal for binry classification , multi-class classification ,
regression modeling and ensembling.

3.3.2 Linear regression

20010 10 20 30 40 50 60

Figure 3.1: Linear regression

linear regression includes only a independent variable and a linear connection between
the independent (x) and dependent (y) variables. The red line in the graph above is
referred to as the straight line that fits the data the best[23].

The main goal is to fit a best line represented by a linear equation Y = f(z) 4+ ¢ in order
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to predict f(X) = a+ bX for a value of X
The linear equation below can be used to represent the line.

Y =f(x)+¢

0 represents the error or disturbance term.

Linear regression is mainly divided into two categories: There are two types of linear
regression: basic and multiple. An independent variable is a defining characteristic of
simple linear regression. Nevertheless, multiple linear regression is distinguished by the
presence of at least two independent variables[23].

In statistics, the classic method is given by ordinary least squares to solve simple
regression problems; the best linear estimator according to the Gauss-Markov theorem,
consists in calculating the sum of the squares of the residuals which we will denote scr

(f):

n

ser(f) =3 _(Vi— F(X0)* = 3 4

=1

In the simple linear regression:

n

ser(f) = ser(a,b) = Z(Yz — fa—bX;))?

i=1

the function f is a polynomial of degree 1 of X , P = a,bis the set of parameters of the
model and we are searching for the estimates a and b which minimize scr(f).

Identifying the critical points normal equation solutions that cancel their first derivative
products important. We arrive at an analytical conclusion :

D v (G )
Z?ﬂ(%‘ —7)?

Z Yi
i=1

a=7y— bt and

with

Ny
Il
S

The prediction model is then given by:

f(X)=a+bX

3.3.3 Support Vector Machine (SVM)

The Support Vector Machine (SVM) is a common classification, regression, and detection
technique. It employs statistical learning theory-based heuristic algorithms. It utilizes
heuristic algorithms based on statistical learning theory. One key advantage of SVM
is that it solves model parameter determination as a convex optimization problem,
guaranteeing global optimum solutions.SVM employs a collection of data vectors with
predefined class labels to create a linear hyperplane for class separation. These data
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vectors serve as the training set and have unique features used for classification. In
complex cases,Finding the best separator is a challenge that SVM simplifies into a linear
issue by utilizing kernel functions to translate the data to a higher-dimensional feature
space. The best classifier can then be used to categorize fresh data with unidentified
class labels based on its attributes [24].

To describe the method, we must first discuss the issue in terms of the two-class

a b
XZ X?
A — Wx+b=1l A Wx+h=1-¢
Support Vectors Support Vectors
o ¥ o ¥
® T L ]
> X, > X,

Figure 3.2: The optimal hyperplane: a separable and b non-separable

problem., Let’s consider a training set consisting of 1 feature vectors as our data vectors
x; € R" where i(=1,2,...,n) is the number of samples , Each sample in the training set

is assigned a class label y;, which can take the value of 1 for one class or -1 for the other
class (i.e., y; € -1,1)[24].

When it is possible to split the two classes with a straight line and they comply to a
specified set of equations, a collection of linear separators known as separating hyperplanes
exists.

w.x; +b>+1 for yi = +1.....(1)

w.ax; +b< =1 for yi = —1.....(1)
which is equivalent to
yi(w.z; +b) > 1 i=1,2...,n..(2)
A decision function can then be formulated for the separating hyperplane:
f(z) = sgn(wz + b).....(3)
where sgn is a sign function that has the following definition

1 af x>0

flex)=¢ 0 if x=0 ... (4)
-1 if x <0
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The parameters w and b, which define the separating hyperplane as a decision function,
can be found by solving the following optimization function:

minimizer(w) = = |lwl?.....(5)

depending on:
yi(w.x; +b) > 1 i=1,2...,L...(6)

The saddle point of the Lagrange function provides the answer to this optimization
dilemma

=1

) )
27 —0. 27 =0.....
0 (w,b,a)) =0, ” (w,b,a) = 0.....(8)

The Lagrange multiplier a plays a part in the example. The objective is to maximize
the Lagrange function with respect to a; > 0 while minimising it with respect to the
variables w and b. A particular optimization function determines the values of the
Lagrange multipliers a [24].

maximize l
1
Zz‘:1 ap — % Zz‘jzl ;oYY (225).....(9)

subject to

a>0,i=1.land 3\, ayy; = 0.....(10)

The decision function for the separating approach based on the optimal hyperplane
can be expressed as follows:

l

flz) = sng(z yioi(xx;) + b.....(11)

i=1

The solution mentioned above can be utilized for problems that exhibit separability within
the feature space. In order to enhance the classification process, the approach incorporates
the use of a penalty value C to address misclassification errors, along with the inclusion of
positive slack variables ¢; as depicted in Figure 2.2 These variables were introduced and
included within constraint (1) in the following manner|[24].

wx; +b>1—¢ for Yy = +1

wx; +b < —1+¢ for yi = —1

€ > 0, 1=1,2,...,n ... (12)

The following function has to be optimized at the end
minimize :

T(w) = 3||w]*(X i = 1'e)k.....(13)

subject to:

yi(wx; + b) > 1e;, i=12,...,n ... (14)

The penalty value "C” is associated with misclassification errors and can be deter-
mined through a cross-validation process. When k=1, the optimization procedure for
the aforementioned function is analogous to the problem of separable classes When data
cannot be linearly separated, a projection functiong(x)is employed to map the training
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data from the original data space x to a Hilbert space X.

Within the SVM optimization function, the feature information present in the train-
ing data is represented through dot products (xixj) as shown in Equations (9) and (11)
The training procedure in the Hilbert space X primarily relies on data within this space
through a dot product because the training data is only given as two vector dot products.
As a result, a function of the kind ¢(z;) X ¢(z;) is created to indicate the algorithm’s
dependence on the dot product. As a result, the kernel function K is introduced[24]. Tts
definition is :

K (25, 15) = ¢(2:) X d(z;).....(15)

In the training program, it is sufficient to utilize the kernel function K without requiring
knowledge of the explicit form of ¢(z). This approach extends to the decision function as
well. Hence, the dual formulation of the problem can be expressed as follows[24].

maximize :

l !
Zi:l ap — % Zij:l ;i (2:75).....(16)

subject to

a>0,i=1.land 3\, oy = 0.....(17)

The decision function for the new separation rule, which is based on the best hyper-
plane, is as follows:

l
f(x) = sng(z yiaik(zx;) 4+ b.....(18)
i=1
For this, a variety of kernel functions can be used. We take into consideration the
following two kernel functions in this study:

K(zi,75) = (ziz; + 1)%.....(19)

the radial basis function (RBF):

K (x5, 2;) = e @20 (20)

The kernel parameters, represented as d and g, are critical in defining how the kernel
functions behave. The parameter d denotes a polynomial function’s degree, whereas g is
an inner product coefficient that controls the width of the Radial Basis Function (RBF).
Figure 2.2 shows how a projection may be used to efficiently classify non-linear features
in the feature space.

The SVM is primarily designed as a two-class classifier, but many real-world problems
involve multiple classes. To address this, several methods have been proposed to con-
struct a multiclass classifier by combining multiple two-class SVMs. One common ap-
proach is known as ”one-against-one” (also referred to as pairwise classification). In this
approach,L(L — 1) /2 different two-class SVMs are trained on all possible pairs of classes,
and during the classification of test points, the class with the highest number of ”votes”
is selected. This enables the SVM to handle multiclass classification tasks effectively[24].

17



chapitre 3

3.4 Unsupervised Learning

3.4.1 Description of The Model

Unsupervised data learning is a method for discovering patterns without using a target
attribute. This shows that all of the study’s variables were inputs, and that the methods
may be used to cluster data in accordance with the methodology. additionally connection
mining methods. The labels in the data that are later utilized to perform supervised
learning tasks can be generated using unsupervised learning techniques. In other words,
unsupervised clustering algorithms apply labels to each data value and find organic groups
in the unlabeled datal[25].

3.4.2 k-Means Algorithm

The algorithm has been used in various studies to create groups or classes unlabeled
records based on mean distance between classes[26]. These kinds of unsupervised algo-
rithms are often used in data mining and pattern recognition. The square-error and error
criterion foundations of this technique seek to reduce the cluster performance index[27].
Based on the mean distance between classes, the approach has been utilized in numerous
research to group or classify unlabeled datasets. The method starts and develops the
categories or labels that are later employed in other prospective analyses. Here are the
basic steps of the algorithm:

e Initialize the k cluster centers at random|[28].
e Each data point should be assigned to the closest cluster center[28].

e The cluster centers should now be recalculated as the mean of all the data points
included in that cluster|[28].

e Repeat steps 2 and 3 until convergence, i.e., until the cluster assignments no longer
change or a maximum number of iterations is reached[28].

Algorithm 1 k-means algorithm

Dataset X = x1,Xo,...,Xy,, number of clusters K
Cluster assignments C = C,Cs,...,Ck
Initialization: Randomly select K data points as initial centroids ¢y, co, ..., ck;

while not converged do
Step 1: Assign each data point to the nearest centroid

C’Z-:Xj€X|argmkin|xj—ck|2:z', 1=1,2,... K

Step 2: Update the centroids based on the new cluster assignments

1
ci= xe(Cix, i=1,2,....K
mz ¢
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3.4.3 Algorithm Explanation
Input:

e X: Data Points: The initial data set is a compilation of data points, denoted as X,
that can be depicted as a set of vectors in a multidimensional space. Typically, each
data point is characterized by a collection of attributes or features.

e k: The parameter k, which signifies the number of centroids, is typically predeter-
mined by the user before executing the algorithm.

Output:

e (:The algorithm identifies center points of clusters known as centroids, represented
as cl, c2, ..., ck.

e ¢;: Set of n cluster assignments, indicating which cluster each data point belongs to.

Step 1:

To assign a data point to its corresponding centroid, the algorithm computes the
distance between each data point and each centroid. Typically, a distance metric like the
Euclidean distance, which is the square root of the sum of squared differences between
corresponding features of two points, is used for this calculation. In the equation

|x; — el

represents the squared Euclidean distance between the jth data point x; and the kth
centroid cy,.

Nearest centroid assignment: The goal of this step is to assign each data point to the
nearest centroid based on the calculated distances.

The phrase:

| argmkin x; — cl?

finding the centroid k£ that minimizes the squared Euclidean distance between the data
point z; and the centroid c¢;. In other words, it identifies the centroid that is closest to
the data point in terms of Euclidean distance.

Cluster assignment: Each data point is allocated to the cluster that is represented by
its nearest centroid once that centroid has been identified.

] argmkin x; —cp|* =i

is used to signify this, where Ci stands for the cluster assignment for the jth data point,
xj, and I for the index of the centroid that is closest to z;.

Step 2:

C(i, x) represents the & —th data point belonging to the i —th cluster. can be interpreted
as the sum of all the data points x in the ¢ — th cluster, divided by the cardinality or the
number of data points in the ¢ — th cluster. This operation is performed for each cluster,
indexed by ¢, ranging from 1 to K.

19



chapitre 3

This step entails finding the average of all the data points in each cluster and utilizing
that result as the new centroid for that cluster in the context of updating centroids in
a clustering algorithm. Up until the centroids settle and the algorithm converges, this
step is performed iteratively. The algorithm’s subsequent iteration uses the modified
centroids to improve the cluster allocations. This stage aids in locating the central or
most representative point in each cluster, which can be used to make predictions or
conduct additional research.

3.5 Semi-supervised

3.5.1 Description of The Model

Traditionally, supervised and unsupervised learning have been the two main objectives
in machine learning. Semi-supervised learning algorithms make an effort to enhance
performance in one of these two tasks using data typically related to the other[29]. Tt’s
a unique type of categorization. In order to train, traditional classifiers require labeled
data (feature/label pairs). Yet, labeled cases are frequently expensive, time-consuming,
or difficult to get since they need the work of skilled human annotators. Unlabeled
data can be gathered quite easily, but there aren’t many applications for them now.
Semi-supervised learning solves this issue by improving classifiers using both data with
and without labels. Semi-supervised learning is quite intriguing in both concepts and
applications because it needs less human effort and produces higher accuracy.[30]

Both labeled and unlabeled data are used for training in semi-supervised learning. It
contrasts supervised and unsupervised learning (data that has all been tagged) (data all
unlabeled). The phrases ”learning from labeled and unlabeled data” and ”learning from
partially labeled/classified data” are also used. Be aware that semi-supervised learning
might be inductive or transductive.[30]

When additional unlabeled data is present and classification is the desired outcome, this
is referred to as ”semi-supervised classifica-tion.” Its cousin, ”semi-supervised clustering,”
aims to cluster unlabeled data with certain pairwise constraints.[30]

The majority of semi-supervised learning algorithms combine supervised and unsuper-
vised techniques.For example co-training7

3.5.2 Co-training algorithm

Several models are trained cooperatively on a labeled dataset using the machine learning
technique known as co-training in order to enhance their performance on an unlabeled
dataset. The essential concept is that each model learns from the data that the other
models offer, effectively utilizing their aggregate knowledge to enhance generalization
and accuracy.[31]
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Algorithm 2 Co-training Algorithm
Require: Labeled dataset D = {(z1,41),..., (Tn,yn)}
Ensure: Trained classifiers C; and Co
0: Split D into two disjoint sets D; and Do
0: Initialize C7 and C9 with their respective classifiers
0: while not converged do
0 Train Cy on Dy
0 Train C5 on Dy
0 Predict labels for unlabeled data using C7 and Co
0:  Select a subset of most confident predictions from both classifiers
0
0
0:

Add the selected subset to the labeled dataset
. Update D; and Dy with the updated labeled dataset
end while=0

3.5.3 Algorithm explanation

Here’s a high-level overview of the co-training algorithm:
Input:

e Labeled dataset: (z1,v1),(%2,92), ..., (Tn,yn), where z; is the input feature vector
and y; is a label that corresponds to the ith data point.

e Unlabeled dataset: xy, xs, ..., x,, which consists of the same input feature vectors as
the labeled dataset, but without the corresponding labels.

Output:

e Trained classifier(s) for making predictions on new, unseen data.

1. Create two disjoint sets, D1 and D2, from the labeled dataset (D), which will be
used to train C1 and C2, respectively.

2. Initialize C1 and C2 with their respective classifiers, which could be any suitable
machine learning algorithm.

3. While not converged (meaning the algorithm has not reached a stopping criterion,
such as a maximum number of iterations or a certain level of accuracy), perform the
following steps iteratively:

(a) Train C1 on D1, and train C2 on D2, using the labeled data in each set.

(b) Predict labels for unlabeled data using both C1 and C2, which could be in-
stances that were not part of the original labeled dataset D.

(c) Select a subset of most confident predictions from both classifiers. This could
be done based on a confidence threshold or other criteria.

(d) Add the selected subset of confident predictions to the labeled dataset, effec-
tively expanding the labeled dataset and incorporating the predicted labels.

(e) Update D1 and D2 with the updated labeled dataset, which now includes the
added subset of confident predictions.

(f) Repeat the process from step 4 until a convergence criterion is met.
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3.6 Reinforcement learning

3.6.1 Description of The Model

A type of machine learning known as reinforcement learning teaches a model to solve a
problem at its best by making a series of independent decisions[32].

Typical RL scenario

Reward ™.

gent
Figure 3.3: Reinforcement Learning

The objective feedback from the environment serves as the reward function. Reward
variables can be either scalar or integer, and they are linked to specific states or state-
action connections. This association deepens the agent’s goal in a given setting (the
reward function)[32].

State and action are fairly broad ideas. Actions are any decisions that an agent could
need to learn how to make, and states are any factors that the agent might consider when
making those decisions. One aspect of the state that serves as the basis for an action
could be a model of the environment. This model could serve as a representation of the
actor’s environment in the past.[32]

The mapping between potential states and potential actions is known as the agent’s policy
(or policy function). The mapping could be a fairly simple look-up table, sometimes known
as a stored policy.[32]

3.6.2 (Q-Learning

This algorithm is one of the most used in the reinforcement learning community due to
its simplicity, its robustness and the formal proofs of its convergence in PDMs.

The Q-learning system picks up actions that are against the established rules, such
acting arbitrarily. The ”Q” in Q-learning refers for quality, which denotes how valuable
a given activity is in obtaining a reward in the future.[33]
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Algorithm 3 Q-Learning Algorithm
0: /* « is the learning rate */
0: Initialize(Qo)
0: for n < 0 to Niot — 1 do
0: 8, < Choose-State
a, < Choose-Action
(s',7) < Simulate(sy,, a,)
/* Update @, */
Qn — QnJrl ,
Op, Tp+ymaxp(s, , b)- Qn(sn ,an)
Qn+1(sn aan)FQn(Sn ,an)+ an(sn aan)én
0: end for
0: return N;,; =0

PR

3.6.3 Algorithm Explanation

The principle of the Q-Learning algorithm, is to update iteratively, following each
transition (s,, a,, S, + 1),7,), the current value function @, for the pair (s,,a,) , where
s, represents the current state, a, action selected and performed, S;l the resulting state
and r, immediate reward [34]

In this algorithm, N;ot is an initial parameter fixing the number of iterations ,The
learning rate a,(s,a) is specific to each pair (s,a) on each pass, drops towards 0. The
Simulate function returns a new state and the associated reward according to the
dynamics of the system . The choice of the current state and the action to be performed
is performed by the functions Choose-State and Choose-Action ,The Initialize function
mostly amounts to initializing the components of QO to 0. However, there are more
effective initializations available.[34]

It is immediate to observe that the Q-Learning algorithm is a stochastic formulation of
the value iteration algorithm for MDPs Indeed , this last one may be expressed directly
in terms of action value function:

in(fya)
Visals) = max {r(s, @) + 1 3 p(s'|s, a)Va(s)}
s'es

= Qnt1(s,a) =7r(s,a) + 7Zp(s/|s, a)Vi(s

s'€s

)

= Qni1(s,a) =1(s,a) + ’yZp(slls, a) max Qn(s,a)

s'Es

The Q-Learning is then obtained by replacing r(s,a) +
YD oses p(s/|s,a) max,/ . 4 Qn(s/,a/) By the estimator constructed from the current
transition
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the function Qn almost surely converges to Q* , The following presumptions are necessary
To demonstrate that this algorithm is convergent:

e finiteness of S and A.

e Every couple (A4, S) is visited an infinite number of times.

e > an(a,s) =oco0and Y ai(a,s) < oo

e vy <lory=1

this almost sure convergence means that Vs,a the sequence Q,(s,a) converges to
Q"(s,a) with a probability 1.
3.7 Neural networks

3.7.1 What is a neural network?

Derdrite
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Figure 3.4: Biological neurons

A neural network is a type of reasoning that imitates the human brain, consisting of
interconnected neurons that process information. The human brain has close to 10 billion
neurons and 60 trillion synapses connecting them.As a result, the brain can carry out
activities faster than even the most advanced computers[35].

Even though individual neurons are simple, their collective power is enormous. Each
neuron contains a soma (cell body), dendrites (fibers that branch out around the soma),
and an axon (a single long fiber that connects to the dendrites and somas of other
neurons)[35] . Our brain is a complex, parallel, nonlinear information-processing de-
vice. Instead of being kept in discrete areas, information is simultaneously processed and
stored across the complete neural network([35]. Neural networks can learn from experi-
ence, which is a fundamental and vital feature of biological neural networks. The natural
ease with which neural networks learn has inspired efforts to simulate a biological neural
network on a computer [35].
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3.7.2 Main Architectures of Artificial Neural Networks

The structure of artificial neural networks (ANNs) significantly affects their ability to pro-
cess information. This encompasses the connections within the network and the functions
used for transferring information. Generally speaking, an artificial neural network can be
categorized into three components referred to as layers, which are commonly recognized
as[36].

e Input Layer The Input Layer of a neural network is accountable for accepting data
from the external environmen.

e Hidden Layer Intermediate layer between input and output layer and consisting of
neurons, this layer is tasked with identifying patterns related to the given process.

e Output Layer This layer is presenting the final network outputs, which result
derived from the processing carried out by the neurons in the earlier levels.

3.7.3 ANN classification

Artificial neural

network l
Feed forward Feed IIJackwarc:‘
neural network neural networl
| [ [ [ |
Bayesian Kohonen's Hopfield
regularised neural selforganizing networks Competitive Arts
network (BRANN) map (SOM) networks models

Single Multi layer Radial basis
layer perceptron function
perceptro network

Figure 3.5: ANN classification

A feedforward neural network (FFNN) is a classification algorithm used in machine
learning. It consists of layers organized in a manner resembling the processing units of
human neurons. In a feedforward neural network (FFNN), every unit within a layer is
connected to all other units in the layers. However, the connections between layers are
not uniform, as each connection possesses a unique weight or strength. These weights de-
termine the level of influence each connection has within the network. Furthermore, the
units of a neural network are referred to as nodes. The network’s information processing
begins with data input from the input units, which then travels through the network,
passing from one layer to the next until it reaches the output unit[37]. In(FFNN), infor-
mation is only sent in one direction: from the input nodes to the output nodes, optionally
traveling through hidden nodes if present.[38].
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Figure 3.6: Feed-forward Neural Networks
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Instances of feedforward neural networks (FFNNs) include the single-layer perceptron
and the multilayer perceptron. An illustration of a two-layer network is depicted in
Figure 3.6, where there are 3 input units, 4 units in the hidden layer, and 5 units in the
output layer, represented by circles. Figure 3.6 illustrates the presence of 3 input units
represented by circles. However, these input units do not belong to any specific layer
within the network system. In some cases, the input units are considered a virtual layer,
often referred to as having 0 layers. There is a hidden layer in Figure 3.6 that is separate
from the input layer and the output layer. A neural network with one hidden layer and
one output layer is shown in the diagram, along with all of the connections between the
units in these layers. It is obvious that each layer only connects to the one before it.
Dynamical system control is one of two categories for applications of feedforward neural
networks (FFNNs)[39][40].

Deep networks refer to neural networks (NNs) that contain two or more hidden layers,
indicating a higher level of complexity compared to NNs with only one hidden layer.
In contrast to feedforward neural networks (FFNNs), feed-backward neural networks
(FBNNs) are capable of processing sequences of data inputs by utilizing internal state
or "memory” to store information. This implies that FBNNs can handle tasks that re-
quire logical processing of inputs based on their order. Un-segmentation and pattern
recognition tasks, notably linked handwriting recognition, are well suited to FBNNs. The
applications of feed-back neural networks include classification, seismic data fitting, and
mathematical proofs, seismic data fitting, medicine, science, engineering, classification,
function estimation, and time-series prediction, and so on.

input OUtpUt
|ayer |ayer outputs
inputs —
—_—
—_—
—_—
—_—
—_—

synapses

hidden >ynapses

layer

Figure 3.7: Feed-backward Neural Networks

The Figure 3.7 presents the architecture of a feed-backward neural network (FBNN) In
feedback neural networks (NNs) or backpropagation networks, the connections between
nodes form a sequential coordinated graph. This allows feedback NNs to exhibit dynamic
behavior over a period of time due to the sequential coordination in the graph. Two
examples of such networks are Kohonen’s self-organizing map and recurrent neural net-
works (RNNs). RNNs are a specific type of neural network that evolves over time, where
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the edges feed into the subsequent time step rather than the next layer simultaneously.
RNNs are designed for recognizing sequences, such as textual or speech signals. They
contain cycles, which indicate the presence of short-term memory within the network. In
contrast to a recurrent neural network, an RNN can be viewed as a hierarchical network,
where the input needs to be processed hierarchically in a tree-like structure since there is
no inherent notion of time in the input sequence

3.7.4 Types of ANNs
e Multilayer Perceptron network (MLP)

1 Neurons

Output

Hidden Layers

Input

Figure 3.8: Multi layer perceptons (MLPs)

MLP consists of three or more layers and is particularly useful for classifying data
that cannot be separated linearly.This network is completely connected, so that each
node is connected to every other node in the subsequent layer[41].

The inputs received by a neuron are aggregated and then passed through an activa-
tion function. The connections between neurons are established, and each connection
possesses individual weights. The output of each neuron is transmitted through a
connection and scaled by the weight assigned to that connection. The resulting
product is then forwarded to the neurons in the subsequent layer. Additionally, bi-
ases, which are fixed values (typically one), are incorporated within the architecture
of the Artificial Neural Network (ANN). The product of the bias and the weight
of its corresponding connection is then introduced to the neurons in the following
layer.Considering the ith neuron in a layer of an Artificial Neural Network (ANN),
where pl,..., pR represent the outputs of the neurons in the previous layer, Wij
denotes the weight associated with the connection between the neuron and the jth
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neuron of the preceding layer, b represents the bias of the previous layer, and f de-
notes the activation function of the layer; the output of the layer (a) is expressed in
equation [42]:
a= f(sumlewijpj + )

In Multi-Layer Perceptrons (MLPs), activation functions remain constant while
weights can vary during the training process. Perceptrons have found application in
various control domains, such as printing devices, heat exchangers, and spacecraft
maneuvering. Extensive research has been conducted on Multi-Layer Perceptrons
for control purposes[42].
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Figure 3.9: A typical neuron of an ANN

e Radial basis function network (RBF)
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Figure 3.10: First layer of a (RBFN)
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Radial Basis Function Networks (RBFNs) are widely used in control applications
and are the second most popular type of neural network for this purpose. These
networks typically have two layers of neurons, the first of which differs from percep-
tron layers and the second of which has characteristics in common with them. Ap-
plications for RBFNs are found throughout several industries, demonstrating their
adaptability[42].

The input vector p and weight vector IW are fed into the dist box in Figure 3.10
, where their dot product is calculated. The final step is to multiply the resultant
value by the bias b and serves as the input to the radial basis transfer function.
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Figure 3.11: A typical RBFNN

As shown in Figure 3.11, if the input layer’s weight vector IW contains S1 elements
and the second (linear) layer’s weight vector LW contains S1 S2 elements, the input
vector p has R elements, the output vector y has S2 elements, and the input layer’s
and the second layer’s biases are represented by bl and b2,then:

St R
ye = > radbas(Y | IWyP; + byj) LWig + by
=1 =1

e Convolutional Neural Network A Convolutional Neural Network (CNN) plays
a crucial role in tasks related to image classification and picture recognition, making
it the primary choice for such applications. CNNs are commonly employed in vari-
ous domains, including face recognition and object identification. Like Feedforward
Neural Networks (FNNs), CNNs consist of neurons that possess biases and weights
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that can be learned. CNNs accept input images that have been labeled and prepro-
cessed to belong to specific categories, such as dog, cat, lion, tiger, and so on. It is
widely known that the resolution of an image impacts how the computer perceives
it in terms of pixels. Depending on the image resolution, the computer will interpret
it as having dimensions of h * w * d, where h represents height, w represents width,
and d represents the image’s depth or number of channels In CNN, every input
image undergoes a series of convolution layers, pooling, fully connected layers, and
filters (also referred to as kernels). The Softmax function is then applied to classify
an object, assigning probabilistic values between 0 and 1 [41].
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Figure 3.12: Convolutional Neural Network

e Recurrent Neural Network The foundation of Recurrent Neural Networks
(RNNs) lies in prediction. In this type of neural network, the output of a spe-
cific layer is stored and looped back to the input, enabling the prediction of the
layer’s behavior. The initial layer of an RNN is constructed similarly to that of
a Feedforward Neural Network (FFNN), and the recurrent neural network process
commences from the subsequent layer[41]. While inputs and outputs are typically
treated as independent in most cases, there are situations where it becomes neces-
sary to forecast the subsequent word in a sentence. Subsequently, the prediction
will rely on the preceding word within the sentence. The distinguishing and critical
characteristic of Recurrent Neural Networks (RNNs) is their Hidden State, which
retains information about a sequence[41].
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3.8 Conclusion

In this chapter, we covered the topic of neural networks and various machine learning algo-
rithms, including supervised, unsupervised, semi-supervised, and reinforcement learning.
Neural networks are inspired by the human brain and consist of interconnected neurons
that learn from data by adjusting weights and biases. Supervised learning involves train-
ing models using labeled data, while unsupervised learning discovers patterns in unlabeled
data. Semi-supervised learning combines labeled and unlabeled data to improve model
performance, and reinforcement learning focuses on training agents to make optimal de-
cisions in dynamic environments. Each learning algorithm has its strengths and applica-
tions, helping us choose the appropriate approach for different machine learning tasks. In
the upcoming chapter, we will delve into Federated Learning for Cache Management
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Chapter 4

Federated Learning for Cache
Management

4.1 Introduction

An essential component of federated learning systems’ effective operation is cache man-
agement. It is possible to train models on distributed datasets using federated learning, a
decentralized machine learning method, without the requirement for data centralization.
In this model, the training process is shared across several edge devices or local servers,
each of which contributes its own local data while retaining local storage for it.

The tactics and methods used to efficiently manage the caches existing on the edge de-
vices or local servers taking part in the federated learning system are referred to as ”cache
management for federated learning.” In federated learning contexts, caching is essential
for lowering communication costs and boosting training effectiveness.

4.2 Related work

e Work 1 [43] : In this article by Yang et al., a comprehensive overview of
federated machine learning is provided, encompassing both theoretical founda-
tions and practical applications. The article explores the motivations behind
federated learning, the challenges involved in its implementation, and the po-
tential advantages in situations where data cannot be stored centrally. Various
federated learning algorithms and architectures are presented, along with their
application areas in domains such as healthcare, Internet of Things (IoT), and
mobile devices. Additionally, the article addresses the security and privacy concerns
associated with federated learning and outlines future research directions in the field.

e work 2 [44]: In this article, the focus is on training distributed machine learn-
ing models for resource-constrained IoT devices using federated learning (FL). The
article examines existing studies on FL, discusses the assumptions for implement-
ing FLL with IoT devices, and identifies their drawbacks. It also delves into the
challenges and issues encountered when applying FL in an [oT environment. The
article provides a comprehensive overview of FL, surveys problem statements, and
highlights emerging challenges, with a particular emphasis on heterogeneous IoT
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environments. Furthermore, it suggests future research directions that intersect FL
with resource-constrained IoT environments.

4.3 Federated Learning

4.3.1 Introduction

The rapid development of Internet of Things (IoT) and social media applications is
leading to a significant growth in data generated at the network, which is experiencing
an exponential increase. fully It was predicted that the rate of data generation would
soon be exceeded Bandwidth of the current Internet. Frequent sending of all data to a
remote cloud unnecessary and impossible due to network traffic and privacy issues.

By leveraging federated learning, the need for storing training data in the cloud is
eliminated, as mobile devices collaboratively develop a shared prediction model while
retaining all the training data on the device it self[45].

In the beginning, the central server distributes the current global model to the clients
or workers.The group of clients then carry out local optimization and send the central
server the learnt model weights. By carefully combining the client updates, the central
server builds a worldwide shared model. To reduce network traffic, it is preferable to do
the client training in batches[46].

Data owners often face limitations in sharing their raw data for cloud-based model
training due to privacy, security, or legal restrictions. To train the global model, they
might profit from a collaborative learning process. In this particular scenario, federated
learning proves to be an appropriate solution. Federated supervised learning incorporates
an inherent privacy-preserving method as it only uploads the model weights, which
are a statistical summary of multiple raw data samples, to the cloud. Additionally,
for federated supervised learning to work, tagged data needs to be available at the edge[46].

4.3.2 Federated Learning Steps

Four main steps make up the FL training process:

e Transfer of the model parameter from the server to the clients[47]
In order to change the parameter sent back to the edge nodes for the subsequent
iteration, the aggregator aggregates these parameters.[1]

e The client’s local training[47]
e The transfer of model parameters from clients to servers.[47]

e The server’s aggregation of model parameters.[47]
The aggregator combines these parameters and sends an updated parameter back
to the edge nodes for the next iteration. It is possible to alter the repetition rate of
global aggregation, whether it occurs after one or more local updates [1].
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Figure 4.1: steps of FL training process

4.3.3 Federated Learning Algorithms
Loss Function

A set of parameters are part of machine learning models, and they are discovered using
training data. Typically, a training data sample j has two components. One is a scalar yj,
which is the desired output of the model, and the other is a vector xj, which is considered
the input of the machine learning model (such as the label of the image). Each model
has a loss function defined on its parameter vector w for each data sample j to aid in
learning. The learning procedure for the model involves minimizing the loss function on
a set of training data samples. The loss function represents the error of the model on the
training data[l].

Stochastic Gradient Descent

An optimization approach called Stochastic Gradient Descent (SGD) is frequently used
in deep learning and machine learning to train models. It is a variation on the gradient
descent approach that is more computationally effective for large datasets since it changes
model parameters based on a small selection of training data rather than the complete
dataset at once. A model’s loss function is minimized using SGD by iteratively updating
a model’s parameters in the direction of the loss function’s negative gradient with respect
to the parameters[48].

Federated Averaging

The popular federated learning approach known as ”federated averaging” includes
averaging model updates from various clients or entities. According to this method, each
client updates the model weights and sends them to a central server after training the
model on its own local data. The weighted average of the model weights from various
clients, which are calculated based on variables like the quantity of local data samples
or the processing capability of each client, is then combined by the central server. The
process is repeated iteratively to improve the overall model before the aggregated model
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is provided back to the customers|1].

Algorithm: Federated Averaging

Input:

Set of N clients: C1,Cs,...,Cy

Shared global model parameters: 6,

Number of communication rounds: T

Learning rate: n

Client selection method: ClientSelect()

Weight assignment method: WeightAssign(C;)

Encryption function: Encrypt(z)
e Decryption function: Decrypt(z)

Output: Aggregated global model parameters:
Initialization:

e Initialize Ay randomly
Fort =1 to T do:
1. Select a subset of clients S; C {C},Cy,...,Cn} using ClientSelect()

2. For each client C; € S; do in parallel:

Receive current global model parameters: 6;

Update local model parameters using local data: 6; < 0;_1 — nV f;(0;-1)

Encrypt local model parameters: 6"¢ <— Encrypt(6;)

e Send encrypted local model parameters to central server
3. At central server:

e Aggregate encrypted local model parameters: ©"¢ <— ZZ]\LI Weight Assign(C}) -
g¢me, where WeightAssign(C;) assigns a weight to each client based on its im-
portance or contribution

e Decrypt aggregated model parameters: © «— Decrypt(©c)
e Update global model parameters: 6; < O

4. Broadcast updated global model parameters to all clients

Return: Aggregated global model parameters: 7
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4.4 Cache Decision Based on Federated Learning

Due to the rapid advancement of smart devices and the rising demand for video streaming
services, user latency is increasing. This is mostly due to the substantial growth in mobile
traffic, putting a pressure on the networks that connect local base stations to the Internet.
To overcome this issue and boost performance while lowering costs,

Content caching has emerged as a potential method in edge computing due to user
latency and backhaul network congestion. Content caching tries to mitigate these issues
by storing frequently requested files at neighboring base stations. However, due to the
cache entity’s limited storage capacity, it is critical to estimate future popularity of things
and proactively store the most popular files. In recent years, several caching systems have
focused on addressing the primary difficulty of proactive caching, which requires learning
and interpreting content popularity trends [11].

Using the multi-armed bandit (MAB) approach to investigate the popularity distribution
of the material for content caching, a collaborative filtering-based caching algorithm for
small cell networks is proposed. Nonetheless, existing proactive caching solutions are de-
signed for highly regulated settings where users must upload their local data to the central
server, which may pose privacy and security problems, and scalability is a difficulty for
those systems. as the number of users and the amount of data collected by users grows.
We suggest a hierarchical architecture termed Federated learning based Proactive Content
Caching (FPCC) approach to overcome the aforementioned difficulties. This method is
divided into two layers: the bottom layer is made up of users that request material, and
the top layer is made up of a central server outfitted with a cache entity [11].

Each user in the FPCC scheme downloads a stacked autoencoder model from the server.
The model is then trained using local data, and the updated model parameters are up-
loaded to the server on each communication loop. Furthermore, users propose a set of N
files to the server. The recommendation method employs hybrid filtering, which takes use
of the similarity between people and files based on latent characteristics retrieved using
the stacked autoencoder[11].

The federated averaging procedure is used by the server to aggregate the submitted
model parameters. It also chooses the most popular files from among those suggested by
all users. This strategy mitigates security and privacy problems by keeping training data
local and transmitting only model parameter changes to the central server[49].

Several content caching strategies that do not rely on prior knowledge of content pop-

ularity have been created. These approaches use machine learning techniques such as
reinforcement learning and collaborative filtering to evaluate the popularity of files. The
caching method, for example, is created particularly for tiny cell networks. To measure
the popularity of material, this method employs collaborative filtering (CF). This is ac-
complished by utilizing sparse training data throughout the training phase [11].
A collaborative stacking autoencoder based on hybrid filtering is used by both the model
in each user’s equipment and the central server. This signifies that the model employs
a collaborative approach in which user recommendations and preferences are consid-
ered. Furthermore, the hybrid filtering approach is employed to compute the similar-
ity between people and files based on the latent characteristics retrieved by the stacked
autoencoder[11].
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4.4.1 The FPCC Scheme

This study’s proactive content caching technique is made up of three key procedures:
encoding, hybrid filtering, and federated learning. The primary principle behind content
caching is to leverage user requests and contextual information to learn how to make better
caching decisions in the future. As a result, in order to cache the most popular files for
each user, a caching entity must understand the popularity of information particular to
their context [11].

The key problem is determining the similarities between distinct sets of material for
each user, as well as the similarities between files, using a complicated dataset obtained
from individuals’ contextual information. This problem lends itself readily to a neural
network model, thus we will modify and expand a specific neural network model called
stacked autoencoder based on hybrid filtering to properly solve it [11].

Stacked Autoencoder

An unsupervised learning model is stacked autoencoder. The stacked autoencoder suc-
cessfully trains a neural network with one hidden layer to recover input data from its
latent representation problem|[50].

In recent years, neural network models have shown great potential in learning hidden
representations[51]. The stacked autoencoder takes a set of data instances, denoted as
x(1), x(2), x(i), ..., x(m), where i ranges from 1 to m. Each instance x(i) belongs to a
d-dimensional space (Rd)[52].

The stacked autoencoder is made up of two basic parts: an encoder and a decoder.
Using an activation function h(x), the encoder transfers the input data to a hidden repre-
sentation, denoted as y(i).The original is then mapped to the latent representation.From
the input, the decoder generates a reconstructed version of x[52].

The goal of the stacked autoencoder is to learn a function hW,b(x) that approximates
the input x, where W and b are weight matrices and bias vectors, respectively. By training
the autoencoder, the model aims to find the optimal values for W and b that minimize

the reconstruction error, thereby learning meaningful latent representations of the input
data[52].

Hybrid Filtering

The similarity of users and files is assessed by using stacked autoencoders, which extract
characteristics from the users and files. We assess the similarity of the files based on the
current user’s watch history and the watch history of their K nearest neighbor users to
provide a suggestion list of popular files for caching. The active user reflects the user’s
requests in a given scene, whereas the watch history of the K nearest neighbor users
represents comparable scenes connected to that unique scene. Hybrid filtering is used,
which combines content-based, demographic, and collaborative filtering. This method
primarily use similarity techniques to determine the distance between two files or two
individuals based on their file ratings and personal profiles [11].

1. Data pre-processing: entails constructing a rating matrix based on each user’s re-
quest history. In addition, a user information matrix is created by combining per-
sonal information such as location and time of day[11].

38



chapitre 4

User

File
User

Auto-Encoder \ o 4 Personal Information \ o t_.;j Auto-Encoder
Fe W Mk s Ty AN
l User l
Cosine Similarity “ ’ '.
o) User simiariy
3 4

K nearest neighbors

Aggregation Approach: average ‘.

@ M Popular files

Figure 4.2: Hybrid Filtering Model

2. Exploration of latent representation: Using the rating matrix as input, the autoen-
coder discovers hidden characteristics and connections between users and files. These
newly found characteristics are then combined with the user information matrix to
produce similarity matrices for both users and files. This approach makes use of co-
sine similarity, which is well-known for its efficacy with sparse matrices. The entries
in the user’s and file’s similarity matrices reflect the distances between each user and
file, respectively[11].

3. The history matrix is constructed as follows: Assuming that the current user is
the active user, we utilize the user’s similarity matrix to find the K nearest neighbor
users. We create a matrix of historical watchlists (K*) from these K chosen neighbor
users’ prior watching histories[11].

4. Obtaining the similarity: The matrix of the active user’s history requests is desig-
nated as A*. The similarity matrix of files is used to compute the average value of
the similarity between each element in A* and K*. This entails comparing each ele-
ment in A* to the equivalent elements in K* and calculating their average similarity
value using the file similarity matrix [11].

5. Aggregation: The popularity of files is predicted using an aggregation strategy, which
entails picking the files with the greatest to nth greatest similarity. This selection
procedure creates a list of popular files for caching. Each user submits their own
list of recommendations to the server. As shown in Fig 4.2 | the server collects all
estimated results from users before selecting the top N most popular files. These
files are considered cache material for the cache entity [11].
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Federated Learning

To aggregate the results, the parameters of the stacked autoencoder must be transferred
from the user side to the central server. This method has a big benefit because it allowing
the model to be trained using local user data without the need to upload the actual
data to the central server. By avoiding data transmission, it greatly reduces security
and privacy risks. To implement this approach, users first download the global model W
from the central server. They then compute their respective updated models, denoted
as W1t, W2t, W3t, ..., Wct, based on their local data. Here, t represents the round
number, and 1, 2, 3, ..., ¢ corresponds to the index number of each participating user.
The updates are represented as Hct := Wet - Wt, which captures the difference between
the participant’s local model and the global model. Finally, the updated parameters, along
with a recommendation list of popular files estimated through hybrid filtering, are sent to
the central server. This enables the central server to receive the necessary model updates
and the suggested list of popular files, facilitating further analysis and decision-making
based on the aggregated information[11].

Algorithm 4 Content caching algorithm: User

Require: c,w,b: Parameters
. B: Split training data into batches of size B
: E: Number of local epochs
: 1: Learning rate
: fori=1to F do
for each batch b € B do
w4 w—n-V(w;b)
end for
end for
UserFeatures < AUTOENCODERU SE R(user-file matrix)
UserSim < SIMILARITY (UserFeatures)
. FileFeatures < AUTOENCODERFILE(file-user matrix)
. FileSim <— SIMILARITY (FileFeatures)
: AUTOENCODERUSER(x)
. autoencoder(z,z, E, B)
: AUTOENCODERFILE(y)
. autoencoder(y,y, E, B)
: SIMILARITY (x)
: sim(Tt?, It)) = ‘Ilti]ﬁzj‘
: Select K1, Ko, K3, ..., K, from UserSim — K*
. Average: %22:1 for the similarity between requested content of target user K* and A* —
N*
21: Select Ny, No, N3, ..., N, from N*
return c,w,b,N =0

© X SR
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© N U A WD RO

[
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On the server side, the central server combines all the updated models from the
user side in order to enhance its global model using Federated Averaging, as shown in
Equation (1).

Nt
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Algorithm 5 Content caching algorithm: Server
Require: C: Users are indexed by ¢
Require: ¢: Number of communication rounds
Require: w,b: Model parameters
Require: N.: Predict popular files from each user
1: Initialize w, b
2: fort=1,2,....t do
3:  for each user c € S; in parallel do

4: wg, 1, b5, 1, N{ | < User Updates(c, we, bet)
5:  end for

6 Wil & Yoy FUE

T b e &b

8: end for

9: Count A,

Select top-N Ny, No, N3,....N, =0

represents the learning rate[11].

1 ¢
Wi =Wy +nH;, Hy = ;t ZHZ' (1)

1€St

Federated Averaging employs a weighted average sum to combine all updates, taking into
account the size of each selected user’s training dataset. Ultimately, the server produces
a list of recommended popular files for caching[11].

4.5 Dataset

id-user | id-movie | rating | timestamps
58365 31 3 836391314
58365 32 5 836391153
58365 34 4 836391124
58365 44 4 836391253
58365 44 3 836391292
58365 62 5 836391332

Table 4.1: Dataset example

The dataset used in this study consists of four columns: id-user , id-movie ,rating and
timestamps. Each row in the dataset represents a unique instance, and there are a total
of 1600 rows .
The id-user column contains identifiers for individual users who provided ratings for the
movies . The id-movie column contains identifiers for the movies that were rated . The
rating column represents the ratings given by the users for the corresponding movies,
which can range from a minimum value to a maximum value,where 1 indicates the lowest
rating and 5 indicates the highest rating. Lastly,the timestamps column records the time
when each rating was given.

The dataset has been divided into four subsets: datal, data2, data3, and data4. The
division is based on the line numbers in the dataset. Datal contains the entries from line

41



chapitre 4

0 to 399, data2 contains the entries from line 400 to 799, data3d contains the entries from
line 800 to 1199, and data4 contains the entries from line 1200 to 1600

In many cases, privacy concerns arise when dealing with sensitive data in federated
learning settings. To address these concerns, Cache Management techniques are employed.
In the given scenario, the dataset has been divided into four subsets: client 1, client 2,
client 3, and client 4.

By dividing the dataset into clients, each client retains control over its respective subset
of data. This decentralized approach helps protect the privacy of individual users and
their sensitive information. Cache Management techniques can be applied to efficiently
manage the caching and retrieval of data in each client, ensuring that only necessary and
relevant data is stored locally.

Federated Learning leverages this distributed architecture, allowing models to be
trained collaboratively across multiple clients while preserving data privacy. The use
of Cache Management techniques helps optimize the communication and computation
overhead, enabling efficient and secure federated learning processes.

By utilizing Cache Management in Federated Learning, the privacy concerns associated
with sharing sensitive data are mitigated, allowing for collaborative model training while
ensuring the confidentiality and privacy of individual clients’ data.

4.6 Implementation of Federated Learning for Cache Manage-
ment

The employment of federated learning within a caching system necessitates the crucial
involvement of the aggregator in the overall procedure. The central server assumes the
role of coordinating the Federated Learning (FL) process, which involves the distribution
of the initial global model to the clients, collection and aggregation of the model updates
from the clients (averaging the received weights), and the generation of an enhanced
global model. The aggregator functions to ensure model synchronisation across various
devices and supports collaborative learning, all while upholding data privacy and security.
In our implementation of federated learning for cache management, we have 4 clients, each
with a dataset fragment to train a local artificial neural network model to predict movies
with a rating greater than 3, which are considered the most popular and are therefore
added to the cache memory. After the learning process, we obtained hyperparameters
that encompass the number of neurons and the error percentage during each epoch
of training. In the local model, we incorporate three inputs for the Artificial Neural
Network (ANN): user ID, movie ID,timestamp, and film. These inputs are utilized to
predict the output ratings.

The dataset fragment was divided into 200 elements for testing and 200 elements for
training. Specifically, the neural network took 133 elements for testing purposes.Learning
stopped after 200 epoch due to convergence of learning error values MES.

In the server-side part of the global model, we aggregate the hyperparameters from
each client into a single document. This document serves as the new dataset for the
global model.In the global model, we incorporate tow inputs for the Artificial Neural
Network (ANN): Mean Squared Error(MES). These inputs are utilized to predict the
output ratings.

In the centralized part, we utilize a single client that possesses the global dataset. This
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client is equipped with an artificial neural network comprising three inputs: user 1D, film
ID, timestamp, and the ratings of films as the output.

4.6.1 Local Model

Training Data vs. ANN Output

4: T F H AN Gutput
a L P 1

Radvl |
| |

1.5 1

0.5 1 1 1 1 1 1 1 1 1
0 20 40 60 80 100 120 140 160 180 200

Figure 4.3: Traning Data
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5.5

Testing Data vs. ANN Output
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4.6.2 Discussion of Graphs

A machine learns by taking input data and processing it to generate an output. The
input curve provides the machine’s original data, whereas the output curve shows the
machine’s predictions or created outcomes based on that input.When the input and
output curves are described as "somewhat similar”, this suggests that the machine’s
predictions are relatively accurate compared to the original data. This indicates that the
computer understands the incoming data and learns from it.

In figure 4.3 An ideal situation when the learning process completely matches the
input curve is shown in the initial learning curve. This shows that the model is accurately
capturing the relationships and patterns seen in the data, producing reliable predictions.
The model’s output values are constrained to the range of 1 to 5, indicating some kind
of threshold or constraint in the system. In addition, it says that movies with a rating
of 3 or above are popular and given preference for storage in the cache memory, whereas
movies with a rating of 3 or lower are not stored.

In figure 4.4 A careful observation reveals good similarities between the input and output
curves. This similarity indicates that machines can begin to capture underlying patterns
and relationships in the data and produce output that closely matches the input provided.
This means that the machine learning process is on track as it effectively captures and
reproduces the intrinsic properties of the input data. This promising development means
machines are gradually improving their ability to learn and make accurate predictions.
In figure 4.5 The model’s performance is remarkable, as shown by the performance graph,
which has a performance values of 2.18095 x 1073 and 2.18095 x 1073% Given that this
value is so close to the ideal goal value of 0, the model has performed almost perfectly.
The model has successfully reduced the loss or mistake in its predictions, indicating a
high level of precision and dependability.

The machine stopped learning after 200 cycles because the error values reached a point
where they couldn‘t get any better. This means that the machine has reached its highest
level of learning and doesn’t need to improve anymore.
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4.6.3 Global Model (averaging aggregator)

55 Training Data vs. ANN Output
. T T T T T T T T T
Training Data

4 ﬂ m — ANN Qutput |

Output

0.5 1 | | | | 1 | | |
0 20 40 60 80 100 120 140 160 180 200

Input

Figure 4.6: Training Data
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Figure 4.7: Testing Data
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Performance is 1.97642e-29, Goal is 0
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Figure 4.8: Perfomance

4.6.4 Discussion of Graph

The first Figure 4.6 curve depicts an ideal case in which the learning process fully matches
the input curve. This implies that the model is accurately capturing data correlations
and patterns, allowing it to make trustworthy predictions.

In figure 4.7 the discussion identical with the local models testing curve.

In figure 4.8 The model’s performance is outstanding, as shown by the performance graph.
The performance value is incredibly close to zero(1.97642 x 1072%.), which is the ideal
goal value. This means that the model has almost achieved perfection. It has successfully
reduced mistakes in its predictions, showing that it is very accurate and dependable.
For this performance curve, training stopped after 400 epochs for the same reason.

4.7 Conclusion

In this chapter, the concept of Federated Learning (FL) is introduced as a solution to
address the challenges posed by the exponential growth of data generated at the network
edge. FL allows mobile devices to collaboratively develop a shared prediction model
while retaining the training data on the device itself, eliminating the need for storing
training data in the cloud.

The FL training process involves four main steps: transferring the model parameters from
the server to the clients, performing local training on the clients’ devices, transferring the
updated model parameters back to the server, and aggregating the model parameters on
the server to build a global shared model.
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Conclusion

With the rapid technological advancements and the widespread adoption of the Internet
worldwide, a tremendous amount of information has been distributed across networks.
While this has brought numerous benefits, it has also introduced several challenges. One
of the problems that emerged is the issue of response time for requests and replies. As the
volume of information increased, it became more challenging to retrieve and process data
promptly, leading to delays in communication between users and servers,Another problem
stemming from the vast amount of information is the impact on network speed. The sheer
volume of data being transmitted and accessed can strain network bandwidth, resulting
in slower connection speeds for users. Network congestion is yet another challenge caused
by the distribution of extensive data. As more users access the network simultaneously,
the traffic load increases, leading to congestion and bottlenecks. Moreover, the burden
on server loads has intensified due to the distribution of a large amount of information.
Additionally, the transmission of vast amounts of data can increase the possibility of
data packet loss. Another issue related to the distribution of vast amounts of information
is the security and privacy of user data. To address the challenges mentioned earlier,
a concept was introduced to alleviate the burden on databases and improve response
times by bringing frequently accessed content closer to the users. This approach involves
storing popular or frequently requested data in memory caches that are located closer to
the users, rather than relying solely on centralized databases. To ensure the privacy of
user information during this caching process, federated learning techniques is employed.

As future work, we plan to work on dynamic cache management strategies that re-
spond to changing network circumstances and user demands can greatly increase resource
efficiency and caching system performance. These strategies can enhance the caching
process in a variety of ways by dynamically modifying cache sizes, taking into account
network congestion levels, and adding real-time user feedback. The ability to alter cache
sizes based on current network circumstances and user demands is one feature of dynamic
cache management. The cache can be adjusted to fit the most relevant and frequently
visited material by monitoring parameters such as network capacity, latency, and con-
gestion levels. During moments of heavy network traffic or congestion, for example, the
cache size can be expanded to store more popular or in-demand models, providing faster
access .
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