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Abstract

Named Data Networking (NDN) is a newly proposed Future Internet Architecture
(FIA). The NDN architecture adopts name-based routing and location-independent
data retrieval. Among other important features, NDN integrates security mecha-
nisms and focuses on protecting the content rather than the communications chan-
nels. Along with a new architecture come new threats and NDN is no exception.
NDN is a potential target for new network attacks such as Interest Flooding Attacks
(IFAs). Attackers take advantage of IFA to launch (D)DoS attacks in NDN. In this
dissertation, we focus on the Interest Flooding Attack and present our contributions
to deal with this threat. Our first contribution is a novel congestion-aware solution
that differentiates between intentional and unintentional misbehavior due to the net-
work congestion when detecting Interest Flooding Attack. We prove, through simu-
lation evaluation, the efficiency of our solution in congested network scenarios. Our
second contribution, named MSIDN, is a cooperative solution that detects and mit-
igates sophisticated versions of IFA. The proposed solution is capable of stopping
the malicious traffic without affecting legitimate users. Through extensive simula-
tion evaluation, we show the efficiency of our solution in different attacking sce-
narios. Our third contribution is a series of unconsidered adversarial models. We
present a multitude of non-conventional IFA scenarios that the actual solutions did
not take into consideration. we finish our work by reviewing the requirements for
a complete and efficient IFA solution and pinpoint the various issues encountered
by IFA detection and mitigation mechanisms before shedding the light on the future
research directions regarding IFAs.

Keywords: Named Data Networking (NDN); Future Internet Architecture (FIA);
NDN Security; Denial of Service (D)DoS Attacks; Interest Flooding Attack (IFA).
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Résumé

Named Data Networking (NDN), ou le réseau des données nommées, est un nou-
veau type de réseau proposée pour le futur Internet. L’architecture NDN focalise
sur la donnée et non pas son emplacement. Contrairement au réseau Internet actuel,
'architecture NDN se base sur le nom de la donnée pour 1'acheminement des pa-
quets et non pas les adresses IP. NDN integre des fonctionnalités de sécurité qui per-
mettent de sécuriser directement la donnée au lieu de sécuriser le canal acheminant
la donnée. Toutefois, I’architecture NDN fait face a de nouvelles menaces de sécurité,
notamment un nouveau type d’attaque appelé Interest Flooding Attack (IFA), ou
'attaque par inondation de requétes. Cette thése a pour objet d’aborder et d’étudier
ce nouveau type d’attaque et essayer d’apporter des solutions efficaces pour palier a
cette nouvelle menace qu’est I'Interest Flooding Attack. Notre premiére contribution
est une solution capable de détecter et stopper une attaque. Cette solution prend en
considération la congestion du réseau comme parametres afin d’éviter une fausse
détection. La phase d’évaluation a montré ’efficacité de notre solution avec un scé-
nario ou le réseau souffre d'une congestion. Notre deuxiéme solution, MSIDN, est
une solution coopérative capable de détecter et de stopper des attaque sophistiqués,
et ce sans affecter le trafic des nceuds légitimes. La simulation a prouvé 1’efficacité
de notre solution dans divers scenarios d’attaque. Et comme troisiéme contribution
pour cette these, nous avons présenté des scénarios d’attaques pas encore considérés
par les solutions existantes. Nous concluons cette these par évoquer les différents
problémes rencontrés par les solutions existantes avant de parler des exigences a
prendre en considération quand il s’agit de concevoir une solution efficace. Nous

finissons par présenter les futures orientations de recherche concernant IFA.

Mots clés: Réseaux des données nommeées; Architecture future d’Internet; Sécurité
NDN; Attaques par déni de service; Attaque par inondation de paquets Interest.
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Chapter 1

Introduction

1.1 Motivation

A long time has passed since the creation of the Internet. Back then, the goal was
to interconnect pairs of hosts. With the constant growth of the connected devices
that will reach almost 30 billion in 2023 [Cis], which represents roughly three times
the global population, the actual Internet architecture was not designed for such
massive numbers of hosts. In addition, the Internet usage itself has changed. Users
are interested in the content to retrieve rather than its source. In addition, security
was an afterthought when the Internet was created. This opened the door to several

security and privacy issues.

Taking all these challenges in mind, the need for a new, suitable, and secure Internet
architecture is essential. The research community started the discussion on a new
architecture about three decades ago [Rfc]. Since then, many Future Internet Archi-
tectures (FIAs) were proposed like Xtensible Internet Architecture (XIA) [Ana+11],
Nebula [And+13], and others. However, the most promising FIA architecture can-
didate is Information Centric Networking (ICN) [Ahl+12; Xyl+13]. Several architec-
tures were proposed under the umbrella of ICN, like Data-Oriented (and beyond)
Network Architecture (DONA) [Kop+07], Publish-Subscribe Internet Technology
(PURSUIT), Scalable & Adaptive Internet soLutions (SAIL) [ET11], and COntent Me-
diator architecture for content-aware nETworks (COMET) [Gar+11]. But the most
promising one is Named Data Networking (NDN). NDN is a project funded in 2010
by the US Future Internet Architecture and maintained at UCLA [Zha+10]. NDN
takes its roots from the Content-Centric Networking (CCN) [Jac+07].

NDN adopts a content-driven communication approach where packet forwarding is
based on data names rather than IP addresses. NDN also provides features such as
in-network caching, built-in multicast, mobility support, and native security mech-
anisms. NDN focuses on securing the content rather than the communication chan-
nels. NDN mandates the use of data signatures, which permits users to retrieve any
available piece of content no matter where it comes from as long as the signature can
be verified.
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Although NDN integrates security mechanisms, it is still not immune to certain new
security and privacy issues. One of these network threats is related to Interest Flood-
ing Attacks (IFAs). IFA is a new type of attack that adversaries use to launch (D)DoS
attacks in NDN. This dissertation aims to address IFA and provide efficient solutions
to this attack.

1.2 Contributions of this Thesis

The contributions of this thesis can be summarized as follows:

¢ Provides an in-depth study of IFA and gives a broad analysis and comparison

of the solutions that were proposed.
* Design and evaluation of a congestion-aware IFA mitigation solution.

¢ Design and evaluation of MSIDN, a cooperative solution capable of mitigating
sophisticated IFA.

¢ Identify and analyse several unfaced IFA attacking scenarios against the present

literature.

¢ Pointing out the open issues and providing the challenges and research direc-

tions that need to be considered in the future.

1.3 Organization of the Thesis

This thesis is organized as follows: in chapter 2, we introduce the NDN architecture
and present its components. We continue by explaining the forwarding process.
Following that, we show the security components and we conclude this chapter by
detailing the security requirements. Chapter 3 focuses on the Interest Flooding At-
tack. We start this chapter by talking about the availability threats that target NDN
networks. After that, we detail IFA and its variants. We continue this chapter by
talking about the related work, in which we present all the relevant works that were
authored in the literature. We conclude this chapter by presenting, explaining, and
detailing the CDA workflow that every IFA detection and mitigation solution fol-

lows.

We present our first contribution in chapter 4. This solution takes into account the
network congestion when dealing with IFA to avoid false detection. We start our
simulation evaluation by showing how a congested network could mistakenly lead
to false detection. We finish our evaluation by proving the efficiency of our proposed

solution.



1.3. Organization of the Thesis 3

Our second solution is presented in chapter 5. In addition to the conventional IFA,
this cooperative solution aims also to detect a sophisticated version of IFA. The pro-
posed solution is capable of mitigating both local and distributed attacks without

affecting legitimate users.

We present our third and last contribution in chapter 6, in which we introduce sev-
eral unfaced IFA attacking scenarios against existing solutions. In this chapter, we
show and explain several attacking behaviours that malicious nodes could adopt to
counter the existing solutions. Finally, we summarize this thesis in chapter 7, before
pointing out the challenges and future research directions that need to be consid-

ered.






Chapter 2

Named Data Networking (NDN):
Architecture and design overview

NDN is a data-centric Internet architecture designed to replace the host-centric TCP /1P
architecture [Jac+09; Zha+10; Zha+14]. NDN falls under the umbrella of Information
Centric Networking (ICN), where the focus is on the data rather than its location.
NDN defines two entities: Producer and Consumer. Producers generate and offer

content for the consumers to request.

2.1 NDN Protocol Stack

The NDN protocol stack is composed of four different layers: application, network,
link, and physical layers [Zha+18a]. The application layer supports the operation of
NDN applications. It also embeds transport protocols as system libraries. The role
of the network layer is to route NDN packets. It uses the application layer’s names
to route the packets. The NDN link-layer supports a set of protocols like Ethernet. It
can also use virtual links like IP and TCP overlays. Figure 2.1 shows the differences
between the TCP/IP and NDN protocol stacks.

Application Application
Transport
TCP, UDP, ..
Use IP Use application
L addresses namespaces NDN
. Link layer
Link layer IP/TCP Tunnels, ..
Physical Physical
TCP/IP stack NDN stack

FIGURE 2.1: TCP/IP and NDN Protocol Stacks
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Name Name
CanBePrefix Metalnfo
MustBeFresh

ForwardingHint

Nonce Content

InterestLifetime

HopLimit
ApplicationParameters DataSignature
Interest Packet Data Packet

FIGURE 2.2: NDN packets

2.2 NDN Packet Types

The NDN architecture uses two types of packets: Interest and Data' packets. Figure
2.2 illustrates these two NDN packets.

2.2.1 The Interest Packet

NDN consumers use Interest packets to express a need for specific data. To fetch
content, data consumers send the name of the desired content in an Interest packet.
According to the latest NDN packet specifications [Ndn], every Interest packet is
composed of a set of mandatory and optional parameters. Each interest packet must
have a Name. It represents the name of the content that the consumer is requesting.
The Nonce field is also mandatory when the Interest packet is transmitted over the
network. It consists of a randomly generated 4octets long string. The Nonce is used
to uniquely identify Interest packets, hence preventing them from looping in the net-
work. The optional parameters that Interest packets may include are: CanBePrefix for
the Interest packet’s name, MustBeFresh for the content of the requested Data packet,
InterestLifeTime represents for how long an NDN router will maintain state for this
Interest, HopLimit and ForwardingHint are used during the forwarding process. The
Interest packet may also include application-specific parameters in ApplicationPa-
rameters. Furthermore, Interest packets can also be signed when needed [Sig].

2.2.2 The Data Packet

Data packets are the response that NDN consumers expect when they send Interest
packets. Data packets carry the content requested by a consumer. Each Data packet
contains the following fields: the Name of the data, the payload of the Data packet
held in the Content field, and the DataSignature, which contains the signature of the
producer. Data packets may also contain some optional information in the Metalnfo

n this dissertation, we use upper-case "Data" to refer to the NDN’s Data packet.
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field: The ContentType, the FreshnessPeriod, which indicates how long the data can
stay fresh, i.e., the producer did not produce newer data. The last parameter is
the FinalBlockld which identifies the last packet of a sequence of fragments [Dat].
Data packets are unique and immutable, i.e., they cannot be modified after being
produced.

2.3 Naming Content

NDN adopts a hierarchical naming scheme [Afa+17]. It identifies content with ap-
plication names. Every Data packet possesses a unique name. It consists of a se-
quence of components hierarchically ordered. For example, this thesis could be
named /dz/lagh-univ/thesis/phd/Ahmed_Benmoussa.

2.4 NDN Node Model

Each NDN node maintains three data structures: The Pending Interest Table (PIT), the
Content Store (CS), and the Forwarding Information Base (FIB). In this section we detail
each component and point out its role.

2.4.1 Pending Interest Table (PIT)

PIT is a data structure where are stored all the not yet satisfied Interest packets. Ev-
ery pending Interest packet is stored in PIT until a Data packet returns, or it times
out. Each PIT entry contains the following fields: the name of requested data (In-
terest packet’s name), the incoming interface(s), outgoing interface(s), and an expiry

timer.

2.4.2 Content Store (CS)

Each NDN node can store passing Data packets in a local cache [Cao+16]. It enables
NDN to offer in-network caching. Requests can be satisfied by an intermediate cache
without going down to the source of data. It also reduces time retrieval and saves
link bandwidth. Each CS needs to implement a caching policy to maintain its size
and keep the most relevant and popular data. Many caching policies can be used,
including but not limited to FIFO (First In First Out), LRU (Least Recently Used),
and LFU (Least Frequently Used) [ZLZ15; Din+17].

2.4.3 Forwarding Information Base (FIB)

FIB is used to forward incoming Interest packets to upstream nodes. Unlike IP net-
works, NDN indexes FIB entries with name prefixes instead of IP addresses [Son+15].
Every FIB entry is composed of a name prefix and a list of next hops. According to its
forwarding strategy, routers can forward Interest packets to one or multiple hopes,
hence enabling multi-path forwarding [Cha+17; Sch+16; Mas+20; MM20].



8 Chapter 2. Named Data Networking (NDN): Architecture and design overview

2.5 Routing and Forwarding

NDN routers use application namespace instead of IP addresses to forward pack-
ets [Li+18]. Routers update and announce their FIB entries using routing algo-
rithms [Leh+16; Voi+17; Gha+18], or a self-learning mechanism [SNZ17]. Unlike IP
routers, NDN routers use stateful forwarding, i.e., routers keep information about
the received requests until they are satisfied or timed-out [Yi+13]. The forward-
ing strategy forwards Interest packets according to the FIB entries, local measure-
ments, or other per-namespace forwarding policies [Shil7]. The forwarding strat-
egy is also responsible for choosing the destination interfaces. NDN routers could
also use multi-path forwarding to ensure priority, load-balancing, and avoid failed
links. Every Interest packet brings no more than one data packet, and each response
takes the reverse path of its corresponding request. The NDN forwarding process is
illustrated in Figure 2.3.

2.5.1 Interest packet forwarding: Requesting data

When a router receives an Interest packet first, it checks if the requested data can
be satisfied from the local CS, i.e., it matches the requested data’s name with the
existing content names in the CS. If the requested content already exists in the local
CS, the router sends back the Data packet to the source interface(s), i.e., the sourcing

interface(s) of the Interest packet.

If the CS does not own the requested data, the router performs the following actions:
first, it checks its PIT for any similar pending request, i.e., the router checks if the
name of the Interest packet already exists in the PIT. If the router finds a matching
entry, it compares the source interface with the interfaces associated with this pend-
ing entry. If the source interface is already recorded, the incoming Interest packet is
considered a duplicate packet and will be discarded. Otherwise, the router adds the
source interface to the list of interfaces associated with the pending Interest, i.e., ag-
gregates the incoming Interest packets requesting the same data. On the other hand,
when no pending Interest with the same name exists in the PIT, the router creates
a new entry for this Interest packet. Once the PIT lookup process is finished, the
router sends the Interest packet to its upstream neighbor(s) according to its forward-
ing strategy.

NDN routers can also send a NACK packet to their downstream nodes when the
Interest packet cannot be satisfied, e.g., no matching entry in FIB, the upstream links
are down [AC17; Vus+16].

2.5.2 Data packet forwarding: Receiving data

The consumer receives a Data packet when its request is satisfied by a data producer
or in-network cache. When a router receives a Data packet, it checks if it was re-
quested before. The router verifies the existence of a pending Interest with the name
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NDN Node Forwarding Strategy [
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FIGURE 2.3: Interest and data packet forwarding process

of the received Data. If no match exists in the PIT, the router drops the received Data
packet. Otherwise, and according to its caching strategy, the NDN router stores (on
not) the received Data packet before sending it downstream to all the interfaces as-
sociated with the pending Interest in PIT. The aggregation of source interfaces gives

NDN routers a built-in multicast mechanism.

2.6 Named Data Networking vs TCP/IP

In this section, we introduce a comparison between NDN and TCP/IP in terms of
routing and forwarding, multicast, mobility, and security. Table 2.1 summarizes the
differences between these two architectures.

2.6.1 Routing and forwarding

Using names instead of IP addresses comes with some advantages: first, compared
to IP addresses, names are unbound and have no limit. Second, address transla-
tion (NAT) is no longer needed. Third, there is no need to assign and manage IP
addresses in local networks. Moreover, NDN networks are immune against packet
looping so nodes can take full advantage of multipath forwarding. Figure 2.4 depicts
the differences in packet forwarding between NDN and TCP/IP.

2.6.2 Multicast

IP networks support multicast, but setting up multicast groups in IP networks is
challenging. Members need to know the group address to join it. Also, the number
of nodes in a multicast group is limited. Moreover, multicast groups are not easy
to deploy in large networks like the Internet. The NDN architecture comes with a
built-in multicast forwarding mechanism with no pre-configuration required. NDN
routers aggregate source interfaces requesting the same content in PIT. It allows
routers to send the data packet to all requesting interfaces at once, hence performing

multicast forwarding [Mas+17].
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FIGURE 2.4: NDN vs TCP/IP packet forwarding

2.6.3 Mobility

Mobility is another field that NDN handles better than IP networks [Zha+16b; Zha+18b].
The constantly changing network topology and paths make packet routing challeng-
ing in mobile networks. The data-centric approach that NDN adopts is beneficial to
mobile networks like MANETs [MLZ20; Li+19a]. There is no need to maintain and
manage nodes’ IP addresses. The cache-store that network nodes offer reduces the
delivery time and gives alternative paths to requested data even if the source is not
reachable, i.e., data producers.

2.6.4 Security

IP networks rely on communication protocols like TLS [DR08] and IPSec [KF11] to
securely send data packets. On the other hand, NDN networks focalize on securing
the network’s most valuable asset, the data. Unlike IP networks, NDN secures the
data instead of securing its path. By choosing this security approach, NDN networks
relieve the nodes from maintaining and monitoring secure channels and allow data
producers to only focus on securing the data that they produce [Zha+18c].

2.7 NDN Security: Data-centric Security

The NDN design natively embeds security mechanisms and mandates the use of
cryptographic signatures in Data packets [Ram+19]. Producers need to digitally
sign every Data packet produced. It will enable consumers to verify and validate
the authenticity of the received Data packets. It also permits network nodes, i.e.,
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TABLE 2.1: Comparison between NDN and TCP/IP

Propriety NDN TCP/IP
Architecture Data-centric Host-centric
Identification Names IP addresses
Forwarding Stateful forwarding Stateless forwarding
. Request Multipath ~ forwarding. Single path forwardin
Forwarding paths ! The r}e)quest packet coul%i i i
be forwarding through
multiple faces
Response The response packet takes  The response packet does
the reverse path of the re- not necessarily take the re-
quest quest’s path
. Intermediate nodes ~ All NDN routers offer in- Routers do not offer data
Caching .
network caching caches
End nodes Every NDN node can of- Only specific nodes like
fer a data cache file servers and P2P nodes
Multicast Built-in multicast mecha- Uses multicast address
nism range
Mobility The NDN nodes are inde- The nodes IP addresses
pendent of their location ~ are location dependent.
Security Secures data packets Secures communication

channels using protocols

routers and repositories, to store Data [Psa+18]. Furthermore, it allows consumers
to retrieve and accept Data packets regardless of their source [NZ19].

The NDN architecture integrates some security components to ensure Data secu-
rity [Zha+18c]. Figure 2.5 illustrates the below detailed security components.

2.7.1 Packet signature

Every Data packet includes a signature field [Zha+16a]. The signature binds the
content of the packet to its name [Li+19b]. The signature field contains two compo-
nents: Signaturelnfo and SignatureValue. The Signaturelnfo component consists of a
SignatureType, which represents the cryptographic algorithm used to sign the Data
packet, and a KeyLocator, which refers to the producer’s public key that consumers
need to use to authenticate and validate the received Data packet. The SignatureValue
represents the bits of the generated signature. Although NDN does not mandate the
use of signatures in Interest packets, however, in some scenarios where the authen-
ticity of Interest packets is needed, signatures are required, e.g., a router sends a new
route announcement, sending a command to an IoT device, etc. The Interest packet’s
signature field includes additional components compared to the Data packet’s signa-
ture. It includes a SignatureNonce, a SignatureTime and /or a SignatureSeqNum. These
components are used to add uniqueness to the signature.

2.7.2 Trust Schema and Access Control

Although that Data packet’s signature allows the consumers to validate the received
Data and prove its originator, it does not show whether the signer is authorized to
produce the Data or not [Yu+15]. Consumers need a mechanism that allows them
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FIGURE 2.5: NDN security components

to check if a producer has the right to generate data under a given namespace,
i.e., if a producer’s key has the right to sign a Data packet under a given names-
pace [Sha+17]. Application-based trust policies are used to define which keys are
authorized to sign which Data packets. Besides, applications can also implement
access control policies to protect the content of a Data packet, through encryption,
and permit only authorized nodes to decrypt it [Zha+18d; Lee+18].

2.7.3 Key pairs and Certificates

Every data producer needs at least one cryptographic key pair. Producers use pri-
vate keys to sign Data packets, and consumers use public keys to verify them. Each
public key is embedded in a digital certificate. The NDN certificate is a Data packet
signed by an issuer [Afa+16a]. It contains the producer’s public key encoded in X509
format [Zha+17]. The name of an NDN certificate follows a specific naming conven-
tion: /SubjectName/KEY/KeyId/IssuerId/Version, where SubjectName is the prefix
to which the key is bound, i.e., the namespace to which the key can operate under.
Followed by the keyword KEY is the KeyId, which represents the value of the key.
The value can be an 8-byte long random value, SHA-256 digest of the public key,
a timestamp, or a numerical identifier. After that comes the information about the
issuer and the version of the certificate. Every NDN certificate includes a signature
tield that contains the signature of the issuer.
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2.8 NDN Security Requirements

The following section details the security requirements of NDN networks.

2.8.1 Confidentiality

Information confidentiality is essential to any security system. Network entities
should restrict any unauthorized actors from accessing any confidential resources.
NDN opens new challenges for data confidentiality. Data packets are more suscep-
tible to breaches because of in-network caching. NDN nodes need to use encryption
and implement strict access control schemes to ensure data confidentiality and pre-
vent data leakage [Sha+15].

2.8.2 Privacy

Privacy aims to prevent unauthorized actors from accessing private, personal, or
confidential information which could be used to identify and track nodes or indi-
viduals. NDN uses application namespaces instead of IP address to route packets
in the network layer. This feature opens new challenges to privacy and anonymity.
Users’ traffic could easily be monitored and filtered, as showed in Fig. 2.6.

2.8.3 Authentication

The process of verifying the identity of a node is called authentication. In scenarios
where nodes’ identity needs verification, authentication is essential. It represents
any additional information that can identify the authorized nodes, like passwords
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and certificates. NDN mandates Data packet signatures, which implies the authen-
tication of every data packet before consumption.

2.8.4 Integrity

Data integrity prevents authorized and unauthorized nodes from making illegiti-
mate modifications. The NDN architecture mandates the use of cryptographic sig-
natures in every Data packet produced. It enables a native data integrity mecha-
nism in NDN. When the content of a Data packet changes, consumers or network
routers can easily detect it. However, this mechanism cannot provide immunity
from threats. The data producer can suffer key breaches. The content of Data could
also be altered before being signed by the producer.

2.8.5 Non-repudiation

Non-repudiation ensures that an entity cannot deny the production of a packet or
its content. The Data packet’s signature guarantees a non-repudiation mechanism
in NDN. A data producer cannot reject the ownership of a Data packet because it
contains its signature. However, the private key of a producer could be stolen by
a hacker or accidentally leaked because of human error. The certification authority
could also be compromised. Additionally, Interest packets are not signed by default.
All these challenges need to be considered when implementing a non-repudiation
mechanism.

2.8.6 Availability

System availability consists of ensuring operative and uninterrupted access to au-
thorized nodes. Multipath forwarding and in-network caching are two solid assets
that NDN offers to guarantee a high availability level [Yeh+14]. However, NDN
Adversary nodes can launch (D)DoS attacks to affect and disturb the system’s avail-
ability. In NDN networks, routers and producers’ resources are potentials targets to
(D)DoS attacks [Gas+13].

2.9 Summary

In this chapter, we presented an overview of the NDN architecture and its compo-
nents. Following that, we discussed the NDN security requirements. In the next
chapter, we will briefly discuss the availability attacks that target NDN before de-
tailing the Interest Flooding Attack (IFA).
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Chapter 3

Interest Flooding Attack in NDN:
Definition, taxonomy, and related
work

The present chapter focuses on IFA and provides an in-depth study of this attack.
But before diving into IFA, we first present the availability threats that target NDN
networks. Availability in NDN is susceptible to various types of attacks. We classify
the availability attacks into two categories: first, availability attacks against routers,
which groups the different availability attacks that target NDN routers components.
Second, availability attacks against producers. Figure 3.1 illustrates the availability
attacks in NDN.

3.1 Availability Attacks Against Routers

Every NDN router component is a potential target for attackers. This subsection
explains the availability attacks that routers can deal with.

Availability
attacks
Router Producer
v v v
PIT CS FIB

Y

v

v

A 4

Interest flooding

Cache poisoning

Cache pollution

False route
announcements

Y

FIGURE 3.1: Availability attacks in NDN

Interest flooding
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3.1.1 Availability attacks against the Content Store
Cache pollution attack

NDN nodes use the CS to cache the frequently demanded data, i.e., the most popu-
lar content, to reduce time retrieval and network traffic. The cache pollution attack
consists of altering the popularity of stored content. The attacker tries to evict popu-
lar content from caches by continuously requesting non-popular content. Figure 3.2
shows a scenario of cache pollution attack.

Cache poisoning attack

Another CS-based attack is the cache poisoning attack. The main goal of the attack
is to fill the nodes’ caches with invalid data. Attackers try to inject Data packets with
valid names but altered or malicious content. The cache poisoning attack is slightly
difficult to perform. The packet’s signature binds the name of the packet with its
content, so any changes result in an invalid Data packet. Additionally, the attacker
has to control network routers, or perform a man-in-the-middle attack, to inject fake
Data packets. Figure 3.3 presents an example of a cache poisoning attack.

3.1.2 Availability attacks against the FIB
False route announcements

The purpose of this attack is to modify the FIB of a target. The adversary tries to add
new routes or update existing ones by sending announcement packets containing
false routes as shown in Fig. 3.4. The attacker usually uses false route announce-
ments to perform other attacks that target availability like black-holing or privacy

like packet interception.
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3.1.3 Availability attacks against the PIT

The main attack that targets PIT availability is the Interest Flooding Attack (IFA). An
attacker target PIT’s availability by sending a large number of Interest packets, so it
cannot accept legitimate requests. We will discuss IFA in detail in the next section.

3.1.4 Availability attacks against Producers

Producer-based availability attacks are mainly associated with IFA. Attackers could
target one or multiple producers by sending a large number of Interest packets to-
wards them. Malicious nodes can lunch attacks against producers using all types of
Interest packets mentioned in section 3.3. The damage that IFA can inflect on pro-
ducers depends on the nature of Interest packets used during the attack. Depending
on the severity of IFA, producers can suffer resource damages due to memory and
processing overhead.

3.2 Interest Flooding Attack (IFA)

Interest Flooding Attack consists of flooding the network with a massive number
of Interest packets to drown network routers and/or data producers, as shown in
Fig. 3.5. The main goal for attacking routers is to fill their PIT with unnecessary
Interest packets so there will be no remaining entries for incoming legitimate Interest
packets, which results in a denial of service. Additionally, data producers could also
suffer a DoS from IFA. It includes memory exhaustion, service overload, or any other
hardware-related overhead. IFA could be local, launched by one or a small group
of nodes, or distributed, initiated by a large group of nodes often controlled by one

master node.

3.3 Taxonomy of IFA Requests

Attackers could perform IFA using two types of Interest packets. The first type of
Interest packets carries valid data requests, while the second type conveys invalid

data requests.

3.3.1 Valid data requests

The first type of requests that attackers could use to attack a target with IFA is valid
data requests. There are two classes of valid data requests: requesting static data or
requesting dynamic data.

Requesting static data

The first type of valid requests that attackers could use to perform IFA is using In-
terest packets with valid names. Like any other legitimate Interest packet, these
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requests are satisfiable by data producers or network caches. This attacking scenario
consists of sending an enormous number of legitimate Interest packets to choke net-
work routers and data producers. Static data are generally stored in intermediate
caches or repositories, which reduces the traffic heading to producers, i.e., the re-
quest will be satisfied before reaching its producer. However, even that static data
are likely to be found in network caches, the attack can still inflict serious harm to
data producers, especially in its debut, i.e., when data is not stored in caches. Be-
sides, the malicious traffic induced by the attack can cause severe damage to the
network, especially in cases of a large-scale attack.

Requesting dynamic data

Dynamic data represent any content that producers generate on-demand. Unlike
static content, dynamic data changes over time and needs to be created when a re-
quest arrives. It can range from the current record of a sensor in an engine to the
actual stock price values. As their content is time-dependent, dynamic data are usu-
ally not stored in caches. Attackers can take advantage of this aspect to lunch IFA
against producers. Dynamic data requests are likely to be routed to their producers,
which may cause overhead to producers as they use hardware resources to process
and sign the content before sending it back.

3.3.2 Invalid data requests

An invalid data request corresponds to any Interest packet with an invalid name,
i.e., a forged Interest packet. Attackers can lunch IFA using fake Interest packets.
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There are two ways of making non-valid Interest packet names: the first method is to
choose a completely random name for the Interest packet. As their names are fake,
the Interest packets will not reach any producer and affect only network routers.
Nevertheless, this type of forged Interest packet could heavily affect the network,
especially the routers near the source of the attack. The second method of forging
Interest names is to append a random series of characters to a real producer’s prefix.
It will ensure that the forged Interest packet will reach the targeted producer. For
example, if an adversary node wants to target the producer /Prod, the content names
that it may use are similar to /Prod/nonce, where nonce is a random value. This
forged request will affect the producers and all the network routers traversed. IFA
with invalid data requests is more harmful to the network than an IFA with valid
data requests. Routers will not aggregate the received Interest packets and will keep
them in PIT until they time out, which fills up their PIT quickly.

3.4 Local and Distributed Interest Flooding Attack

IFA is considered local when one or a small group of locally connected attackers
perpetuates them. A distributed IFA occurs when the victim suffers massive traffic
originating from a large number of distributed nodes. These groups of nodes, called
botnets, are usually constituted of compromised systems managed by an attacker
through one or multiple botnet controllers, as showed in fig. 3.6. Distributed IFA are
hard to stop and present a significant threat as it floods the target with a large num-
ber of requests, resulting in a devastating attack. Botnet networks could implement

hundreds of thousands to millions of nodes.
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3.5 Other IFA variants

One of the IFA variants is the “Collusive IFA”. In this type of IFA, attackers work along
with a malicious producer. The goal of this attack is that the malicious producer
delays sending back data packets, so pending Interest packets stay longer in routers’
PIT and hence occupying their memory. This type of IFA is harder to detect as the
malicious producer satisfies attackers’ Interest packets.

In another variant of IFA, attackers use a mix of data requests types [Ben+20b]. At-
tacker lunch attacks by sending Interest packets with valid and invalid names. This

type makes it harder for routers to detect them.

3.6 Related Work

IFA was first mentioned in [Jac+09]. The authors of this paper talked about how con-
sumers could overwhelm the network by sending many Interest packets. Following
that, other papers studied deeper the IFA problem [WSV13; Gas+13; Afa+13].

Many IFA related papers are present in the literature. In this section, we categorize
the IFA related research into five categories. First, IFA studies, where are mentioned
the conducted studies about IFA. Second, the stateless solutions category mentions
the solutions that took the stateless architecture approach to deal with IFA. The third
category is the detection-only solutions category. It mentions existing detection-only
IFA mechanisms. And finally, proactive and reactive solutions are grouped in the
proactive solutions and reactive solutions categories, respectively. Figure 3.7 illus-
trates this classification.

3.6.1 IFA Studies

Several papers studied the IFA phenomenon and its impacts on the network. The
authors of [Gas+13] first discussed how the NDN paradigm could help preventing
some actual IP-related attacks. Then the authors discussed the Interest flooding and
cache poisoning attacks before giving some tentative countermeasures. The authors
of [Cho+13] conducted a study on the effects of IFA on the network. The authors
showed through a series of simulation tests the impacts that IFA could have on the
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throughput and the delay. The authors in [VMS13] provided a study about the re-
quirements of an IFA resilient PIT architecture. The authors evaluated three PIT
architecture: the default PIT, a hashed names based PIT, and a Bloom filter-based
PIT. The authors compared these three architectures according to their memory con-
sumption. Similarly, in [SNO13], the authors presented a hash-based design to re-
duce memory occupancy.

In [Com+15], the authors discussed the benefits of using network based and applica-
tion based NACKSs. The paper presented the security requirements for implement-
ing secure NACK packets. It showed how producers could use secure application-
based NACK packets to help to mitigate IFA. Following that, the authors pointed
out the issues that could result from using these NACKSs, before explaining how
attackers could use them to overwhelm the network. Similarly, a study on the ben-
efits of using NACK was conducted in [WZT+17]. The authors argued that NACK
packets help routers from keeping pending Interests in PIT until they time-out. An-
other study about the benefits of network-based NACK packet was presented in
[WGQ19]. The authors suggested to implement them to help mitigating IFA. They
defended their proposal by stating that network-based NACK packets reduce the
number of pending PIT entries before time out.

In [Sig+17], the authors evaluated three existing collaborative solutions against two
variants of IFA: The first uses different name prefixes. The second uses a mix of
valid and invalid Interest names. Similarly, in [ASWS15], the authors compared five
different mitigation techniques according to their satisfaction ratio. In another con-
text, The authors of [KSS19] conducted a comparison study between several machine
learning algorithms for IFA detection: Naive Bayes, J48 decision tree, multilayer per-
ceptron (MLP) with back propagation, and the radial basis function network (RBF).
The results showed that the J48 decision tree gave the most accurate results in de-
tecting IFA.

3.6.2 Stateless solutions

The solutions presented in this category adopted a stateless approach to deal with
IFA, i.e., do not store traffic related information in PIT.

The authors of [Gha+17] proposed a new stateless CCN architecture named stateless
CCN. The solution modifies the Interest and Data packets to incorporate a new field,
called SupportingName, which includes the consumer’s prefix. The proposed archi-
tecture works as follows: when a consumer requests a content, it first advertises its
name. Then it sends an Interest packet with the requested content name along with
its name. When a producer satisfied the request, it appends with the content packet
the consumer’s name. Routers use the consumer’s name to forward back the con-
tent packet. Adopting a stateless forwarding architecture comes with some disad-

vantages. Every consumer need to be identified, which raises prefix announcement
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and management problems. Besides, adopting a stateless architecture reintroduces
some TCP/IP based threats, like reflective and privacy attacks. Additionally, it does
not benefit from the built-in multicast mechanism.

The solution presented in [AR16] uses cryptographic tokens, called route tokens,
to skip the use of PIT. Each Interest and Data packet contains a route token com-
ponent. Routers and producers use them to forward packets. When a consumer
requests data, it sends along with the Interest packet an empty token route. Each
receiving router updates the route token with additional information that are neces-
sary to forward the data backward. Symmetric keys are used to ensure the integrity
and confidentiality of route tokens. Although this solution prevents memory con-
sumption due to PIT overhead, the proposed technique may still consume a lot of
processing resources, especially with large traffic. Attackers can use it as a tool to
inflict high damage to routers, and the damage gets even higher as it gets closer to
the core network.

3.6.3 Detection-only solutions

Some IFA detection-only mechanisms were authored. This subsection provides a
summary of all detection-only solution present in the literature.

In [Ngu+15], the authors presented a solution that uses hypothesis testing theory
to detect IFA. The authors presented two statistical models to detect IFA. The first
model is the Likelihood Ratio Test (LRT), which represents the theoretical optimal sce-
nario where the legitimate traffic is known. The second model is a Generalized LRT,
which represents the case of unknown legitimate traffic. Routers in this solution pe-
riodically record the number of Interest and Data packets associated with each inter-
face and then calculate a packet-loss rate. Routers use the packet-loss rate to model
legitimate traffic and then use it to detect IFA. Regardless of being a detection-only
mechanism, the proposed solution relies only on the number of Interest and Data
packets statistics to detect IFA, which may give some false-positive results. Addi-
tionally, routers in this solution do not cooperate to detect IFA.

Another detection-only technique were presented in [Xin+17]. The proposed solu-
tion aims to detect collusive IFA. The proposed solution analyses the traffic using
a discrete wavelet transform to detect the existence of a collusive IFA traffic. The
proposed solution is not cooperative. Besides, the detection process can be resource-
consuming in some scenarios. Similarly, the mechanism presented in [SS18] aims to
detect collusive IFA. Each router in this solution monitors its PIT usage. When the
router suffers a PIT overflow, it checks the incoming rate of its interfaces. If the rate
of an interface goes above a predefined threshold, the router examines the cache ref-
erence of the requested Data packets. It represents the number of times the Data was
satisfied from the router’s cache. If this number equals zero, the router recognizes

an ongoing attack. The solution relies on the fact that attackers send Interest packets
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with different names. However, attackers can easily avoid being detected. Besides,
the mechanism does not mitigate attackers. Additionally, the proposed solution can

mistakenly penalize legitimate consumers in some scenarios (e.g., live streaming).

3.6.4 Proactive solutions

In this subsection, we present the existing IFA proactive solutions. In [Wan+17], the
authors introduced micro-payments into the network to regulate IFA. The solution
uses virtual money to reward good nodes and penalize malicious nodes. Author-
ity nodes in the network act as banks to conduct any virtual money-related actions.
Initially, every NDN node receives an amount of virtual money. To request a Data
packet, consumers need to add a prepayment to the Interest packet, which includes
a PIT delay and content delivery fees. When a router receives the Interest packet, it
verifies if an entry with the same name exists in PIT. If not, it checks the PIT delay
fee sent in the Interest packet; deducts the necessary amount before forwarding the
Interest upstream. When the Interest packet reaches a destination, the node checks
the content delivery fee. It then subtracts the necessary amount and sends the Data
packet downstream. Every traversed router takes an amount from the content de-
livery fee. The consumer receives the requested Data packet only if the PIT delay
and content delivery fees are sufficient to cross all the nodes. Otherwise, a message
is sent to the consumer to inform him about the insufficiency of paid fees. In this
solution, legitimate traffic is limited by the micro-payment system. Also, legitimate
consumers can be penalized in some scenarios like unsatisfied requests or unavail-
able producers. Besides, deploying and maintaining such a system is extremely hard
in large networks. Also, the system relies on central nodes to act as banks, which
makes it vulnerable.

Another payment solution was proposed in [ZL19]. It relies on the autoregressive
integrated (ARI) and the Hidden Markov Models (HMM). In this solution, edge
routers act as banks and distribute virtual money to consumers. When a router
receives an Interest packet from an interface, the price that the router charges to
forward the incoming interest depends on the number of pending Interests associ-
ated with this interface. The router uses the satisfaction ratio as a parameter for the
Hidden Markov Model to predict the consumer’s state, legal or bad. However, the
charge/reward mechanism can penalize legitimate traffic. Also, relying only on the

satisfaction ratio to predict the consumer’s state may lead to false detection.

The authors of [LB14] presented “Interest Cash”, a solution that aims to countermea-
sure the signing overhead resulting from IFA requesting dynamic content. This solu-
tion employs a proof-of-work mechanism. The consumer needs to answer a puzzle
sent from a producer before it can get the data. When a consumer expresses the
need for specific data, it sends an Interest packet to the producer asking for a puzzle.
When it receives the request, the producer sends back a meta-puzzle. The consumer
computes an 1 bits long hash that starts with k bits of 0 with the name n, a timestamp
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t, and a random string x that the producer sent. After that, the consumer resends the
interest packet with the computed value. If it is correct, the producer sends back the
data packet. However, this solution does not prevent IFA. Attackers can still per-
form IFA with interest packets. Similarly, the solution in [TTM20] relies on tokens to
prevent IFA. In this solution, consumers need to resolve computational puzzles sent
by a proxy to get communication tokens. Edge routers maintain a table containing
the information related to the computation puzzles and tokens that it receives from
the proxy. When a consumer sends an Interest packet, the edge router verifies if the
token exists in the list. If it does, it forwards it and updates the count number of this
token. Otherwise, it discards the Interest packet. This solution also employs a Bloom
filter-based mitigation technique to counter malicious traffic. Core routers monitor
the loss rate of each interface. When it reaches a threshold, the router suspects ma-
licious traffic and starts using a Bloom filter instead of the PIT to store incoming
Interests from this interface. However, this solution does not stop attackers.

The authors of [Liu+18b] proposed "BLAM”, a lightweight Bloom filter-based mit-
igation technique for IoT devices. In this proactive solution, each IoT node uses a
Bloom filter array during the forwarding process. When an Interest packet arrives,
and after performing a CS check, the node matches the name of the Interest packet
with the Bloom filter array. If an entry exists, the node continues the forwarding
process. Otherwise, the node considers the received Interest packet as malicious and
discards it. The Bloom filter array is maintained by data producers. Nodes receive
Bloom filter array updates within NACK packets. Since each node needs to know
every Data packet that producers offer, the proposed solution cannot be deployed
on large networks. Additionally, the proposed technique does not stop attackers.

3.6.5 Reactive solutions

Several IFA reactive detection and mitigation solutions have been proposed. Re-
active solutions in this subsection are classified into router-based and producer-
based solutions. Router-based solutions are further grouped into centralized and
distributed solutions as showed in 3.8.
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Centralized router-based solutions

Several centralized router-based IFA mitigation solutions were authored. The solu-
tion presented in [SWS15] is a centralized mitigation technique. It relies on a Domain
Controller (DC) and a group of selected routers named Monitoring Routers (MR) to
detect IFA. The MRs constantly monitor the traffic and calculate the PIT usage and
the expired interests associated with each interface. When the calculated metrics
exceed a certain threshold, the MR checks the name prefixes associated with the ex-
pired interests. After that, it calculates the expiration rate of every infected name
prefix associated with each interface before sending the collected information to DC.
The DC will then decide the infected name prefixes and inform the MRs. After the
reception of a message, an MR drops packets with a certain probability. However,
the metrics used can lead to false detection in some situations like high legitimate
traffic or unavailable producer. Also, the legitimate requests going to infected pre-
fixes can be affected. The authors proposed an enhanced version of this solution in
[SS16]. This version aims to detect a collusive IFA. Compared to the previous solu-
tion, this one relies only on PIT usage to identify IFA, as expired Interests cannot be
considered in a scenario with a malicious producer. However, relying only on the

PIT usage may lead to false-positive situations affecting legitimate requests.

Another controller-based mechanism was proposed in [Yin+19]. In this solution,
each router of a domain collects and sends to the domain controller the number of
interest, data, and NACK packets. The controller calculates the satisfaction ratio as-
sociated with each router. If the satisfaction ratio and the number of NACK packets
exceed their respective thresholds, the controller considers that this router is un-
der attack. The controller sends back to the routers the malicious prefixes. When a
router receives an interest packet with a malicious prefix, it blocks the interface. The
domain controller maintains three data structures. First, the Node Info Table (NIT),
where the controller keeps the information about routers, like the router’s name and
id. Second, the Affected Data Table (ADT), used to store information about affected
routers. Last, the Attack Info Table (AIT), which is used to store detailed informa-
tion about attacks, including the time, the malicious prefixes, and the list of affected
routers. However, The controller in this solution is a SPOF, which makes it a poten-
tial target for attackers.

An additional centralized solution was proposed in [Che+19b]. In this solution, edge
routers monitor the rate of incoming and timed-out Interest packets of each inter-
face. When these two metrics exceed their respective thresholds, the router sends
the collected information to the controller within an Interest packet. When the con-
troller receives the Interest packet, it replies with a Data packet. After that, it starts
requesting traffic-related information from this edge router by sending specific In-
terest packets. Using the received information, the controller analyses the paths that
Interest packets will take and checks whether the links will reach their capacity. If
one or more links are likely to reach their capacity, the controller determines that an
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IFA is happening. The controller looks for the source of these Interests and notifies
edge routers about the malicious interfaces. When the edge router receives this in-
terest, it blocks the specified interfaces. The controller needs to have a global view of
the network. Besides, the proposed solution may consider high traffic rates as ma-
licious, thus block legitimate consumers. Also, the traffic reports that edge routers
send to the controller can burden the network. Additionally, the central controller is
a SPOF.

The solution presented in [AA20] relies on a domain controller, which manages the
detection and mitigation policies, and a content provider. The authors identify three
router types: The content provider router (CPR), which connects with the content
provider. The entering/departing routers (En/DeR), which represent the routers
placed at the extremity of the AS. And the intermediate routers (InR). When the con-
tent provider router receives an Interest packet, it checks the CS. If the content does
not exist, it verifies the name of the Interest against the FIB and the Quotient-based
Cuckoo filter (QCF), which represents an updated list of fake Interest names. If the
name exists in the QCF and no entry is found in FIB, the CPR considers this Interest
packet as malicious and sends a warning message to the controller with the name
of this Interest packet. The controller then updates the QCF before informing the
routers placed at the extremity of the AS. Each router monitors PIT expiration and
occupancy ratios. When these two metrics exceed their respective thresholds, the
router deletes fake Interests from PIT and sends back a warning message containing
the fake prefix to downstream routers. When an edge router receives the warning
message, it applies a restriction on the originating interface. However, the QCF table
used by this solution could be used by attackers. Also, the content provider router
needs to process all Interest packets of the AS.

Distributed router-based solutions

The majority of IFA solutions that exist in the literature are distributed router-based
solutions. The authors of [Afa+13] proposed three solutions based on a token bucket
approach. The first method consists of distributing the tokens equally among all in-
terfaces. The second technique, called "Token bucket with satisfaction-based interest
acceptance” consists of distributing the tokens according to interfaces” interest ac-
ceptance, i.e., the ratio of satisfied interest packets. The third token bucket-based
technique proposed is named “token bucket with satisfaction-based push-back”. In this
solution, the interest limit value also depends on the interface’s satisfaction ratio.
When the router calculates the limit values, it announces the calculated limit to their
downstream neighbor routers. The receiving routers will then adapt their sending
rates according to the received value.

The solution in [Com+13] is called “Poseidon”, which proposed two metrics to detect
IFA: satisfaction ratio and PIT usage. The router calculates these metrics per interface
and compares them with predefined thresholds. When the calculated values of an
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interface exceed their thresholds, the router suspects malicious traffic. After that,
it limits the incoming traffic and updates the thresholds according to a predefined
scaling factor. If the scaling factor equals two, the newly calculated threshold value
will equal half of its old value, which will penalize the incoming traffic from this
interface. After that, the router sends an alert message to the router connected with
this interface to inform it about the new reduced rate. Nevertheless, interface-based
rate-limiting used can also impact legitimate consumers.

The authors of [Dai+13] proposed a solution that takes advantage of NDN’s sym-
metric routing to trace back the originator of spoofed Interest packets, i.e., the Data
packet takes the reverse path of the Interest. A Router monitors the size of its PIT to
detect IFA. When the size exceeds a certain threshold, it triggers the trace-back pro-
cess by generating a spoofed Data packet and sending it back to the originator of the
spoofed Interest packet. The spoofed Data packet contains the name of the forged
Interest, a spoofed content, and a special bit to indicate that this data is a spoofed
Data packet. When an edge router receives a spoofed Data packet, it limits the rate
of this interface by dropping incoming interest packets. However, Attackers can use
the spoofed Data packets to overwhelm the network.

The authors of [Wan+13] proposed a solution called “Disabling PIT Exhaustion(DPE)”.
This solution decouples the malicious from legitimate traffic to prevent PIT exhaus-
tion. Routers monitor the number of timed-out Interest packets under each prefix
to detect IFA. When this number reaches a threshold, the router considers the pre-
fix under attack and stores this prefix in a list called m-list along with a decay time.
When the router receives an Interest packet, it checks if its prefix already exists in
the m-list. If an entry is found, the router adds the name of the source interface, i.e.,
the interface from where the interest packet came, to the name of the interest packet
within a component called Interface list. After that, the router forwards the Interest
packet without storing it in PIT. This solution limits the effects of an IFA but does
not stop it. Also, it affects legitimate requests. Furthermore, attackers can use forged
names to fill the m-list therefore, targeting the router’s resources and making the
solution inefficient.

The solution presented in [Wan+14a] relies on fuzzy logic to detect IFA. Every router
on the network monitors the PIT occupancy and expiration rates. The first param-
eter represents the number of pending Interests to the maximum PIT capacity. The
PIT expiration rate represents the number of timed-out Interests to the total num-
ber of pending PIT entries. The router calculates these values in real-time and takes
them as entries for the detection algorithm. If the output identifies an IFA, the router
sends an alert message to other routers. When a router receives an alert message,
it checks for the malicious prefix, i.e., the prefix that has the highest number of
pending and/or timed-out Interest packets and sends it back to the sourcing in-
terfaces. After that, the router sends a pushback message containing the malicious
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prefix to the sourcing interfaces. When an edge router receives the pushback mes-
sage, it limits the traffic going to the malicious prefix. The detection mechanism is
resource-consuming. Besides, namespace-based rate-limiting can also affect legiti-
mate requests and may lead to false-positive detection in some scenarios.

The author of [Wan+14b] proposed a technique called “Threshold-based Detection and
Mitigation (TDM)”. This solution monitors timed-out Interest packets to detect IFA.
It expands the FIB to include four additional fields: a counter for Interest packets Ci,
another counter Fs to detect if an attack is still happening, a mode indicator M that
has two values (ordinary or malicious), and a Capacity that a router uses when it ap-
plies rate-limiting. When an Interest packet times out before a Data packet returns,
the router changes the mode value of this prefix in FIB to malicious and increments
the counter Ci. If its value goes above a predefined threshold, the router sets the
value of Fs to zero, enables the Capacity field associated with this prefix, and applies
rate limiting. The rate-limiting used in this solution is associated with FIB entries,
which affects all the traffic of this entry. Additionally, namespace rate-limiting can
affect legitimate requests to this namespace.

The authors in [KGZ15] proposed a solution to mitigate IFA and cache poisoning
using Radial Basis Function (RBF) neural networks. It uses a set of statistics as inputs,
such as the number of received Interest and Data packets and the number of satis-
fied and timed-out Interests. When the detector module of a router detects malicious
traffic, the router sends an alert message to all interfaces that sourced the malicious
traffic. The alert message contains the new reduced rate, which is related to the un-
satisfied rate of each interface. Additionally, the alert message comprises the gener-
ation timestamp and the reduction period. When a router receives an alert message,
it reduces the traffic rate of the interface according to the obtained value and the
unsatisfied rate of each interface. The neural network detection process used by this
solution can consume a lot of the router’s resources. Furthermore, rate-limiting can

affect legitimate consumers.

Another machine learning-based detection mechanism was proposed in [Zhi+19].
This solution relies on the Support Vector Machine (SVM) to detect IFA and the Jensen-
Shannon divergence to detect the malicious prefix. A router constantly collects the
entropy of Interest names, the satisfaction ratio, and the PIT usage of interfaces be-
fore using them as entries for the SVM classifier. If the detector classifies it as an
anomaly, the router declares that an IFA is happening. Following that, the router
calculates the Jensen-Shannon divergence value between two sets of Interest pre-
fixes to extract the malicious prefixes. After that, the router informs downstream
routers about the malicious prefixes. The recipient routers stop forwarding Interest
packets with these prefixes. This solution also affects legitimate Interest packets go-
ing to blocked prefixes. Additionally, the detection process may consume a lot of

resources.
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The solution presented in [Vas+15] relies on expired Interest packet statistics to de-
tect IFA. Edge routers monitor the number of expired PIT entries of each interface.
It classifies the interfaces into three categories: normal, suspicious, or malicious. If
an edge router classifies an interface as suspicious, it reduces its traffic. On the other
hand, if the interface’s behavior is malicious, the edge router blocks it and sends a
notification message to other routers to inform them about the blocked consumer.
Identifying NDN consumers is not an easy task which makes this solution hard to
apply.

The authors of [Din+16] presented a solution based on the vector space model and
Markov chains. The solution uses the PIT occupancy ratio, expired PIT entries, and
the number of Interest packets as metrics for detection. When the PIT size reaches
an alarming level, the router calculates a state for each received Interest packet us-
ing these three parameters and a value a. Three Interest states are used: normal,
unknown, and risk. When a router receives an Interest packet from another router,
it first checks its state. If the previous (i.e., received from the upstream router) and
the actual (i.e., calculated by the router) are both equal to risk, the router discards
the Interest packet. Otherwise, the router attaches to the Interest packet its state info
and an ID that identifies the edge router that sourced the Interest packet. To pre-
vent legitimate requests from being discarded, the proposed solution stores a copy
of non-satisfied Interests in a specific cache, so if the Interest packet with the same
name arrives, the router considers the request as legitimate and forwards it. How-
ever, attackers can use this propriety to target routers. Additionally, The process of
Interest packet state checking consumes the router’s resources.

The solution presented in [Xin+16] uses cumulative and relative entropy to detect
and mitigate IFA. In this solution, routers monitor the name of incoming Interest
packets for every interface and compute its cumulative entropy. When this latter
exceeds an upper bound, the router confirms that an attack is undergoing. After-
ward, routers use a relative entropy algorithm to detect malicious prefixes. Routers
also trigger a pushback mechanism that sends a spoofed Data packet to the origina-
tors of the malicious requests. When an edge router receives a spoofed Data packet,
it applies rate limiting on the source interfaces. Besides the resource exhaustion of
the detection process, legitimate interfaces can be penalized by rate-limiting in some
scenarios. Another drawback is that attackers can use the spoofed Data packets as a
tool to drown the network.

Similarly, the authors of [Hou+19] proposed a statistical solution that uses the Thiel
index to detect IFA. The proposed technique relies on the fact that when IFA is un-
dergoing, the occurrence of forged names increases, which decreases the Thiel en-
tropy. Routers monitor the Thiel entropy value to detect if there is an attack. Every
router records the names of incoming Interest packets and calculates their entropy
to decide whether IFA is happening. As mitigation action, the proposed technique
adopts the pushback mechanism. When the edge router receives the forged Data
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packet, it blocks the interface. The proposed solution can mistakenly consider le-
gitimate traffic as malicious as it relies only on the statistical distribution of Interest
names. Furthermore, storing Interest names may consume resources, especially in

the case of a massive attack.

Another statistical solution was proposed in [ZLL18]. It uses Gini impurity to de-
tect IFA. A router monitors the name of received interest packets and calculates their
probability. Then, it uses Gini impurity to measure the dispersity of the set and
compares it with a threshold. When the metric exceeds a known normal range, the
router affirms that an IFA is happening. After that, the router uses Gini impurity to
compare the actual set with a previously recorded set to detect the malicious prefix.
Once the malicious prefix is detected, the router applies rate-limiting on the pre-
fix and sends a notification message containing the malicious prefix to downstream

nodes. The proposed solution may lead to false-positive detection.

The solution presented in [NWN18], called "FROG”, is a hop count-based IFA detec-
tion technique. It aims to detect and mitigate IFA with existing data. Edge routers
store the hop count of each received Data packet associated with every interface.
Routers calculate the mean and variance of the recorded set of each interface. When
the mean and variance are respectively higher and smaller than the normal, the
router affirms that the consumer connected to this interface is malicious. The authors
rely on the fact that malicious traffic is satisfied by producers and not intermediate
caches, which makes the mean higher and the variance lower than the normal traf-
fic. As mitigation action, the router blocks the malicious interface. This solution may
mistakenly block legitimate users in scenarios where the legitimate requests need to
be satisfied by the producer. Besides being a non-cooperative solution, the proposed
solution is unable to detect attacks against routers.

The authors of [Ben+19a] presented a solution named “ChoKIFA (Choose to Kill IFA)”.
It relies on Active Queue Management (AQM) to decouple malicious from legitimate
traffic. For each received Interest packet, the router first checks the size of its PIT. If
the size is above the minimum threshold, but below the maximum thresholds, the
router performs the following actions. First, it randomly picks a pending Interest
and matches its name prefix with the received Interest. Second, it compares their
source interfaces. Third, the router checks if the satisfaction ratio of the interface that
sourced the incoming Interest packet is under a predefined threshold. If all three
conditions are met, the router drops both Interest packets. Otherwise, it applies
a dropping probability on the Interest to decide whether it forwards or drops the
incoming interest. On the other hand, when the size of the PIT exceeds the maximum
threshold, the router drops all incoming Interest packets. The proposed solution
is a traffic control mechanism, which does not stop IFA. In addition, attackers can
timely orchestrate attacks to fill the target’s PIT so the router will start dropping
incoming Interest packets. An enhanced version of this technique was proposed in
[Ben+20a]. In this version, the mitigation process does stop attackers. When an edge
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router receives an Interest packet, it checks the PIT size and the satisfaction ratio.
If both metrics exceeded their maximum thresholds, the router blocks the interface.
However, legitimate traffic is still penalized by the mechanism and it increases as it
gets close to the core network.

Similarly, the authors of [ZLW20] proposed a reputation-based early detection mech-
anism to counter collusive IFA. A router monitors the PIT usage of every interface.
Each interface has a minimum and a maximum threshold that the router uses when
dropping Interest packets. If the PIT usage is under the minimum threshold, the
router forwards all Interest packets. If it is above the minimum and below the maxi-
mum threshold, the router drops incoming Interest packets with a probability. Oth-
erwise, it discards every incoming Interest packet from this interface. The router de-
fines the minimum and maximum thresholds according to the interface’s reputation
value, which is calculated from the satisfaction ratio and the average RTT of the in-
terface. This solution takes into consideration that attackers estimate the maximum
RTT when the producer sends back Data packets. It ensures that the malicious Inter-
est packets will stay longer in routers’ PIT. The proposed solution is a traffic control
mechanism, which does not stop attackers. Finally, the metrics used to calculate the
interface reputation value are not reliable to give precise results, which may lead to

dropping a large portion of legitimate Interest packets, especially in core routers.

In [PPB1Y], the authors presented a share-based mechanism. It introduces a new
structure called Operation Trace Table (OPT). The router uses this table to record the
traffic statistics associated with each interface. Each entry has seven components:
source interface, number of Interest and Data packets, number of expired and NACK
packets, and the share of this interface. The latter represents the number of allowed
Interest packets. The router calculates, for each interface, the related unsatisfaction
ratio. It represents the number of expired and NACK packets to the total number
of received Interest packets within an observation window. After that, the router
compares it with the average unsatisfaction ratio. If it surpasses this value, the router
reduces the difference from the interface’s share and distributes it equally among all
interfaces. If the router receives an Interest packet from an interface that reached
its allowed share, it forwards the Interest to another outgoing interface to discover
unknown paths. The proposed solution does not mitigate attackers. In addition to
that, sending Interest packets to other paths may overwhelm upstream links and
routers. Attackers can take advantage of this feature to inflict additional damage on
the network.

The authors presented “iForest” [Che+19a]. An isolation forest-based IFA mitigation
technique. Routers record for each name prefix, four metrics, the number of Interest
and Data packets, the number of PIT entries, and the number of timed-out Interest
packets. After that, routers randomly select some prefixes from the recorded list.
Following that, the routers randomly pick a metric and selects a value from the min-

imum and maximum values of all items. Then, the routers construct a search binary
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tree, which the authors named iTree, based on the selected value. The router con-
structs other iTrees to form an iForest. The routers determine the average traverse
path of prefixes to calculate an abnormal score for each prefix. If the abnormal score
of a prefix exceeds a predefined threshold, the router considers it as malicious. As
mitigation action, the router sends a notification message with the malicious prefix
to downstream routers. When a router receives a notification message, it limits the
traffic of the malicious prefix. The namespace-based rate-limiting that this solution
adopts also penalizes legitimate Interest packets. Besides, the detection process can
consume a lot of resources, especially for core routers. Additionally, this technique

can take a long time before it detects an attack.

The authors in [Tan+13] presented a two-phase detection mechanism. During the
first phase, called the rough detection phase, routers calculate the satisfaction ratio
associated with each interface. When the rate exceeds its threshold, the router starts
the accurate identification phase. During this phase, the router counts the number of
expired Interests under each prefix. If the number exceeds a predefined threshold,
the router considers the prefix as malicious and starts blocking incoming Interest
packets going to this prefix. Likewise, the authors of [Shi+16] presented IFBN, an
Interest flow balancing method that focuses on the number of requests. A Router
calculates a reputation value for each one of its interfaces. This value depends on
its satisfaction ratio. If an interface has a low reputation value, the router checks the
number of PIT entries associated with this interface. If the number of pending In-
terests is high, the router concludes that this interface is sending malicious requests
and stops recording incoming Interest packets in PIT. These two solutions do not
prevent attackers from sending malicious Interest packets. Additionally, they may
lead to blocking legitimate Interest packets as they rely only on the satisfaction ratio.

Producer-based solutions

There are some producer-based reactive solutions in the literature. The solution pro-
posed in [Zha+19] is named “Fine-grained Interest Traffic Throttling (FITT)”. It relies
on producers’ messages to initiate IFA mitigation. When a producer needs to release
its resource that suffers overhead due to high demand or malicious traffic, it sends
a specific NACK packet to the gateway router. The generated NACK carries four
different parameters. The first parameter is RSN, or the reason, which represents
the nature of the traffic, fake or valid. Second, the PREF parameter, which contains
the affected prefix. Third, capacity C expresses the traffic rate that the producer can
support under the prefix PREF. The fourth and last parameter is FakeList. It incorpo-
rates all the fake names received under the affected prefix. When a router receives
the NACK, it first checks the RSN parameter. If it equals fake, the router matches the
pending Interests with the received FakeList and inspects the source interface. After
that, and for each source interface, the router generates a new NACK containing a
new FakeList, i.e., fake Interest names received from this particular interface, along
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with RSN and PREF. If the value of parameter RSN equals valid, the receiving router
will distribute equally the capacity C between the source interfaces. Following that,
the router informs the downstream node about the new capacity C. If an edge router
receives a NACK with RSN equal to fake, it blocks the source interfaces for some
time. However, the fake Interest names list can be huge, especially in a large dis-
tributed attack. Additionally, the proposed technique relies on producers’ feedback
to initiate the mitigation process, which leaves routers vulnerable to attacks.

A new version of [Wan+13], named “lightweight m-list table based attack detecting
mechanism (mMTBAD)” was proposed in [Liu+18a]. Similar to the previous solution,
routers use the m-list and packet marking during the forwarding process. How-
ever, this solution introduced a new producer-based monitor to reduce the detection
delay. When a producer receives a malicious interest packet, it responds with an
m-NACK to inform the downstream routers about the malicious request. When a
router receives the m-NACK packet, it checks the m-list whether a similar entry ex-
ists or not. Although it reduces the detection delays, this solution still does not stop
attackers. Additionally, producers may consider some legitimate requests as mali-

cious.

The authors in [Don+20] proposed “InterestFence”. In this solution, data producers
generate content names using a hash function before signing and publishing them to
the network. When a data producer detects an abnormal number of forged Interest
packets, it sends an alarm message to downstream routers. The alarm message is
a NACK that contains the prefix under attack and cryptographic information that
routers use to verify incoming Interest packets. Each router in the system maintains
a list called m-list”, where it stores the affected prefixes, associated hash information,
and a TTL. When the router receives an Interest packet, it first checks if the prefix is
under attack in the m-list. If it exists, the router performs a hash verification with
the information received from the producer. If there is a match, the router forwards
the Interest packet. Otherwise, the router considers the Interest packet as forged and
drops it. This solution does not stop attackers. Also, routers need to process every
received Interest packet, which may consume resources due to the name verification
process, especially in large attacks. Besides, the m-list can occupy a lot of memory in
case of a massive attack with a large number of prefixes. Additionally, routers need
to process application-based NACK packets.

The solution presented in [Wu+20] intends to mitigate collusive IFA. The proposed
solution analyses the network traffic inside fixed time windows. Routers monitor
the throughput and PIT usage during each time window to detect malicious traffic.
When these two metric goes above their thresholds, the router judges the traffic
abnormal. As mitigation action, the router starts to delete PIT entries that existed
for the longest time. However, this solution may delete legitimate requests. Also, it
may lead to false-positive detection in some scenarios.



3.7. CDA Workflow: Collect-Detect-Act 35

Collect

FIGURE 3.9: CDA workflow

3.7 CDA Workflow: Collect-Detect-Act

In this section, we present and explain CDA. CDA is a workflow that every IFA
detection and mitigation solution follows. CDA consists of three elemnts: “"Collect”,
"Detect” and ”Act” as illustrated in Fig.3.9.

3.7.1 Collect

The first activity of the CDA workflow is Collect. During this activity, solutions col-
lect a set of traffic related information. The nature of this information varies from one
solution to another. There are two types of collection metrics, router-based metrics
and producer-based metrics. Some solutions collect only router-based information
like [Afa+13], [SWS15], and [Ben+19b], while others collect producer-based infor-
mation like [Zha+19] and [Liu+18a]. On the other hand, solutions may collect both
router-based and producer-based information like [Ben+20b]. Table 3.1 presents the
detection parameters used by existing solutions and table 3.2 summarizes all the
metrics that existing solutions gather during the Collect activity.

Router-based collection metrics

1. The traffic rate: The first router-based metric used in the collection phase is the
incoming traffic rate. It represents the rate of incoming Interest packets of each
interface. When the sending rate of an interface reaches a certain predefined
threshold, the router suspects the source interface. The interface traffic rate is
usually used with other metrics.

2. The satisfaction ratio: The second metric that routers collect to detect even-
tual IFA is the satisfaction ratio. It corresponds to the number of received Data
packets to the number of requested Interest packets in a given period. The
router monitors the traffic of each interface and periodically calculates its sat-
isfaction ratio.

#of Data Packets Received,;
# of Interest Packets Issued,;

Satisfaction Ratio; = (3.1)
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3. PIT usage: Another traffic metric that routers collect is PIT usage. This metric
represents the occupancy ratio of each interface in the PIT, i.e., the number
of pending Interest packets generated by an interface to the total number of
PIT entries. Routers monitor their PIT to check the occupancy ratio of each
interface.

4. Number of packets: Routers may count the number of a variety of pack-
ets during IFA detection, including the number of received Interest and Data
packets, the number of timed-out pending Interest packets, and the number of
NACK packets.

5. Interest prefixes This metric represents the name prefixes of requested data.
Routers could store statistics about the name prefixes of received Interest pack-

ets to detect attacks.

Producer-based collection metrics

The producers may collect a variety of metrics that could help in detecting IFA. It in-
cludes PIT-related metrics and the incoming traffic rate. Moreover, producers collect
hardware and service-related metrics like processing overhead, memory consump-

tion, and service overload.

3.7.2 Detect

The second activity of the CDA workflow is Detect, in which solutions process the
collected information to detect anomalies and ongoing attacks. There are two main
IFA detection architecture designs, centralized, like [SS16] and [Che+19b], and dis-
tributed, like [Com+13] and [Dai+13]. Figure 3.10 shows the different detection ap-
proaches that IFA solutions may adopt. The detection parameters used by existing
solutions are summarized in 3.3.
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TABLE 3.1: Collection parameters used by existing solutions
Ref Ro.u t?r Proc.lut‘:er Statistics Router classes Modified PIT Modified FIB  New structure Central
statistics  statistics storage node
[Afat13]  Yes No No 01 Flags No No No
nqueue, Fwd
[Com+13]  Yes No No 01 No No No No
[Dai+13] Yes No No 01 No No No No
[Want13]  Yes No Yes 01 No No Affected No
prefixes list
[Liu+18a] Yes Yes Yes 01 No No ?jé?f;:jlis ¢ No
[Wan+14a] Yes No Yes 01 No No No No
[Wan+14b]  Yes No Yes 01 No Yes No No
[KGZ15] Yes No No 01 No No No No
[Zhi+19] Yes No Yes 01 No No No No
[Vas+15] Yes No No 01 No No No No
[SWS15] * Monitoring
[SS16] Yes No Yes e Normal No No No Yes
[Yin+19] Yes No Yes 01 No No ADT and AIT Yes
[Ngu+15] Yes No Yes 01 No No No No
[Xin+17] Yes No No 01 No No No No
[SS18] Yes No Yes 01 No No No No
[Din+16]  Yes No Yes 01 No No Eft‘sra‘:;ilijche No
[Xin+16] Yes No Yes 01 No No No No
[Hou+19]  Yes No Yes 01 No No No No
[ZLL18] Yes No Yes 01 No No No No
[NWN18]  Yes No Yes 01 No No No No
[[BBirr‘lilz%aa]] Yes No No 01 No No No No
[ZLW20] Yes No No 01 No No No No
[Zha+19] Yes Yes Yes 01 No No No No
[PPB19]  Yes No Yes 01 No No Operation No
[Che+19b]  Yes No Yes * Monitoring No No No Yes
e Normal
[Che+19a]  Yes No Yes 01 No No No No
[Ben+19b]  Yes No No 01 No No No No
[Don+20] No Yes Yes 01 No No }?rfé?icieeglis ¢ No
[Tan+13] Yes No No 01 No No No No
[Shi+16] Yes No No 01 No No No No
[Ben+20b]  Yes Yes No 01 No No No No
[AA20]  Yes No Yes 01 No No 83:&?;‘;&2“ Yes
[Wu+20] Yes No No 01 No No No No
[TTM20] Yes No No 01 No No Bloom filter No
[Wan+17] No No No 01 No No No No
[ZL19] Yes No No 01 No No No No
[Liut18b]  No No No 01 No No Bloom filter

array
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TABLE 3.2: Collected metrics by existing solutions

Producer-based

Router-based metrics .
metrics

Ref

Satisfaction PIT usage Traffic rate Timed-out Numberof Numberof Numberof Interest
ratio 8 interests data packets interests NACK prefixes

[Afa+13]

v

[Com+13]

v v

[Dait13]

[Wan+13]

v

[Liu+18a]

Malicious
interests

[Wan+14a]

[Wan+14b]

[KGZ15]

NSNS

[Zhi+19]

[Vas+15]

[SWS15]

[SS16]

Yin+19]

[Ngu+15]

Xin+17]

[SS18]

[Din+16]

[Xin+16]

[Hou+19]

[ZLL18]

ANANEN

[NWN18]

[Ben+19a],
[Ben+20a]

[ZLW20]

[Zha+19]

Resource
exhaustion

[PPB19]

Unsatisfaction
ratio

[Che+19Db]

[Che+19a]

[Ben+19b]

[Don+20]

Number of
forged interests

[Tan+13]

[Shi+16]

[Ben+20b]

Resource
exhaustion

[AAZ0]

[Wu+20]

[TTM20]

[Wan+17]

[ZL19]

[Liu+18b]
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Centralized detection

The centralized detection architecture relies on a central node to detect IFA. The
central node periodically receives traffic-related information from routers to analyze
and decide whether an IFA is happening or not. The centralized detection is fur-
ther categorized into cluster-based detection, selective nodes detection, and global

detection.

1. Cluster-based: The first centralized detection topology is cluster-based cen-
tralized detection. The central node groups the network routers into different
clusters. The cluster will then collect its traffic information before sending it to
the central node. After that, the central node analyzes the received information
to detect attacks. When an IFA is detected, it sends back to the clusters the nec-
essary actions to mitigate the attack. Figure 3.11 illustrates the cluster-based
centralized detection.

2. Selective nodes: The second centralized-based detection topology relies on
selective nodes. The central node selects a group of routers from the network.
The selection criteria are essential to ensure a global view of the network. That
is why the central node needs to select the most relevant routers to cover the
maximum of the network’s traffic. The chosen routers are responsible for send-
ing the information that the central node needs to evaluate whether the traffic
is malicious or not, as illustrated in Fig. 3.12. After that, the central node sends
back to the selected routers the proper actions to take.

3. Global: The third and last centralized-based detection topology is the global
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topology. Every router in the network is part of the system. That is, every net-
work router collects and sends the information of the traffic passing through it
to the central node as shown in Fig. 3.13. Similar to other centralized detection
topologies, the central node analyzes the information that it receives from the
network routers before deciding the proper actions to take.

Distributed detection

The distributed detection is divided into autonomous detection and cooperative de-
tection.

1. Autonomous detection: The first distributed detection approach is autonomous
detection. It means that network routers and data producers collect and detect
IFA locally. In this approach, the network nodes do not share traffic or attack
information.

2. Cooperative detection The second distributed detection approach that net-
work nodes can adopt is cooperative detection. Network nodes share traffic-
related information and take collective actions to mitigate IFA. Cooperative
detection is further classified into partial cooperation and full cooperation.

* Partial cooperation: In a partial cooperation design, network nodes collab-
orate only on the mitigation action. Each node analyzes its local traffic to
detect IFA and then takes the proper action to mitigate it. After that, the
node informs its neighbors about its action to cooperates in blocking the
attack and stopping its growth.
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e Full cooperation: In full cooperation distributed detection, the nodes fully
cooperate to detect and mitigate an IFA, i.e., the nodes share information
and jointly decide on the actions to take.

3.7.3 Act

The last activity of the CDA workflow is "Act". After collecting the traffic-related
information and detecting the existence of an IFA, solutions act by taking mitigation
actions to stop the attack. Table 3.4 summarizes the mitigation parameters used by

existing solutions.

Router-based mitigation actions

1. Rate-limiting The first mitigation action that routers usually take after detect-
ing an IFA is rate-limiting. It consists of reducing the amount of traffic allowed
from a given interface. When a router detects malicious traffic, it first checks
the source interface of this traffic. Following that, the router reduces the in-

coming traffic from this interface.

2. Block The second router-based mitigation action consists of blocking the traf-
fic of an interface. Network routers, when necessary, can block their interfaces
for a period. The blocking action is usually considered a second-level reaction.
When rate-limiting does not suffice to throttle an attack, the router consid-
ers blocking the interface for a period. Interface blocking is particularly used
by edge routers, i.e., the routers that connect consumers to the network. The
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TABLE 3.3: Detection parameters used by existing solutions
Detection Centralized Distributed Congestion . Specific  Modified Number of Consumer
Ref actors detection detection Al-based aware Check interval IFA type packets packets thresholds  classes

[Afa+13] Allrouters No Autonomous No No 1sec Non existent No No 01 -
[Com+13] All routers No Autonomous No No 60ms Non existent No No 02 -

[Dai+13] Allrouters No Autonomous No No - Non existent No No 01 -
[Wan+13] Allrouters No Autonomous No No - Non existent No No 01 -

. All routers . .
[Liu+18a] Producers No Cooperative  No No - Non existent No No 01 -
. . . Normal
[Wan+14a] All routers No Cooperative  Fuzzy logic No real-time - No No 02 ..
Malicious
[Wan+14b] All routers No Autonomous No No - Non existent No No 02 -
[KGZ15] Allrouters No Autonomous RBF NN No - All types No No 02 -
[Zhi+19] Allrouters No Autonomous SVM No time period Non existent No No - -
Legitimate
[Vas+15] Edge routers No Autonomous No No - Non existent No No 02 Suspicious
Malicious
Mon routers Selective . .
[SWS15] and DC nodes Autonomous No No Window q Non existent Yes No 02 -
[SS16] Mon routers - Selective Autonomous No No Window q Collusive Yes No 01 -
and DC nodes

[Yin+19] DC Scl)(c)lzzl No No No - Non existent Yes No 02 -
[Ngu+15] Allrouters No Autonomous No No - Non existent No No 01 -

[Xin+17] Edge routers No Autonomous No No - Collusive No No 01 -

[SS18]  Allrouters No Autonomous No No - Collusive No No 02 -
. . . Interest state
[Din+16] Edge routers No Autonomous No No Windows L Non existent No 01 -
and router ID

[Xin+16] Allrouters No Autonomous No No - Non existent No No 01 -
[Hou+19] Allrouters No Autonomous No No - Non existent No No 01 -

[ZLL18] Allrouters No Autonomous No No Time At Non existent No No 01 -
[NWN18] Edge routers No Autonomous No No Time window  Existent No No 02 -
[[];eeiilz?)zl]' All routers  No Autonomous No No - Non existent No No 03 -

[ZLW20] Allrouters No Autonomous No No - Collusive No No 02 -

[Zha+19] Producers No Autonomous No No - All types No No Producer Norn}él

based Suspicious

[PPB19] Edge routers No Autonomous No No Window w Non existent No No 01 -
[Che+19b] I];)/[gn routers iilsgsve No No No - Non existent Yes No 03 -
[Che+19a] All routers No Autonomous No No time interval ~ Non existent No No 02 -

Legitimate
[Ben+19b] Edge routers No Autonomous No Yes - Non existent No No 04 Suspicious
Malicious

[Don+20] Producers No Autonomous No No - Non existent No No g;(;ed;cer -

[Tan+13] Allrouters No Autonomous No No - Non existent No No 02 -

[Shi+16] Allrouters No Autonomous No No - Non existent No No 02 -

All routers Normal
en+ o ooperative o o - types o o uspicious
[Ben+20b] Producers N Cooperati N N All typ N N 03 Suspici
Harmful

[AA20] Allrouters No Cooperative  No No - Non-existent No No 02 -

[Wu+20] Allrouters No Autonomous No No Time window  Collusive No No 02 -

[TTM20] Core routers No Autonomous No No - Non existent No No 01 -
[Wan+17] Allrouters  No Cooperative No No - All No PIT delayé -

content fees

[ZL19]  Edge routers No Autonomous No No - Non existent No No - Iézgal

[Liu+18b] All nodes No Autonomous No No - Non existent No No - -
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blocking periods may vary during the time. Routers could increase the block-
ing period when the previous amount of time did not help to stop the attack.

Producer-based mitigation actions

The producer-based mitigation actions are essentially associated with blocking. Data
producers, when needed, may block network traffic. Producer-based blocking ac-

tions can be temporary or permanent.

1. Temporary block Temporary blocking consists of blocking the network traffic
for a limited period. To throttle attacks, data producers use temporary blocking
against malicious traffic. The blocked traffic could be the whole traffic of an
interface or just a portion of the traffic (e.g., the network traffic heading to a

particular service).

2. Permanent block Data producers may also use permanent blocking against
consumers. Producers can implement a security policy to permanently block
consumers when needed, i.e., blacklisting consumers. Producers do not use

permanent blocking actions against network interfaces.

3.8 Summary

In this chapter, we started by briefly discussing the availability attacks that target
NDN. After that, we presented the Interest Flooding Attack and explaining how
attackers perform such an attack. Following that, we showed different IFA variants.
Later, we detailed and mentioned the drawbacks of all the relevant IFA related work.
Finally, we presented the CDA workflow. In the next chapter, we will present our
first contribution against IFA, a novel congestion-aware solution.
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TABLE 3.4: Mitigation parameters used by existing solutions
Mitigation Mitigation Mitigation Specific i Control Signed
Ref method actors actions packets Specific namespace information interests
[Afa+13] Autonomous  All routers Rate-limit No No No No
. - Rate limit
[Afa+13] Cooperative  All routers Rate-limit Yes - No
announcements
[Com+13]  Cooperative  All routers Rate-limit Yes /pushback/alerts/ Reduced rate No
[Dai+13]  Cooperative  All routers Rate-limit Yes No Spoofed data No
. Forwards interest .
[Wan+13]  Cooperative  All routers without using PIT Yes No Interfaces list No
[Liu+18a]  Cooperative All routers Sends Nack Yes No Mahmous No
Producers interest
[Wan+14a] Cooperative  Edgerouters Rate-limit (prefix)  Yes /ALERT/IFA/ Malicious prefix No
[Wan+14b] Autonomous All routers Rate-limit (prefix) No No No No
[KGZ15] Cooperative  All routers Rate-limit Yes /puShb;C:;ie /Ssage/ Reduced rate No
. . . Malicious
[Zhi+19]  Cooperative  All routers Block (prefix) Yes Empty prefixes No
[Vas+15] Autonomous  Edge routers gﬁ:;;hmlt Yes - Blocked user No
[S[SV\gé]S] Cooperative ~ Mon routers  Rate-limit (prefix)  Yes - Infected prefixes No
[Yin+19]  Cooperative ~ Edge routers  Block Yes /CTRL/ Malicious prefixes No
[Din+16] Cooperative  All routers Rate-limit (prefix) No No No No
[Xin+16] Cooperative  All routers Rate-limit Yes No Spoofed data No
[Hou+19]  Cooperative  All routers Block Yes No Spoofed data No
[ZL1L18] Cooperative  All routers Rate-limit (prefix)  Yes No Malicious prefix No
[NWN18]  Autonomous Edgerouters Block No No No No
[Ben+19a]  Autonomous All routers Rate-limit No No No No
[ZLW20] Autonomous  All routers Rate-limit No No No No
[Ben+20a] Autonomous Edge routers Igla;;—(hmlt No No No No
. All routers Rate-limit RSN, PREF, C
[Zha+19]  Cooperative Producers Block Yes No FakeList No
[PPB19] Autonomous Edge routers Rate-limit No No No No
[Che+19b] Cooperative  Edge routers  Block Yes /ndn/ddos/flooding/ Interfaces list Yes
[Che+19a]  Cooperative  All routers Rate-limit (prefix)  Yes - Malcious prefix No
[Ben+19b]  Autonomous Edge routers Block No No No No
. All routers . .
[Don+20]  Cooperative Rate-limit Yes No Affected prefixes No
Producers
[Tan+13] Autonomous  All routers Block (prefix) No No No No
[Shi+16] Autonomous  All routers Rate-limit No No No No
. Rate-limit (prefix) /ndn/PCIP .
[Ben+20b]  Cooperative  Edge routers and Block Yes /ndn/RCIP Affected prefix Yes
[AA20] Cooperative ~ Edge routers  Rate-limit Yes - Malicious prefix No
[Wu+20] Autonomous  All routers Delete interests No No No No
[TTM20] Autonomous  Core routers  Bloom filter No No No No
[Wan+17]  Cooperative  All routers Rate-limit Yes No Insufficient fees No
[ZL19] Autonomous  Edge routers  Rate-limit No No No No
[Liu+18b]  Autonomous All nodes Rate-limit No No No No
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Chapter 4

A novel congestion-aware Interest
Flooding Attacks detection
mechanism in Named Data
Networking

Network congestion is crucial when it comes to detecting IFA because it could lead
to false detection of attacks. The existing solutions did not consider network con-
gestion. Assuming that a path between a data consumer C and some producer P
is congested, it will lead routers to mistakenly consider legitimate consumers and
traffic as malicious. In this chapter, we present a solution that integrates network
congestion as a parameter. It will ensure the propagation of more precise and reli-
able information about the attack.

4.1 Design Overview

The proposed solution is an autonomous solution deployable at edge routers. It
consists of monitoring two network metrics, the satisfaction ratio, and the incoming
traffic rate, along with the network congestion to detect ongoing attacks. During the
congestion detection phase, routers further monitor two other network metrics: the
number of timed-out Interest and NACK packets.

4.2 Satisfaction Ratio

The first parameter used in this solution is the satisfaction ratio. Every router mon-
itors its interfaces and periodically calculates the satisfaction ratio associated with
each interface. Routers will then use the calculated satisfaction ratio to detect ma-
licious interfaces. When the satisfaction ratio of an interface is low, the router will

consider this traffic as suspicious.
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The satisfaction ratio could lead to false detection of a malicious interface (e.g., when
the network is congested or the data producer is not reachable). Therefore, we in-
duced network congestion and interest rate parameter within our proposed solution
to get reliable detection results.

4.3 Incoming Interest Rate

The incoming Interest rate represents the number of Interest packets arriving at a
specific interface in a given amount of time. Routers use this parameter to detect
abnormal rates. Every router monitors the incoming rate of each interface. When
the rate exceeds the average threshold level, the routers will consider it suspicious
and starts investigating. Router calculate the average rate of each interface indepen-
dently, and it is obtained as follow:

NewAvg; = (1 — a)OldAvg; + a X inry 4.1)

In eq. 4.1, NewAvg; is the newly calculated average of interface i, Old Avg; repre-
sents the actual average associated with interface i, while inr; is the incoming rate
to interface i in time t. Furthermore, the used skew factor («) is calculated as:

) o1, if inryy € [Lowyy,, Avgi]
~ | 0.00001, if inry € [Avg;, Upy

where, Avg; represents the average rate of interface i and inr; is the incoming rate
to interface i at time t. Further, Upy, is the upper bound, which is given as avg +
10%Avg while Lowy, represents the lower bound threshold with value of avg —
50% Avg.

In equation 4.1, we chose these values of « after a series of tests. The main motivation
of these tests was to identify and chose a value that doesn’t influence the average
when an Interest Flooding Attack is happening. At the same time, a value that takes
into consideration the traffic piques that go above the average sometimes.

We also decided to take into consideration only the 10% (above average) part. So if
an attack is happening, it will not make the average value increases. For the lower
bound &, we chose to take only the 50% below average and exclude the other part so
it will not make the average rate decreases very quickly (e.g., when an interface is not
active). Figure 4.1 shows an example of rate average and upper/lower thresholds.

4.4 Network Congestion

The third and last parameter of our proposed solution is network congestion. The

network congestion could lead to false results upon detection of an IFA. When a
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FIGURE 4.1: Average rate calculation example

router adds an Interest packet to PIT, it assigns with this Interest a lifetime (default 4
seconds). This newly added Interest will stay in PIT as long as it is not yet satisfied
(Data packet returned) or timed out (no Data packet returned).

When the network is congested, Interest and Data packets take a long time to reach
a destination. This delay leads pending Interests in PIT to timeout, i.e., the pending
interests times out before they are satisfied.

We took a simple approach to detect network congestion. The detection process is
done locally by every router. In our solution, we chose two parameters to identify a
congested network:

* Number of timed-out Interests: When network congestion occurs, the number of
timed-out Interest packets increases. This is due to the delay as the pending
Interests take a longer time to be satisfied.

* Number of NACK packets: NACK packets are used to carry a response to an In-
terest packet that is not satisfied. When the network is congested, the number

of NACK packets arriving at a time decreases because of the delay.

We compare these two parameters to get the state of the network (congested or not).
If the numbers are not identical or nearly identical, the network is considered con-
gested (The Interest packets are timed out, and no NACK packets are returned).
Another parameter that could be used to detect network congestion in NDN is the
PIT occupation. When a network is congested, Interest packets take a longer time to
be satisfied, thus, staying longer in PIT of NDN routers.
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4.5 Detection and Mitigation Process

The routers monitor the incoming rate of their interfaces. The average is calculated

periodically by calling the Average procedure presented in algorithm 1.

Algorithm 1 Rate average calculation

: procedure AVERAGE(int OldAvg, int inr)

Avg < OldAvg

if ((Avg — (50%Avg)) < inr < Avg) then
Avg <+ 0.9 x Avg 4 0.1 x inr

else if (Avg < inr < (Avg +10%Avg)) then
Avg < 0.99999 x Avg + 0.00001 x inr

end if

return Avg

9: end procedure

When the incoming traffic rate of an interface i exceeds its average rate, the router
will consider it suspicious and starts to investigate. The router first checks the sat-
isfaction ratio of this interface by calling the procedure SatisfactionRatio presented
in algorithm 2. If the satisfaction ratio is low, the router checks the network state,

following the algorithm introduced in 3, to test if the network is congested or not.

Algorithm 2 Satisfaction ratio calculation

: procedure SATISFACTIONRATIO(interface i, time t)
float ratio < 0
Integer int_nbr < Number of Interest packets sent by interface (i) in periode t
Integer data_nbr < Number of Data packets received by interface (i) in periode t
ratio < data_nbr/int_nbr
return ratio

end procedure

NS TRy

Algorithm 3 Testing Network Congestion

1: procedure ISCONGESTED

2 bool congested < false

3: Integer timeoint_nbr <— Number of timed-out Interests sent by all interfaces

4 Integer nack_nbr <— Number of NACK received by all interfaces

5 if (timeoint_nbr >> nack_nbr) then > # of timed-out Interest is much bigger than #
of Nack

6 congested < true

7 end if

8: return congested

9: end procedure

If all three parameters are satisfied, i.e., the incoming rate is below average, the sat-
isfaction ratio is low, and the network is not congested, the router considers this
interface as malicious and blocks it as showed in algorithm 4.
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Algorithm 4 Detecting an Attacker

1: procedure ISATTACKER(interface i, int inr)

2:  bool attacker < false

3 int Avg < Get Avg(interfacei) > Returns average rate of interface (i)
4:  intratio < SatisfactionRatio(interfacei)

5: bool congested < IsCongested

6: if (inr > Avg) && (ratio is low) && (congested = false) then

7 Block the interface (i)

8 end if

9: end procedure
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s @ O o O s
c7 . ' P7
« @ R2 R7 RS O =
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a @ O
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FIGURE 4.2: Simulated topology

4.6 Performance Evaluation

To evaluate the performance of the proposed solution, we conducted extensive sim-
ulations using ndnSIM [MAZ17]. ndnSIM is the simulation platform for the NDN
paradigm, embedded into ns3. We considered a topology with seven routers, nine
producers, and nine consumers, as depicted in figure 4.2. The attacker model used in
our simulation continuously sends a huge amount of Interest packets with constant
bit-rate (10000 Interests packets/s).

Further, consumers request data as follows: consumerl requests data from producer9
using namespace /dest9/. consumer2 requests data from producer8 using namespace
/dest8/ and, so on. Simulation details are provided in table 4.1.

First, we start our simulations by showing the effects of a congested network on the
overall performance. Afterward, we show that the network congestion leads to false
detection of IFA. In addition, we prove that existing solutions relying on the Interest
satisfaction ratio are not effective when a network is congested. Finally, we simulate
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TABLE 4.1: Simulation settings

Parameter Value
Simulation time 300s, 150s
Number of nodes 25

Data Packet size 1,024Bytes
CSsize 100

Cache replacement strategy LRU
Forwarding Strategy Best Route
Average rate 300 ipps

Rate of legitimate users 100 to 500 ipps
Rate of attackers 10000 ipps
Number of Attackers 01

Link Throughput Delay
Router — Router 100Mbps 10ms
Router — Producer ~ 10Mbps 10ms
Router — Consumer

Congested link <1Mbps 100ms

an attack and show how the network is affected and how our proposed solution

solves the false detection decisions due to the congested network.

4.6.1 Simulation of a legitimate traffic

The first simulation scenario that we conducted represents a scenario where all con-
sumers send legitimate traffic. We use its results to compare them with other scenar-
ios. Figure 4.3 depicts the satisfaction ratios associated with every consumers within
the network. The results show a satisfaction ratio of nearly 100% for every consumer.
That means that nearly every Interest packet sent by consumers was satisfied (Data

packet returned).

4.6.2 Simulation of a Congested Network

In this scenario, we simulate a congested network to see its impact on the NDN
network. For this, we restricted the throughput of the link between Routerl and
Router7 to a maximum of 1Mbps. Then, we introduced a delay of 100ms in this
particular link. The simulation results for this scenario are represented according to
the number of timed-out Interest packets, the number of dropped packets, and the

satisfaction ratio.

Timed-out interest packets

We start by showing how the network congestion impacts the number of timed-out
Interest packets. Figure 4.4 and 4.5 highlights the impact of the network congestion
on consumers 1, 2 and 3 as they are directly connected to Routerl. The results show
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FIGURE 4.4: Number of timed-out Interest packets issued by con-
sumers 1 and 2 (rate=100ipps)

that more than 90% of issued Interest packets timed out, which is a huge number.
Further, the effect of network congestion on the PIT of Router1 is depicted in figure
4.6, suggesting that about 90% of pending Interests timed out. This is due to the
delay that resulted from the congested link.

Dropped packets

We show how the network congestion impacted Router7 (Core Router). Figure 4.7
depicts the number of Dropped packets by the Core Router. It represents a consid-
erable number compared to the total number of packets passing through the Core
Router (1600 packets/s). The results show that 40% of the packets were dropped. All
the network packets (Interests and Data packets) are passing through the core router,
which means that 40% of whole network traffic was dropped due to the congested
link.
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FIGURE 4.7: Number of dropped packets by Router7 (Core Router)

Satisfaction ratio

In this subsection, we analyze the impacts of a congested network on the satisfaction
ratio. We prove that the solutions that rely on the satisfaction ratio may give false

results when detecting IFA.

Figure 4.8 compares the number of Interest packets sent with Data packets received
of the three consumers who are directly connected with Routerl. We can see that
a congested network can significantly decrease the satisfaction ratios of a router’s
interfaces. For example, Consumerl who requests 100 ipps is receiving an average
of only 5 Data packets/s which means a satisfaction ratio of only 5%.

Figure 4.9 show the satisfaction ratio values associated with Consumers 1,2 and 3.
The results show that relying only on the satisfaction ratio when detecting IFA may

give false results when a network is congested.

In this subsection, we showed how a congested network impacts the statistics of a
router and may lead to mistakenly detecting IFA. The other nodes in the network
were not affected by the network congestion as their traffic do no pass through the
affected link.

4.6.3 Our Solution During IFA

To test our solution against IFA, we simulated an attacking scenario where Con-

sumer3 sends 10000 forged ipps. The malicious node uses the namespace /dest7/attack

to request data from Producer7 who satisfies Interest packets under the namespace
/dest7/legit. The goal is that the Interest packets arrive at destination (Producer7)
without being satisfied. They will stay in PIT tables until they time out.
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We recorded a considerable number of NACK packets during this attacking scenario.
It is the result of non-existing data. The producers, when they receive an Interest
packet for non-existing data, they respond with NACK packets. Figure 4.10 shows
the number of NACK packets received by the Routerl (Attacker’s Gateway). The
number of NACK packets starts to rise after the attack is launched (at t = 10 second).
The number of received NACK packets stabilized at 10000 packets/s, which equals
the number of Interest packets sent by the attacker. However, when the attacker is
mitigated (blocked), the number of NACK packets drops down to 0 NACK packet/s
after 3 seconds.

The other parameter that changed during the attack is the timed-out Interest packets.
Figure 4.11 shows the number of timed-out Interest packets recorded by Routerl.
We also noted that some legitimate Interest packets timed out. It is the result of
the malicious traffic that burdens the network. Data packets take a longer time to
return, which results in timed-out pending Interest packets. However, the number
is negligible compared to the number of timed-out Interest packets related to the
attacker. The number of timed-out Interest packets recorded by Router1 starts to rise
from t = 10s (Attack launch) until it stabilizes under 10000 timed-out ipps. When
the attacker is mitigated (t = 30s), this number starts to go down until it reaches 0
ipps after 3 seconds.

Figures 4.10 and 4.11 shows that the number of NACK and timed-out interest pack-
ets are identical. It was a confirmation for our solution that the network is not con-
gested, which helped to stop the attack and mitigate its initiator.
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4.7 Summary

In this chapter, we presented a solution that takes the network congestion as a pa-
rameter to detect and mitigate IFA to avoid false alarms. We showed, through simu-
lation results, that network congestion may lead routers to false-positive detections.
It could also consider legitimate traffic as malicious. Finally, we showed how this
solution mitigated an attack within a congested network. In the next chapter, we
will present our second solution against IFA, named MSIDN.
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Chapter 5

MSIDN: Mitigation of
Sophisticated Interest
Flooding-based DDoS Attacks in
Named Data Networking

Various mitigation solutions exist in the literature. However, legitimate users and
their traffic are usually affected by these solutions. To face this problem, we present
in this chapter a lightweight mechanism capable of mitigating sophisticated interest
flooding-based DoS and Distributed (DDoS) attacks in NDN. Our solution, named
MSIDN, aims to mitigate attacks at the source of communication without affecting
legitimate users.

5.1 Design Overview

MSIDN relies on the collaboration of data producers and network routers to mitigate
different types of Interest flooding-based (D)DoS attacks. The proposed solution
classifies routers into three categories:

1. Lower-edge routers: The Lower-edge routers connect end-nodes (consumers)
to the network.

2. Upper-edge routers: The Upper-edge routers are responsible for connecting
data producers to the NDN network.

3. Core routers connect the network routers.

Figure 5.1 illustrates the above-mentioned router categories in our system.

5.2 Interest flooding-based DDoS attack scenarios

Without loss of generality, this solution considers the following two DDoS attack

scenarios.



Chapter 5. MSIDN: Mitigation of Sophisticated Interest Flooding-based DDoS

60
Attacks in Named Data Networking

Upper Edge
Upper-edge !
Router
@ Producer
°
°
[ J
Core Router @ L
[}
°
[ ]
@ Lower Edge
Lower-edge .
Router Consumer

FIGURE 5.1: Architecture of the proposed solution

5.2.1 Botnet with high per-device sending request rate

The first distributed attacking scenario that we consider is a DDoS with an aggres-
sive sending rate. In this scenario, an attacker who controls a botnet will employ the
controlled bots to target a producer with a high sending rate. Figure 5.2 illustrates
this scenario of DDoS attacks.

5.2.2 Botnet with normal per-device request rate

In the second scenario, botnet members send a small number of requests per second.
Assuming that an attacker who controls a very large botnet (e.g., IoT botnet) wants
to take down a specific server. There is no need for the commanded devices to send
a large number of Interest packets to inflict damage to the target. For example, a
botnet of a hundred thousand devices sending each, only ten Interest packets per
second will flood a target with a total number of one million Interest packets per
second. In this scenario, detecting attacks is much harder than in the first scenario.
It is hard for routers to detect malicious or controlled devices because of their low
sending rates. Figure 5.3 depicts this scenario of DDoS attacks.

5.3 Interest flooding-based DDoS Traffic Classification

To understand attackers’ behavior, we categorize the network traffic using three pa-
rameters: the satisfaction ratio. The second parameter is the speed of incoming in-

terest packets. And the third parameter is the number of timed-out interest packets.
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TABLE 5.1: Interest flooding-based DDoS traffic classification
Normal rate scenario Aggressive rate scenario

Satisfaction ratio  Incoming rate Timed-out interests Satisfaction ratio Incoming rate  Timed-out interests
Static-valid data requests High Low to normal Low Normal High Low to normal
Dynamic-valid data requests ~ Normal to high Low to normal Low Normal High to very high Low to normal
Invalid data requests Low Low to normal High Very low Very high Very high

/ndn/PCIP/id/rate/limit/prefix /ndn/RCIP/id/rate/limit

HopLimit=1 HopLimit=1
Nonce Nonce
InterestSignature f@ InterestSignature ‘@

FIGURE 5.4: Control Interest Packets: PCIP (Left) and RCIP (Right)

These three parameters are compared against all data request types mentioned in
section 3.3 as well as our two attacking scenarios mentioned in section 5.2. Table 5.1
summarizes this network traffic classification.

5.4 Control Interest Packet

The proposed solution uses signed Interest packets. Producers and network routers
use them to carry specific information. These information will then be used by
routers to mitigate an ongoing attack. The solution uses two signed interest pack-
ets that we named, Producer-based Control Interest Packet or PCIP, and Router-based
Control Interest Packet or RCIP.

5.4.1 Producer-based Control Interest Packet (PCIP)

Every data producer can send a PCIP when needed. PCIP operates under the names-
pace /ndn/PCIP/ and has a name similar to /ndn/PCIP/id/rate/limit/prefix where
id is the sender’s identifier, rate is a keyword, 1imit is an operation, and prefix is
a namespace that the producer sends. Every PCIP is cryptographically signed by its
sender and has a HopLimit parameter equals to 1.

5.4.2 Router-based Control Interest Packet (RCIP)

RCIP is created and signed by network routers. RCIP operates under the namespace
/ndn/RCIP/. The name of an RCIP is identical to /ndn/RCIP/id/rate/limit/, and
its HopLimit parameter is equal to 1. Every RCIP is cryptographically signed by its
sender. Figure 5.4 details the structure of PCIP and RCIP.
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5.5 Hop-by-hop Signing and Verification

MSIDN adopts a hop by hop signing and verification process. It means that every
PCIP and RCIP exchanged in the network is re-signed by the router that sends it.
The signing of the packets is carried out for two reasons:

1. Itis faster. We assume that every router in our system has the public keys of its
neighbors. The signature verification process is local. There is no need to fetch
the public key from the originator of a PCIP /RCIP when received (i.e., Interest
packet’s KeyLocator). This process ensures a fast verification process.

2. When a producer sends a PCID, the receiving router needs to get the producer’s
public key to authenticate the received PCIP. This process can add additional
overhead to the originating producer when it is under attack. By choosing a
hop by hop approach, we reduce the charge of producers.

Hop by hop signing and verification process is guaranteed by the id component of
the name. Every network router and data producer has a unique id. Data produc-
ers operate under the namespaces /ndn/PCIP/id whereas network routers operate
under the namespace /ndn/RCIP/id and /ndn/PCIP/id. We build a trust schema
based on these two namespaces. Every node of the system has full control over
its namespace, and only this node can sign and send packets under the mentioned

namespace.

For example, if the id of an Upper-edge router is UR-1, this router has full control
on the namespaces /ndn/PCIP/UR-1, and /ndn/RCIP/UR-1. It is the only node that
can create and send packets under these two namespaces. Only Upper-edge and
core routers can operate under two namespaces. Data producers generate packets
only on the PCIP namespace. On the other hand, lower-edge routers are permitted to
generate neither PCIP nor RCIP packets. For every namespace, nodes generate a pair
of public and private keys necessary for signing packets under these namespaces.
Besides, routers possess the public keys of their neighbors so they can verify the
authenticity of the received PCIP and RCIP packets instantly. Figure 5.5 illustrate

our hop-by-hop signing/verification process.

5.6 Producer-based (D)DoS mitigation Process

When a data producer is overwhelmed by requests, it sends a PCIP to the upper-
edge router. The PCIP’s name will contain the affected namespace/service. If a pro-
ducer works under the namespace ProducerNamespace/, the prefix that a producer
sends in a PCIP could be the whole producer’s namespace or just a specific service.
For example, a producer could send ProducerNamespace/web, ProducerNamespace/app1,

or any other affected service.
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When an upper-edge router receives a PCIP, it first verifies the authenticity of the
PCIP by verifying the producer’s signature. If the signature is verified successfully,
the router will limit the traffic going to the prefix mentioned in the PCIP. In other
words, the router will apply a limit on every Interest packet that has a name similar
to the prefix sent in the PCIP. After controlling the traffic going to the affected pro-
ducer, the upper-edge router creates an identical copy of the received PCIP. It adds
its id to the name and signs it with its private key before sending it to the routers
directly connected to it. We summarize the above-discussed process in Algorithm 5.

When a core router receives a PCIP, it applies the same process as upper-edge routers.
First, it verifies the authenticity of the received PCIP with the sender’s public key.
Then, it applies a rate-limiting on the traffic destined to the received prefix. Once
the traffic is controlled, the router creates a new copy of PCIP with its id and signs
it. Finally, the newly created PCIP is forwarded to the neighboring routers (see Fig.
5.6).

When a PCIP reaches a lower-edge router, i.e., its final destination, the router limits
the traffic according to the received prefix, the same way as the upper-edge and
core routers.

The producer-based trigger process relieves data producers from the number of re-
quests they may receive when they are under attack. It also reduces the charge of
the network.
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Algorithm 5 ProducerControl

Begin
Input Interface int, Interest pcip
Output Interest i
1: if Verify(pcip) == True then > Interest packet signature is valid
2 if CoreRouter OR UpperedgeRouter then
3 ControlTraffic (int, prefix)
4 Createlnterest (i)
5: i.name <" /ndn/PCIP/id/rate/limit/prefix”
6: i.hoplimit <1
7 Sign (i)
8 Send Interest (i) to all interface except (int)
9 else
10: ControlTraffic (int, prefix) > Limit forwarding Interest packets with name =
"prefix" to interface (int)
11: end if
12: else
13: Drop(pcip)
14: end if

End

5.7 Router-based (D)DoS Mitigation Process

Network routers use RCIPs to send additional information to other routers. The
impact of a DDoS attack on a network could be enormous. Routers could suffer a
lot from the traffic that they receive during a DDoS attack. And the effects may last
longer, even after the attack is contained. In these situations, routers exchange RCIPs
to regulate network traffic. The name of an RCIP contains the id of the sending
router and the /rate/limit command.

RCIP is a one-hop packet which means that it is not forwarded. Every router sends
its own RCIP. If a router wants to regulate the traffic that arrives from a specific
interface, it sends an RCIP to the router connected to this interface. The recipient
will then reduce the traffic going to this interface. For a more sophisticated solution,
a router could send the amount of traffic that it can handle at a specific time. Figure

5.7 shows an example of routers exchanging RCIPs.

Algorithm 6 RouterControl
Begin
Input Interface int, Interest rcip

1: if Verify(rcip) == True then > Interest packet signature is valid
2 ControlTraffic (int) > Limit forwarding all interest packets to interface (int)
3: else

4: Drop(xcip)

5: end if

End
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5.8 Blocking Malicious Nodes

In our proposed scheme, lower-edge routers are responsible for blocking malicious
nodes at the source. According to the network-based and producer-based informa-
tion that they receive, in addition to the information gathered locally, lower-edge
routers decide whether to block or not a final node. The Traffic classification in Table
5.1 helps lower-edge routers to decide a convenient action.

The lower-edge routers should also differentiate between a consumer who is per-
forming an aggressive attack and a consumer who is legitimately sending traffic
with a high request rate (e.g., watching a high-quality live video stream). Lower-
edge routers classify consumers according to their behavior: normal behavior, sus-
picious behavior, or harmful behavior.

Lower-edge routers classify consumers to have suspicious behavior if one of these
conditions are true:

* Low packet satisfaction ratio and a high number of timed-out pending Interest
packets.

* Requested data from a producer that sent a PCIP.

On the other hand, lower-edge routers classify a consumer as a legitimate user when
the satisfaction ratio is high, the number of timed-out Interest packets is low, and no
PCIP involving this consumer was received.
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FIGURE 5.8: Consumer behavior classification state chart

Lastly, a consumer is considered to have harmful behavior when every condition
of a suspicious profile is satisfied. Routers classify every consumer with harmful
behavior as malicious and block them. The state diagram in Figure 5.8 illustrates the
different states of a consumer. Algorithm 7 details the classification process.

5.9 Performance Evaluation

We evaluate the performance of MSIDN using ndnSIM. In our simulations, we used
a topology with three core routers connecting three upper-edge routers and three
lower-edge routers. Upper-edge routers are connected with three producers. On the
other hand, lower-edge routers are connecting six consumers to the network. Our
network topology is shown in Fig. 5.9). The simulation parameters used are listed
in Table 5.2.

5.9.1 Impacts of IFA on the network

In this section, we study the impact of IFA on the network. We conducted several
IFA scenarios. In the first scenario, the attackers use valid data requests. In the
second scenario, attackers use invalid data requests, and in the third scenario, the
attackers use a mix of valid and invalid requests to perform an IFA. Attackers use
different sending rates. The network contains four attackers (as shown in Fig. 5.9):
C2, C3, C4, and C6. These attackers target one victim, which is P3 in this scenario.
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Algorithm 7 Consumer Classification
Begin
1: for eachido
2: Normal(int;) > all interfaces (int;) are initially classified as Normal
3: end for
4: for eachido
5: if SatisfactionRatio(int;)<threshold AND
6: TimedoutIntrest(int;)>threshold then
7: Suspicious(int;) > Classify interface (int) as suspicious
8: RateLimit(int;) > Apply rate limiting on interface (int)
9: end if
10: end for
11: if PCIP received then
12: for each int; requested "prefix" do
13: if IsSuspicious(int;) then
14: Harmful(int;) > Classify interface (int) as harmful
15: Block(int;) > Block interface (int) for a period
16: else
17: Suspicious(int;)
18: RateLimit(int;)
19: end if
20: end for
21: end if
End
o
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FIGURE 5.9: Network topology used in simulation
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TABLE 5.2: MSIDN simulation settings

Parameter Value

Data packet size 1,024 Bytes

CS size 100

Cache replacement strategy LRU

Forwarding strategy Best route

Rate of legitimate users 100 interests/sec

Rate of attackers 1500, 3000, 5000 and
10000 interests/sec

Number of attackers 04

Link Throughput

Core router — Core router 1Gbps

Core router - Upper-edge router 100Mbps
Core router - Lower-edge router
Upper-edge router - Producer 100Mbps
Lower-edge router - Consumer  10Mbps

Scenario 1.1: valid data requests

In this scenario, the attackers C3 and C4 target the producer P3 with 1500 valid ipps.
Furthermore, C2 and Cé6 attack P3 with sending rate that equals 3000 valid ipps.
Whereas legitimate users C1 and C5 send 100 ipps to P2 and P1, respectively.

Figure 5.10 shows the satisfaction ratios of all Lower-edge routers (LR) (consumers’
gateway) and the Upper-edge router (UR), UR-3 (target’s gateway). As depicted in
this figure, LR-1 was not affected by the network traffic. It recorded a satisfaction
ratio of nearly 100%, as for LR-3. On the other hand, LR-2 was clearly affected by
the malicious traffic. It reached a satisfaction ratio of only 46%. It can be explained
by the distance between this router and the target P3. LR-2 is the farthest router to
P3. That is why the traffic was further affected as compared to LR-1 and LR-3.

The second parameter that we compared during our simulation is the number of
dropped layer2 packets (link-layer packets). Figure 5.11 shows the number of dropped
packets by URs. The results show a considerable number of dropped packets. For
instance, LR-3 dropped an average of 1800 packets/sec.

Scenario 1.2: valid data requests

The results of the second scenario with valid requests are shown in Fig. 5.12. In this
scenario, attackers C3 and C4 target P3 with 3000 ipps. C2 and C6 attack P3 with 5000
ipps. The results show that network routers were affected by malicious traffic. The
routers were more affected than they were in the previous scenario. The satisfaction
ratio of these routers decreased significantly. It can be explained by the number of
Interest packets that the attackers sent. Producer P3 couldn’t satisfy all the incoming
requests. Because of that, the number of satisfied Interest packets decreased. The
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FIGURE 5.10: Satisfaction ratios of all Lower-edge routers and the
Upper-edge router connected with the target P3.
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FIGURE 5.11: Number of dropped packets by Lower-edge routers.
Settings: Attack rate equals 1500 and 3000 ipps. Rate of legitimate
users equals set to 100 ipps.
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FIGURE 5.12: Satisfaction ratios of all lower-edge routers and the
Upper-edge UR-3.
Settings: Attack rate equals 3000 and 5000 ipps. Rate of legitimate
users is set to 100 ipps.

attack affected two routers. The first router is UR-3, which is the P3’s gateway. The
second router is LR-2, which received the highest number of requests.

The second attacking scenario also affected the number of dropped packets. Figure
5.13 shows the number of registered dropped packets by lower-edge routers. It is
the result of the incoming malicious traffic. The network links couldn’t handle the
overhead caused by the malicious traffic, which led routers to drop packets.

Scenario 2.1: invalid data requests

We aim to study the effects of an IFA with invalid requests on legitimate users and
the targeted producer. In essence, we overwhelmed PIT tables of network routers,
and the producer P3, to examine its effects on legitimate users. In this first attacking
scenario, the attackers C2 and C6 target the producer P3 with 3000 invalid ipps. The
attackers C3 and C4 attack P3 with 1500 invalid ipps. In this scenario, we recorded
the number of NACK packets. Figure 5.14 shows the number of NACK packets
received by LRs and UR-3. The number of NACK packets is similar to the number
of invalid Interest packets sent by attackers. The producer P3 responded to these
invalid interests with NACK packets.
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FIGURE 5.13: Number of dropped packets by lower-edge routers and
the producer P3.
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FIGURE 5.14: Number of NACK packets.
Settings: Attack rate equals 1500 and 3000 ipps. Rate of legitimate
users is set to 100 ipps.
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FIGURE 5.15: Number of satisfied Interest packets.
Settings: Rate of attackers: 5000 and 10000 ipps. Rate of legitimate
users equals 100 ipps

Scenario 2.2: invalid data requests

The second attacking scenario simulated used 5000 and 10000 invalid ipps. The
attackers C2 and C6 send 10000 ipps, whereas C3 and C4 used an attacking rate
of 5000 ipps. Figure 5.15 shows that legitimate users connected with LR-1 and LR-3
were not affected. All the Interest packets were satisfied even with a large amount of
malicious traffic. Like the previous scenarios, we also noticed a considerable number
of NACK packets. The number of registered NACK packets in this scenario equals
to the number of invalid Interest packets, which is 30000 packets/sec.

Scenario 3.1: mixed valid/invalid data requests

In these tests, we used mixed requests to perform an IFA. In the first scenario, C2
and C6 attack the producer P3 with 3000 valid ipps. On the other hand, C3 and C4
target P3 with 1500 invalid ipps. Figure 5.16 shows the recorded satisfaction ratio
results. It shows that the router LR-2 had a satisfaction ratio of 0%. It is the result of
the invalid malicious traffic sent by C3 and C4. All the outbound traffic of LR-2 was

not satisfied, which explains why the satisfaction ratio of LR-2 equals 0%.

We also recorded many dropped packets during this attacking scenario, as shown in
Fig. 5.17. The routers LR-1 and LR-3 dropped an average of 1700 packets/sec.

Scenario 3.2: mixed valid/invalid data requests

In this scenario, C2 and C6 send 5000 valid ipps. C3 and C4 attack P3 with 3000
invalid ipps. Figure 5.18 shows the satisfaction ratios of lower-edge routers and
UR-3. LR-2 registered a satisfaction ratio of 0%. It is the result of the invalid traffic
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FIGURE 5.18: Satisfaction ratios.
Settings: Attackers rate equals 3000 invalid and 5000 valid ipps. Rate
of legitimate users is set to 100 ipps

sent by C3 and C4. The satisfaction ratios of LR-1 and LR-3 were slightly affected
compared to the previous scenario. LR-1 and LR-3 registered a satisfaction ratio of
90 and 87 %, respectively. It is due to the amount of malicious traffic sent to the
network. UR-3 recorded a satisfaction ratio of nearly 40%. UR-3 received both valid

and invalid requests, which is why its satisfaction ratio value was affected.

As mentioned in the previous scenario, many dropped packets were recorded in this
scenario. LR-1 and LR-3 dropped a considerable number of packets, as shown in Fig.
5.17. LR-1 and LR-3 dropped an average of 3300 and 3200 packets/sec, respectively.

During the simulation, the PIT of network routers and the producer P3 were not
affected by the malicious traffic. The NDN Forwarding Daemon (NFD) [Afa+16b],
which ndnSIM uses as a forwarding engine, does not apply size-limiting on PIT.
The size of the PIT keeps increasing until the memory runs out [Red]. That is why
all legitimate Interest packets were satisfied. We could not simulate the scenario
where legitimate Interest packets are dropped because of PIT running out of space.

5.9.2 MSIDN During IFA

In this subsection, we evaluate our proposed solution to test its effectiveness against
IFA.



5.9. Performance Evaluation 77

2500

2000
Rate limit l

1500

1000

# interest packets

500

A N N |
0051 152 253 354 45 5 55 6 65 7 75 8 85 9 9.5 10

LR-1 LR-2 LR-3 UR-3 Legitimate trafic

Time [seconds]

FIGURE 5.19: Rate limiting the traffic going to P3 (the victim)
Settings: Rate of attackers: 1500 and 3000 invalid ipps. Rate of legiti-
mate users equals 100 interests/sec

Scenariol: IFA with invalid requests

The first scenario of IFA that we tested against MSIDN was IFA with invalid re-
quests. Figure 5.19 depicts the results of rate-limiting applied by routers, on requests
going to P3, to block the attack. The routers start to block the malicious traffic after
the reception of PCIP. The first router that mitigated the malicious traffic going to P3
was LR-3 on s = 3. He applied a block on the sourcing interface. Then, LR-1 and
LR-2 ons = 4 and s = 5, respectively. The malicious traffic decreased until it was
completely blocked by lower-edge routers.

Legitimate traffic of routers LR-1 and LR-3 was not affected by rate-limiting as shown
in Fig. 5.19. Only traffic heading to the victim P3 was limited and blocked.

Scenario2: IFA with mixed requests

The second scenario of IFA that we tested against our proposed solution was an IFA
with mixed requests. Attackers target the producer P3 with valid and invalid Inter-
est packets. Figure 5.20 shows the number of timed-out Interest packets recorded
by lower-edge routers. When routers apply rate-limiting on the traffic going to the
victim P3, the number of timed-out Interest packets starts to decrease. This confirms
that the invalid requests going to the victim were blocked.

Figure 5.21 depicts the number of Interest packets that producer P3 received during
the simulation. The number of Interest packets starts to increase until it stabilizes
at 3750 ipps. At the time s = 4, the number of received Interest packets began to
decrease. The reason is that the router LR-3 started to block the traffic going to P3.
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FIGURE 5.20: Number of timed-out interest packets
Settings: Rate of attackers: 1500 valid and 3000 invalid ipps. Rate of
legitimate users equals 100 ipps

The number decreased until it reached zero when all lower-edge routers blocked
the traffic going to P3. Figure 5.21 also confirms that every Interest packet (valid or
invalid) going to P3 was blocked by the routers.

510 Summary

In this chapter, we presented MSIDN. A solution that is capable of mitigating simple
and sophisticated Interest flooding-based (D)DoS attacks. MSIDN can mitigate ma-
licious traffic and reduces network overhead without affecting legitimate requests.
In addition, the proposed solution also blocks the attack initiators, i.e., malicious

consumers. In the next chapter, we will discuss unfaced IFA scenarios.
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Chapter 6

Unconsidered adversarial models

All existing IFA solutions may lack the detection of attacks in some particular sce-
narios, which attackers can take advantage of to flood the network and/or penal-
ize legitimate consumers. In this chapter, we present and explain several attacking
scenarios against the existing solutions. The attacking scenarios are grouped into

affecting centralized solutions and affecting distributed solutions.

6.1 Attacking scenarios against non cooperative solutions

This subsection groups several attacking scenarios that target non-cooperative IFA

solutions.

6.1.1 Targeting neighboring consumers in a non-cooperative solution

The attacking scenario illustrated in fig.6.1 shows how an attacker could take advan-
tage of a non-cooperative solution to affect legitimate consumers. In this scenario,
the router R1 takes defensive action against its interface int1 because it reached its
thresholds due to the malicious traffic, which implicitly penalizes the traffic of the
legitimate consumers connected to the router R2.

6.1.2 Targeting distant consumers in a non-cooperative solution

Similarly, the scenario in Fig. 6.2 shows that attackers can also affect a distant legit-
imate consumer in a case of a non-cooperative solution. In this scenario, The router
R2 applied rate limiting on its interface int2 in response to the malicious generated
by the attacker, which led to affecting the legitimate consumers. The attacker was

able to penalize the distant consumers Consumerl and Consumer2.

6.1.3 Targeting legitimate consumers behind a switch

Another attacking scenario that targets legitimate consumers is presented in fig. 6.3.
This scenario shows that non-cooperative solutions are susceptible to penalize legit-
imate consumers. The malicious traffic sent by the attacker will push the router to
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take defensive action (i.e., rate-limit or block) against its interface int2, which leads
to penalizing all the consumers connected to the switch.

6.2 Attacking scenarios against cooperative solutions

This subsection groups several attacking scenarios that target cooperative IFA solu-
tions.

6.2.1 Countering alert-based solutions with a compromised edge router

In this scenario, the adversary, who is in control of an edge router, can continue
flooding the network because the edge router will ignore all received solution-based
alert messages as shown in 6.4. Routers could reduce the impact of the attack when
each router takes a defensive action. However, in a solution where only the edge
router takes defensive actions, the attacker will continue flooding the network.

6.2.2 Targeting legitimate consumers with alert messages

Some IFA solutions use alert messages to exchange information and action deci-
sions. Attackers could take advantage of this feature to target legitimate consumers
as shown in fig. 6.5. In this scenario, the attacker forge an alert message and send
it to the router R2 to push it to take a defensive action against the legitimate con-
sumers connected to it. The attacker can conduct such an attack only if the solution
use non-signed alert messages, or is in control of a router.
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6.2.3 Targeting routers resources with forged alert messages

Another way of using solution alert messages is to target routers’ resources. As
shown in 6.6, the attacker continually sends forged alert messages to the router R2
to stress it with signature verification and leads it to computation overhead.

6.2.4 Targeting routers resources with forged NACK packets

Similar to the previous scenario, attackers can also lunch attacks against the routers
that rely on NACK packets to send solution-based messages like [Liu+18a; Don+20].
To do so, attackers flood the targeted router with forged NACK packets to penalize
him with computation overhead due to signature verification.

6.2.5 Flooding the network with solution-based spoofed data packets

Some solutions like [Dai+13] use spoofed Data packets to counter malicious nodes.
Attackers can take advantage of this feature to flood the network as shown in 6.8. In
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this scenario, the attackers who are in control of an edge router flood the network
with forged Interest packets. As a defensive action, the router sends back spoofed
Data packets so the edge router can take proper actions. As the edge router is con-
trolled by the attackers, it will take no action against the malicious nodes.

6.2.6 Countering prefix-based solutions

As mitigation action, some solutions like [Tan+13; Che+19a] apply rate-limiting or
blocking on name prefixes that routers consider as malicious or under attack. How-
ever, attackers can easily overcome this restriction by changing the prefix of forged
Interest packets to keep flooding the network, as shown in fig. 6.9.

6.2.7 Affecting legitimate traffic in a prefix-based solutions

Another attacking scenario against prefix-based solutions is illustrated in 6.10. The
goal of the attacker in this scenario is to affect legitimate traffic heading to a specific
producer. To do so, the attacker flood the network with forged Interest packets with
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the targeted prefix to push the routers to take defensive action against this prefix,

which leads also to penalizing the legitimate traffic.

6.2.8 Targeting the network with a distributed collusive attack

Figure 6.11 illustrates a distributed collusive attack. In this scenario, attackers work
with a distributed group of malicious producers to overwhelm the network. This
attack generates high traffic and introduces a significant delay to the network, which
makes it even more difficult to mitigate for existing solutions.

6.2.9 Targeting the network with a low-rate distributed collusive attack

Another variant of the distributed collusive attack is the low-rate distributed collu-

sive IFA. In this scenario, a large distributed number of attackers or infected bots
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intl

request data from malicious producers with low sending rates, as shown in 6.12. Ex-
isting collusive solutions like [SS16] rely on the high traffic rate to detect a collusive

attack which makes them inefficient against this attacking scenario.

6.2.10 Targeting the network with low-rate distributed IFA

The attacking scenario depicted in 6.13 represents a distributed IFA with low send-
ing rates. This attacking solution works against all solutions that use the traffic rate
and PIT usage as detection metrics. Attackers overcome these solutions by adopting
a low sending rate to keep flooding the network with malicious Interest packets.
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6.2.11 Targeting the network with low-rate and mixed distributed IFA

An even more hard-to-detect attacking scenario than the previous one is illustrated
in 6.14. In these particular scenarios, attackers and controlled nodes flood the net-
work with valid and invalid Interest packets. It permits attackers to counter other
detection metrics like the satisfaction ratio and timed-out Interest packets.

6.2.12 Scenario of a Smart IFA

In this scenario, attackers adopt smart behaviors when launching IFA to avoid mit-
igation and keep flooding the network. The adversary nodes cooperate by sending
malicious traffic one after another. The goal of attackers is to keep flooding the net-
work in case an attacker gets mitigated. Another more sophisticated scenario is
when an attacker keeps sending forged Interest packets and, before reaching solu-
tion’s thresholds, it stops and, another attacker continues the attack. This attacking
scenarios could be local (Fig. 6.15) or distributed (Fig. 6.16).

6.3 Summary

In this chapter, we presented several unfaced adversarial models. The attacking sce-
narios that we detailed in this chapter were not considered by the existing solutions.

The next chapter concludes this thesis.
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Chapter 7

Conclusion

The NDN architecture provides intrinsic security where security techniques are used
to secure the data instead of focusing on communication security. This phenomenon
solves some challenges of the communication security problems inherited from the
traditional Internet architecture. Despite the intrinsic security provided by NDN,
there are still security and privacy threats faced by NDN.

This dissertation focused on the Interest Flooding Attack. In this work, we briefly
discussed the availability attacks that target NDN. Following that, we detailed IFA,
explained its aspects, and showed its variants. After that, we reviewed and classified

all the relevant IFA related work present in the literature.

As a first contribution, we proposed a solution to detect and mitigate the Interest
Flooding Attack. Our proposal takes into consideration the network congestion and
takes it as a parameter to avoid false alarms regarding the behavior of the routers.
We showed, through simulation results, that network congestion can lead routers to
mistakenly consider a legitimate user as malicious. Finally, we presented a scenario
of an IFA and showed how the attacker was mitigated.

We also presented another solution, named MSIDN. This solution is capable of mit-
igating simple and sophisticated Interest flooding-based (D)DoS attacks. MSIDN
can mitigate malicious traffic and reduces network overhead without affecting legit-
imate requests. In addition, the proposed solution also blocks the attack initiators,

i.e., malicious consumers, as shown through the simulation results.

Finally, we presented several non-conventional IFA scenarios that the present solu-
tions did not take into consideration.

7.1 Future Research Direction

Many solutions were authored since the proposal of the first IFA countermeasure
mechanism. However, the proposed mechanisms still do not cover the full spec-
trum of potential IFAs. After studying IFA, we conclude that the challenges and
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future direction of IFA solutions need to focus on five main aspects. First, IFA so-
lutions need to be designed to detect multiple types and variants of IFA. Second,
routers and producers need to cooperate for better results. Third, the solution must
precisely mitigate attackers and malicious traffic without affecting legitimate con-
sumers. Fourth, the proposed solutions have to be resource-friendly. Lastly, newly

designed solutions must be scalable and easy to deploy.

7.1.1 Intelligent Detection

As shown in chapter 6, the vast majority of existing IFA solution is explicit and can
detect a specific type of IFA. Additionally, these solutions cannot even detect this
single IFA when attackers adopt different scenarios, which leads to flooding the net-
work with malicious traffic and also affecting the legitimate traffic. Newly designed
solutions need to be more reliable and intelligent to cope with a variety of IFA sce-

narios.

7.1.2 Broad Cooperation

Cooperation between routers and producers is essential to build a reliable IFA solu-
tion. It will ensure having a better view of the network, which implies getting more
information and helps to better understand ongoing attacks. Also, the cooperation

between routers and producers helps in reducing false positive detection.

7.1.3 Precise Mitigation

Precise mitigation is another important aspect that needs to be considered when
designing a new solution. As shown in chapter 6, legitimate consumers could suffer
from existing solutions in some scenarios. It leads to unfairly blocking legitimate
traffic and even blocking consumers in some scenarios. That is why IFA solutions
have to be designed to distinguish between the bad traffic and the good traffic to

precisely mitigate adversary nodes and stop the spread of the malicious traffic.

7.1.4 Resource Friendly

Another essential aspect that should not be neglected when designing a reliable IFA
solution is its impact on resources. The solution, as good as it is, needs to have a
minimum impact on a device’s resources so it can work smoothly even in cases of
traffic peaks. Also, the solution has to have a low resource consumption fingerprint
so attackers cannot take advantage of it to take down network nodes.

7.1.5 Scalability

The last aspect of a reliable IFA solution is its scalability. Newly designed solutions
need to able to scale at any level without affecting the overall functioning of the
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system. Additionally, solutions need to offer easy to deploy mechanisms for newly
added nodes.
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Appendix A

Performance comparison

In this chapter, we compare existing IFA solutions in terms of simulation parameters.

We also compare the evaluation metrics used to validate the proposed solution.

A.1 Simulation Parameters

In the following section, we list and explain all the simulation parameters used to
evaluate the proposed solutions. Table A.1 summarizes the simulation environment
adopted by the existing IFA solutions.

A.1.1 Simulator

The most common simulator used to evaluate IFA solutions is the NDN network
simulator (ndnSIM) [MAZ17]. ndnSIM is an open-source network simulator based
on ns-3 and designed to conduct NDN-based simulation studies. Some solutions
evaluated their work using Matlab. On the other hand, one existing IFA solution
was evaluated using OMNeT++, which is another network simulator.

A.12 Network topology

Several network topologies were used by existing works during the evaluation part.
The most commonly used topologies are the Rocketfuel topologies[SMWO02].

A.1.3 Links bandwidth

This metric represents the bandwidth chosen for the links during the simulation.

A.14 Network delay

It represents the network delay values chosen during the evaluation.

A.1.5 Forwarding strategy

It shows the strategy adopted by routers to forward Interest packets.



96 Appendix A. Performance comparison

A.1.6 Dishonesty ratio

This metric equals the number of malicious nodes deployed during the simulation
to the total number of nodes.

A.1.7 Number of producers

It represents the number of producers deployed in the network.

A.1.8 Rate of consumers

This parameter equals the frequency at which legitimate consumers send interest
packets.

A.1.9 Rate of attackers

It represents the number of malicious Interest packets sent by attackers in a period.

A.1.10 Nature of malicious interest

It shows the nature of Interest packets used by malicious nodes during the attack.

A.111 PIT size

This parameter denotes the size of routers PIT adopted during the simulations. It is
represented in terms of memory size or the number of PIT entries.

A.1.12 Interest lifetime

It represent the value of the InterestLifetime field chosen for the evaluation.

A.1.13 Intermediate Cache

This simulation parameter states whether or not routers use the local CS to satisfy
incoming Interest packets.

A.1.14 CSsize

Equals the capacity of a router’s CS in terms of the number of entries, i.e., data that
it supports.

A.1.15 CS strategy

This parameter represents the cache replacement strategy adopted by routers.

A.1.16 Data size

It represents the size of the Data packet chosen during the simulation.
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TABLE A.1: Simulation Parameters

Ref Simulator Network Links Network Forwarding Dishonesty Number of  Rate of Rate of Nature of PITsize  Interest Intermediate CSsize S0 Datasize
e topology  bandwidth  delay strategy ratio producers consumers  attackers  malicious interest sie lifetime Cache sie strategy sie
Binary tree 6 50%
[Afa+13]  ndnSIM  Rocketfuels 10Mbps 80 — 330ms - 40% ° 01 - - Non-existent - - No - - 1100Bytes
AS 7018 ’
[Com+13]  ndnSIM chsk%fﬁfl - - - 50% 01 30ipps  Olint/min  Non-existent 120KB 45 - - - -
. Rocketfuel . . .
[Dai+13] - AS 1755 - - - - 01 - 1000ipps Non-existent - 500ms — 8s - - - -
[Vas+15]  ndnSIM Random - - - 5% - 20ipps 1000ipps Non-existent - 200ms — 1s - - - 1KB
Rocketfuel - N . . . 100 500
[Wan+14a] ndnSIM AS 7018 1-100Mbps 5 —70ms  Best route 40% 01 20ipps 400ipps Non-existent entries 1s Yes entries RU 1KB
Rocketfuel » 500- . 5000
[SWS15] ndnSIM AS 3967 - - - 25% - - 10000ipps Non-existent entries - No - - 1100Bytes
Rocketfuel N 01 . 200- . 5000 .
[SS16] ndnSIM AS 3257 - - - 25% malicious 100ipps 5000ipps Non-existent entries 2s No - - 1100Bytes
[Wan+13]  ndnSIM chsk%fl‘;el 1-100Mbps  5—70ms  Bestroute  40% 01 10-1000ipps ~ 100ipps ~ Non-existent  Unlimited - Yes e:g?es LRU 1KB
Poisson Poisson .
[Wan+14b]  Matlab - . . . . " distribution_distribution _on-existent . . - . - .
DFN-like :
[KGZ15] ’ﬁ“ﬁ“{f Rocketfuel : - - 20-50% 0205  100-600ipps 30389' Existent i‘“‘i - - - . - .
atlal AS 7018 ipps non-existent
Small tree 2000- 10000
[Din+16]  ndnSIM  Rocketfuel 1-100Mbps 5 —70ms - 16 — 25% 01 67-1000ipps . Non-existent . 1s No - - -
20000ipps entries
AS 7018
ndnSIM . Poisson
[Ngu+15] Matlab Binary tree B B - B ol distribution ) ) - } - ) - -
) China » . Random 200
[Xin+17]  ndnSIM Telecom - - - 15% 01 50ipps distribution - entries 4s No - - -
[Xin+16] ~ ndnSIM  Small tree  100Mbps 10ms Best route 75% 01 200ipps 20ipps Non-existent enf?ies 1s No - - 1KB
[ZLL18] ndnSIM  Small tree - - - 25% 01 50ipps 100ipps Non-existent 6“2:3?55 1s - - - -
[NWN18]  ndnSIM chskf;fz‘ffl 1-100Mbps 5 — 70ms - 95% 10 100ipps  100ipps Existent - - - - - 1KB
Small
[Ben+19a], topology _ _ B _=no . 100- o B B ~ _ _
[Ben-+20a] ndnSIM Rocketfuel 6 —50% 01 30ipps 10000ipps Non-existent 600KB
AS 7018
Meshed o . 100~ Existent and . 200
[Zha+19]  ndnSIM topology ) } } 20% ol Alipps 6000ipps non-existent } } Yes entries }
. . 1000- 50
- - - % - s - - - -
[Hou+19]  ndnSIM  Binary tree 25% 01 200ipps 2000ipps entries 1s
[PPB19] OMNeT++ Small tree - - - - - - - - - - - - - -
Small Tree
[ZL19] ndnSIM Large - - - 35 — 40% 01 - - - - - - - - -
network
[AR16] - I“tleife‘e" 300Mbps - - 30% - Sipps - - - - - - - 500Bytes
Modified 13ipps then 2000
[Che+19b]  ndnSIM  Rocketfuel - 300ms Best route 40% 01 40ipps 3-10% Existent entries 1s - - - 1100Bytes
AS 7018 higher entries
. 155Mbps- o . K 1000
[Liu+18a] ~ ndnSIM GEANT 20Gbps 10ms Best route 50% 01 250ipps 200ipps - - - Yes entries - 4KB
. - 100Mbps- N . L
[Liu+18b] - GEANT 20Gbps - - 40% 01 20ipps 200ipps - - - - - - 4KB
[Che+19a] - Binary tree - - - 12% 01 100ipps 2000ipps Non-existent elft?—?es 500ms - - - -
[Zhi+19]  ndnSIM  Binary tree  10Mbps 10ms - 75% 01 500ipps 100ipps Non-existent e:g?ee 1s - - - -
Binary tree 100
[Yin+19]  ndnSIM Small - 10ms - 45 - 50% 02 5-10ipps 100ipps Non-existent entries - - - - -
topology
[WGQ19]  Matlab chsk;f]fl‘:l 1-100Mbps 5 — 70ms - - - - - - - - - - - -
[Ben+19b] ndnSIM 2% 1 100Mbps 10— 100ms Bestroute 10— 25% 09 100- 10000ipps  Non-existent - - Yes 100 RU 1KB
topology 500ipps entries
Small 100Mbps- . ~ o . . . ~ ~ R ~ ~
[Don+20] - topology 1Gbps 20 — 30ms 10% 01 100ipps 1000ipps Non-existent 2s
25 nodes . o= N o 500- 100 . B R B N
[ZLW20]  ndnSIM 000 1-100Mbps 5 — Goms 55% S00IPPS  o0iops entries 2s 512Bytes
[Shi+16] ~ ndnSIM  Binary tree  10Mbps 10ms - 25% 01 1000ipps  10000ipps Non-existent enztzises 1s - - - -
12 nodes N o . 320- - 50 10
[sS18] - topology 1Mbps 1ms - 60% 02 10ipps 2030ipps Non-existent entries - Yes entries FIFO 1KB
[Tan+13]  ndnSIM tlo(f(;ltg;y 10Mbps 1 —10ms - 10 —90% 01 200ipps 200ipps Non-existent ~ Unlimited 2s - — - -
18 nodes 10Mbps- _ o . 1500ipps- Existent and - » 100
[Ben+20b]  ndnSIM topology 1Gbps 1—10ms  Bestroute 66% 03 100ipps 10000ipps non-existent Unlimited - Yes entries LRU 1KB
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A.2 Evaluation Metrics

In this section, we detail all the evaluation metrics used by existing IFA works to
validate the proposed solutions. Table A.2 summarizes the evaluation metrics used
by each existing solution.

A.2.1 Satisfaction ratio

As described in 2, the satisfaction ratio equals the number of Data packets returned
to the total number of Interest packets issued.

A.2.2 PIT usage

This metric is also called PIT occupancy. The PIT usage of an interface represents the
number of pending Interest packets sourced by this interface to the total capacity of
the PIT, as mentioned in 3.

A.2.3 Number of PIT entries

This metric represents the number of pending PIT entries of an interface. Some
solutions use this metric to detect abnormal traffics. This metric is compared to the
usual activity of an interface to detect malicious traffic.

A.2.4 Number of Interest packets
Unlike the number of PIT entries metric, which includes only pending Interests, this
metric represents the total number of Interest packets issued by an interface.

A.2.5 Number of Data packets

It represents the total number of Data packets received by an interface in a period.

A.2.6 Number of satisfied interest packets

It represents the total number of interest packets that resulted in a data packet.

A.2.7 Number of dropped packets

This metric represents the total number of dropped packets recorded for a given

interface.

A.2.8 Number of timed-out interest packets

It represents the number of timed-out Interest packets of a given interface. An Inter-
est packet times-out when its InterestLifetime reaches zero before a response comes
back.
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TABLE A.2: Simulation Evaluation Metrics

Satisfaction #0of PIT  #of #of #ofsatisfied Dropped # of timed-out #of NACK Traffic Interest drop Delay False positive

Ref . PIT usa . . . . . X
€ ratio sage entries interests Data interests packets interests packets rate ratio ratio

[Afa+13] v

[Com+13] v

[Dai+13]

[Vas+15]

[Wan+14a] v

[SWS15],[SS16]

ANANANANANEN

[Wan+13]

[Wan-+14b] v

[KGZ15] v

[Din+16] 7

[Xin+17]

NSNS

[Xin+16]

[ZLL18] 7 7

[NWNI8] v

[Ben+19a],
[Ben+20a]

[Zha+19] v

[Hou+19] v v

[PPB19] v v

[ZL19] 7 7

[AR16] v v

[Che+19b] v v v

[Liu+18a] 7 7

[Liu+18b]

[Che+19a]

NSNS
N

[Zhi+19]

[Yin+19]

[Ben+19b]

ANENENEN

[ZLW20]

[Shi+16] v v v

[SS18]

ANEN

[SS18]

[Ben+20b] v 4 v v v

A.29 Number of NACK packets

Represents the number of NACK packets recorded by a router for one or all its in-
terfaces.

A.2.10 Traffic rate

As already defined in 1, the traffic rate of an interface equals the frequency of incom-
ing interest packets.

A.211 Interest drop rate

This metric represents the number of dropped Interest packets, due to PIT satura-
tion, to the total number of Interest packets issued (by an interface) or received by a
router.

A.2.12 Delay

It represents the time that an Interest packet takes to reach a destination.

A.2.13 False positive ratio

This metric represents the number of wrongly classified events as malicious to the

total number of events recorded.
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