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Abstract:

This study aims to investigate the impact of electronic fraud on Facebook on
users’ psychological emotions. We employed a descriptive method using a survey
and focused on a sample of first-year students in the Department of Media and
Communication Sciences at Amar Thelidji University in Laghouat. The study

instrument was a questionnaire consisting of five dimensions and 18 questions.

_This study has reached a number of important results, including:

- Electronic fraud on Facebook takes several forms, such as hacking Facebook
accounts, stealing personal data or information, fraudulent buying and selling on
websites, impersonation, defamation, and slander. From the users' perspective,

hacking Facebook accounts is the most prevalent form.

- Electronic fraud did not have a significant impact on psychological reactions,
including frustration, social isolation, depression, psychological stress,

disappointment, regret, deception, and resentment.

~ Electronic fraud had a moderate impact on psychological reactions, including

anxiety and loss of trust.

— The majority of the participants were aware of the laws that protect their rights

in case of being subjected to electronic fraud on Facebook.

— Most of the participants take preventive measures to mitigate the risks of

exposure to electronic fraud.

~ According to the participants, the optimal solution to avoid exposure to

electronic fraud on Facebook is to refrain from accessing suspicious websites.
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