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General Introduction

The internet can be understood as a vast coalition of interconnected autonomous networks,
each operating under its own set of policies, services, costs, and administrative domains. These
independent networks collectively ensure the seamless exchange of data across the globe, en-
abling communication between millions of devices and users [1]]. At the core of this structure
lies the concept of the local area network (LAN), which can be defined as a group of devices that
share a common communication medium, either wired or wireless, to facilitate the transmission
and exchange of information among different entities within a limited geographical area [2].

LANSs play a foundational role in modern communication systems, as they represent the
building blocks upon which larger and more complex internetworks are established. Depending
on their design, LANs can connect to other networks through routers and switches, forming re-
gional, national, or even international infrastructures. The efficiency of these networks depends
largely on the standards and protocols that govern how information is transmitted, routed, and
delivered to its destination. These standards can be classified according to multiple criteria,
such as their organizational architecture, physical distance, data transmission speed, and the
type of information being exchanged [3]].

Within the context of computer networking education, the study of LANs, switching, and
routing is particularly crucial. Students of network engineering and telecommunications must
not only acquire theoretical knowledge but also develop practical skills to configure and trou-
bleshoot real networking equipment. This is why laboratory sessions and simulation tools have
become essential components of modern curricula. One widely used tool is Cisco Packet Tracer,
a simulation environment that allows learners to create, configure, and test virtual networks in
a safe and controlled setting [4].

The present work has been developed as part of practical sessions in IP routing for Master’s
students in networks and telecommunications (R&T). Its primary aim is to provide learners with
a structured environment to deepen their understanding of fundamental networking concepts,
while also offering hands-on exposure to the configuration of network devices such as switches

and routers. More specifically, the focus is on enabling students to:
1. Become familiar with basic network equipment and their operating principles.
2. Analyze the behavior of different routing strategies, such as static and dynamic routing.

3. Gain practical experience in troubleshooting and optimizing local and inter-network con-

4



IP Routing

nections.

Ultimately, this document serves as a pedagogical guide for students and beginners who
wish to acquire foundational knowledge of switching and IP routing using Cisco Packet Tracer.
It is structured into seven chapters, each addressing specific concepts and practices necessary
for building a comprehensive understanding of modern networking. By combining theoretical
foundations with practical applications, this work contributes to bridging the gap between ab-
stract concepts and their implementation in real-world scenarios, thereby equipping students

with the skills required to navigate the challenges of today’s interconnected digital world.

This document also serves as a practical guide for learners who wish to gain fundamental
knowledge of switching and IP routing through the use of the Cisco Packet Tracer simulation

tool. The material is structured into seven chapters for clarity and progression.

Course Technical Information:
m Course Title: IP Routing (PW)
m Credits: 2
m Coefficient: 1
m Semester Hours (15 weeks): 22h 30min

m Assessment Method: Continuous Assessment 100%

The practical works (PWs) included in this course are designed to provide hands-on experi-
ence with key networking concepts. They guide students step by step through the configuration
of switches, VLANS, routing protocols, redundant links, and EtherChannel, allowing learners
to apply theoretical knowledge in simulated or real network environments. These exercises
progressively build the skills needed to design, implement, and manage modern IP networks

effectively.

m PW1: Basic configuration of a switch (CISCO platform). Simulation using Packet Tracer

or practical work on real platforms.
m PW2: Creation and configuration of a VLAN-segmented network.

m PW3: Configuration of inter-VLAN routing. Simulation using Packet Tracer or practical

work on real platforms.

m PW4: Creation of a network with redundant links. Simulation using Packet Tracer or

practical work on real platforms.
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m PWS: Configuration of the EtherChannel protocol between switches. Simulation using

Packet Tracer or practical work on real platforms.

m PWé6: Implementation of static routing. Simulation using Packet Tracer or practical work

on real platforms.

m PW7: Implementation of dynamic routing (RIPv2, EIGRP, and OSPF). Simulation using

Packet Tracer or practical work on real platforms.

By the end of this set of practical sessions, students will be able to simulate and troubleshoot
a variety of configuration issues on Cisco networking devices. This experience will help them
develop a clearer and more straightforward understanding of how different networking systems
operate and interact.

I hope this document helps readers gain a clearer understanding of the topics discussed and
serves as a useful reference for their studies or research. Feedback, constructive comments, and

suggestions for improvement are appreciated, as they help enhance the quality of the work.



PW1: Basic configuration of a switch (CISCO platform).
Simulation using Packet Tracer or practical work on real

platforms.

I Learning objective

In this practical work, the focus is on understanding the fundamental role of a Cisco switch and

on applying the essential configuration commands. The main objectives are:

* Practice simulating a small network using Cisco Packet Tracer and making the necessary

settings on the devices used.

* Practice making the necessary settings for the switch using a console cable or remotely

via Telnet using the simulation program Cisco Packet Tracer.
* Practice how to connect devices and the type of cables used.
* Gain a clear understanding of the basic function of a switch.
* Erase any existing configuration from the switch.
* Check and analyze the default settings of the switch.
* Build and apply a basic configuration for the switch.

* Testing the connection.

II Theoretical background

II.1 Network basics

A local area network (LAN) is a group of devices connected to share information and resources
over wired or wireless links. Data on a LAN is transmitted as packets, and switches play a key
role in forwarding them based on media access control (MAC) addresses. Networks can vary

by size, speed, topology, and type of data transmitted [S].
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Cisco switches

Cisco switches operate mainly at Layer 2 and can be configured both locally and remotely:

a) Local access or console port: Through the console port using a serial connection. This
port that connects the switch to either an asynchronous terminal or a personal computer running
a terminal emulation program such as Microsoft HyperTerminal (MHT), using a serial cable

(usually short in length). The default configuration parameters are listed in Table|.1{[?, ?]:

Table .1: Console port parameters and description

Parameter / Feature Description

Console port A serial interface that connects the switch to an asyn-
chronous terminal or a PC running a terminal emulation
program (e.g., Microsoft HyperTerminal) using a short se-

rial cable.
Speed (Baud rate) 9600 bps (default transmission speed).
Data bits 8 bits per data frame.
Start bit 1 bit to indicate the beginning of a data frame.
Stop bit 1 bit to indicate the end of a data frame.
Parity None (no error checking).
Flow control None (no flow control mechanism used).
Importance Essential for initial switch configuration, especially when

no internet protocol (IP) protocol is configured, preventing
remote access.

b) Remote access: Once an IP address is configured on a switch, it can be accessed and
managed remotely through its network interfaces. Common methods for remote configuration

include:

* Virtual terminals (Virtual teletype (VTY)): Accessing the switch via asynchronous

terminal emulation software, such as a Telnet client.

* Trivial file transfer protocol (TFTP) servers: Facilitating the transfer of configuration

files to and from the switch.

* Network management stations: Using simple network management protocol (SNMP)
based management platforms, for example, CiscoWorks or HP OpenView, to monitor and

configure the device.

Switch configuration modes

Cisco switches support multiple configuration modes, each providing different levels of access
and control. Understanding these modes is essential for effective switch management and net-

work configuration.
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a) User EXEC mode (Switch>)

The User EXEC mode is the default mode when a user first accesses a switch via console
or remote connection. It allows basic monitoring commands, such as viewing interface status,
checking basic statistics, and verifying connectivity using commands like packet internet or
inter-network groper (ping) or show interfaces. However, configuration changes cannot be made
in this mode. This mode is useful for users who need to check the status of the switch without
the risk of altering its configuration.

b) Privileged EXEC mode (Switch#)

The privileged EXEC mode is accessed by entering the enable command from the User
EXEC mode. It provides full access to configuration commands and advanced troubleshooting
features. In this mode, administrators can view detailed system information, save or restore
configurations, monitor network performance, and perform diagnostic tests. Commands such
as show running-config, show version, and reload are executed in this mode. To exit this mode,
the user can type exit, end, or press CTRL+Z.

¢) Global configuration mode (Switch(config)#)

The global configuration mode is entered from the privileged EXEC mode using the config-
ure terminal command. This mode allows administrators to make changes that affect the entire
switch. Common tasks performed in this mode include setting the switch hostname, configuring
passwords, defining VLANS, enabling routing protocols, and applying security settings. Com-
mands issued in this mode apply globally unless overridden in a more specific configuration
mode.

d) Interface configuration mode (Switch(config-if)#)

The Interface Configuration mode is a sub-mode of the Global Configuration mode and
is used to configure individual switch ports or interfaces. This mode allows administrators to
specify port settings such as speed, duplex mode, VLAN membership, port security, and 1P
address assignment for layer 3 interfaces. Commands in this mode only affect the selected
interface. For example, one can configure FastEthernet0/1 with interface FastEthernetO/1 and
then set its speed with speed 100 or assign it to VLAN 10 using switchport access vlan 10.

Exiting this mode returns the user to Global Configuration mode.

VLANSs and IP addressing

A virtual local area network (VLAN) segments a network logically to improve performance and
security. VLAN 1 is the default VLAN for management unless changed. Each VLAN can be
assigned an IP address to enable communication with other networks through a router or Layer
3 switch.
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II.2 Simulation tool: Cisco Packet Tracer

Cisco Packet Tracer is a network simulation software developed by Cisco Systems [2]. It is
designed to emulate networking devices such as routers, switches, and hubs. Its main purpose is
to build virtual networks and simulate how different networking protocols behave. The user can
design a topology using devices like switches, routers, and computers, and then interconnect
them with different types of cables (copper, fiber, etc.). Once connected, the devices can be
configured with parameters such as IP addresses, subnet masks, and network services, allowing

learners to observe and test real networking behaviors in a safe, virtual environment.

III Practical part

III.1 Training implementation steps for topology 1

Topology 1: In this training, a small network will be set up consisting of a switch and a personal
computer (PC). The devices will be connected using a straight-through cable, allowing students
to configure the switch. Both the computer and the switch interface connected to it will be
assigned IP addresses to enable communication, as illustrated in the network of Figure [I] On
the other hand, Table|.2{shows the topology addresses.

192.168.1.1

B o 192.168.1.2
2950-24 \

Switch0
PC-PT

PCO

Figure .1: Simple topology of switch and PC

Table .2: Addressing table for topology 1

Device | Interface IP address | Subnet mask
Switch | VLAN 192.168.1.1 | 255.255.255.0
PC Network card | 192.168.1.2 | 255.255.255.0

1. Go to Network Devices and click on Switch in the lower-left corner of the program,
similar to previous exercises. Choose any Switch, drag it onto the workspace, and place
it.

10
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2. Next, go to End Devices, select a computer, and drag it onto the workspace.

3. Click Cable and choose Straight-Through. When connecting the computer to the switch,

select Fast Ethernet for both devices.

4. In order to configure the computer, click on the computer, go to the desktop, and select

IP Configuration.

5. Assign the IP address as shown in the following figure.

¥ pco

Physical Config Desktop Programming Attributes

IP Configuration

Interface FastEthemet0
IP Configuration

O DHCP

|Pv4 Address

Subnet Mask

Default Gateway

DNS Server

IPv6 Configuration

) Automatic

|Pv6 Address

Link Local Address
Default Gateway

DNS Server

802.1X

() Use 802.1X Security
Authentication MD5
Username

Password

O Static

192.168.1.2

256.265.255.0

0.0.0.0

0.0.00

© Static

FE80:250:FFF:FE37:3C24

(O Top

Figure .2: Assigning the IP address on PC

6. No, in order to set up the switch, click on the switch. Thereafter, select the command

line interface called "CLI" (CLI: Command line interface), then type ‘Entre” so that the

command line appears as follows.
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¥ Switch0 — m] X

Physical Config CLI Attributes

105 Command Line Interface

siwtch con0 is now available

Press RETURN to get started.

siwtch>
siwtch>
siwtch>
siwtch>
siwtch=
siwtch>
siwtch>
siwtch>
siwtch>

Ctil+FE to exit CLI focus Copy Paste

() Top

Figure .3: Switch login window

7. Now write the command enable command in order to transition from execution mode to

privileged mode.

8. Type the command Switch#show running-config in order to display the current configu-

ration of the switch.

A. What is the hostname of the switch?

B. How many Fast Ethernet interfaces does the switch have?

C. How many Gigabit Ethernet interfaces does the switch have?

D. What is the Spanning Tree mode used?

E. What is the status of VLAN1? (Active or shutdown?)

F. Is there an IP address assigned to VLAN1?

G. How many VTY lines (virtual terminal lines) are configured?

H. Is password encryption enabled on the switch?

I. What is the current version of the internetwork operating system (I0S)?

J. Which interfaces are listed in the configuration?

9. Now, delete the VLAN configuration file stored in the switch’s flash memory to remove
all VLANs using delete flash:vlan.dat. Before deleting, you must display ex-
isting VLANS using the command show vlan brief

A. What is the default VLAN on a Cisco switch?

12
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10.

11.

12.

13.

14.

15.

16.

17.

B. How many ports are currently assigned to the default VLAN?

C. What is the status of VLAN 17?

D. What are VLANs 1002 to 1005 used for?

E. How can you verify if a specific port belongs to a certain VLAN?

Deletes the startup configuration file from non-volatile RAM (NVRAM) using Switch#

erase startup-config.

Restart (reboot) the switch using reload to apply configuration changes and clear deleted

VLAN data from memory.

No use the command, show startup-config in order to display the configuration
that is saved in the NVRAM, the configuration that will be loaded automatically when

the switch starts or reloads.

A. What does the message mean?
B. Where is the startup configuration normally stored?

C. Why might the startup-config be missing?

Next, save the current active configuration (copy running-config
startup-confiqg) stored in RAM to the startup configuration stored in NVRAM,
so that it will be automatically loaded when the switch restarts, after use the command

show startup-config in order to confirm that the configuration is saved.

A. What is the difference between the commands show startup-configand show

running-config on a cisco switch?
Now, type the Switch#config terminal command to make the required settings.
Change the name of the switch with the command hostname.

In order to configure an IP address on the switch referred to as a virtual IP address (for
example, (192.168.1.1) along with the subnet mask (255.255.255.0), use the
following commands. The interface is then activated with the no shutdown command

to enable communication with the connected computer, as shown below:

Switch# configure terminal

Switch (config)# hostname Switchl

Switch (config)# interface vlanl

Switchl (config-if)# ip address 192.168.1.1 255.255.255.0
Switchl (config-if)# no shutdown

No return to the previous settings, use the exit command as follows:

13
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18.

19.

20.

21.

Switchl (config—-if)# exit
Switchl (config) # exit

In order to verify that the switch has the correct IP address configured, enter the
following command show running-config, thereafter use the command, show
interface vlanl in order to display information about the management interface
(VLAN 1) on a Cisco switch.

A. What command is used to display the status of VLAN 1?

B. What does “Vlanl is administratively down, line protocol is down” mean?
C. What type of interface is VLAN 1?

D. What is the MTU of the VLAN 1 interface?

E. Why is there no traffic on VLAN 1?

F. How can you activate VLAN 1 and make it ready for remote management?

Connect the PC to the switch using one of the FastEthernet ports (you can choose any
port from FastEthernet 0/1 to FastEthernet 0/24). Then, exit the Privileged EXEC Mode
and use the command show interface fastethernet 0/x in order to display

the status and statistics of the selected port.

A. What is the purpose of the command show interface fastethernet 0/17
B. What does the line FastEthernet0/x is up, line protocol is up
mean?

C. What is the meaning of Full-duplex, 100Mb/s?

D. What is the MAC address?

E. What does Keepalive set (10 sec) mean?

F. What can you conclude if the interface is down/down instead of up/up?

Let’s examine the switch memory by using the following command: Erase the initial
configuration file from the switch’s NVRAM (factory reset style) by using this command
Switchl#dir flash.

A. What is the file Cisco IOS image file?

B. What does the file config.text represent?

C. What is total memory capacity of the flash and the available free space remaining of
the switch?

After you delete flash:vlan.dat and reload the switch, you can verify that
the VLAN configuration has been reset using the command Switch# show vlan
brief.

14
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22. Finally, save the current active configuration (copy running-config

startup-config) stored in RAM to the startup configuration stored in NVRAM.

III.2 Training implementation steps for topology 2

Topology 2: As we knew the switch operates at Layer 2 in the OSI model, which means it
typically does not require an IP address. However, to access the switch’s interface remotely
from a computer, it must be assigned an IP address, known as a virtual IP address.

Telnet command: Telnet is both a protocol and an application that allows users to log into
a remote device, such as a switch or router. It enables the user to execute commands on the
remote device as if they were working locally. In this practical work, a small network will be
set up consisting of two switches connected together and two computers as shown in Figure
[4l The network will be arranged so that students can access the switches’ configuration pages.
IP addresses will be assigned to the computers and the connected switch interfaces to enable

communication, as illustrated in the following network diagram.

°;Dl
192.168.1.2 Laptop-PT

192.168.1.1 Laptop10
(o]

50249 2950-24
witch19 Switch20

192.168.1.10 /

- -
K M ==
PC-PT Laptop-PT

PC10 Laptop11

Figure .4: Topology of 2 switch and 1 PC

1. In the bottom-left corner of the program, click on "Switch", then choose two switches and

place them onto the workspace.

2. Goto "End Devices", pick one computer and two laptops, and drag them onto the workspace

as done in the previous exercises.

3. Select "Cable" and choose "Crossover". Use it to connect the two switches by linking

their Fast Ethernet ports.

4. Again, click on "Cable", but this time choose "Straight-Through" to connect the first

computer to the first switch, using the Fast Ethernet ports on both devices.

5. Finally, select "Cable" and pick "Console" to configure the switch. Connect the second
switch to the second computer using the Console port on the switch and the RS232 serial

port on the computer.
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6. Access the Switch and open its home page using the control cable (Console) as follows:

¥ Laptop10 1 — [m] X

: T
‘ | )L

Configuration

MIB Browser

FPPPoE Dialer Text Editor Firewall |P+6 Firewall

Figure .5: Access to switch via console laptop

7. After entering the switch page, basic settings are made, such as assigning a virtual Internet
Protocol (VLAN IP) address for the switch and creating its password as follows:

For switch 1 related to the fixed PC (same steps for switch 2) configuration:

Switch> enable

Switch# configure terminal

Switch (config)# interface vlan 1

Switch (config-if)# ip address 192.168.1.1 255.255.255.0
Switch (config-if)# no shutdown

Switch (config-if)# exit

8. Now use the command 1ine vty 0 xin order to enter the configuration mode for the
virtual terminal (VTY) lines, which are responsible for remote access to the switch via
Telnet or SSH.

* vty stands for Virtual Teletype, meaning virtual command-line sessions.
* 0 x indicates five VTY lines (from line O to line x)

Switch (config)# line vty 0 4
Switch (config-line)# password ciscol

Switch (config-line)# login
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9. The command transport input telnet specifies which remote access protocols

are allowed on the VTY lines.

Switch (config-line)# transport input telnet

Switch (config-line) # exit

Switch (config)# end

Switch# write memory

10. After making the switch configurations, now it should make a remote connection using the

telnet command from the fixed computer connected to the switch via a straight-through

cable to the switch’s IP address, as shown in the following Figure.

¥ pc10 — (] X

Physical Config Deskloa Programming Attributes

Command Prompt

Packet Tracer P mmand Line 1.0
C:\>telnet 1 -2
Trying 152.1 . .Open

User Access Verification

Password:
Password:
Password:
Switch>

[Connection to 192.1€8.1.2 closed by foreign host]
C:\>

() Top

Figure .6: Remote connection using the telnet

11. What are your comments?

Conclusion

This PW provided hands-on experience with the basic configuration and management of Cisco

switches in a local area network environment. Through the use of Cisco Packet Tracer, the

fundamental role of a switch at Layer 2 of the OSI model was explored, along with its capability

to support management and remote access through logical interfaces.
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In the first topology, the essential steps for initial switch configuration were performed, in-
cluding accessing the device through the console, examining the default parameters, erasing
existing configurations, and understanding the difference between running and starting configu-
rations. The configuration of a management IP address on VLAN 1 enabled basic communica-
tion with a connected PC, allowing verification of connectivity and interface status. These steps
highlighted the importance of proper switch initialization, memory management, and interface
activation for reliable network operation.

In the second topology, remote management concepts were introduced using Telnet. By
configuring virtual terminal (VTY) lines and assigning appropriate I[P addresses, remote access
to the switch was successfully established. This demonstrated how switches, although mainly
Layer 2 devices, can be remotely managed once a management interface is configured. The ex-
periment also emphasized the role of cabling types, interface states, and security considerations
related to remote access.

This PW strengthened the understanding of Cisco switch operation, configuration modes,
VLAN management, and basic network troubleshooting. The acquired skills form a solid foun-
dation for more advanced topics such as VLAN segmentation, inter-VLAN routing, switch

security, and the use of secure remote access protocols in real network environments.
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PW2: Creation and configuration of a VLAN-segmented

network

I Learning Objectives

In this practical work, the student learns about the purpose of VLANSs in a switched network.

The main objectives are:

Part 1: Basic switch configuration

¢ To understand the role of a Cisco switch in a local area network (LAN).

To learn and apply the fundamental configuration commands of a switch.

To configure basic device settings such as hostname and console/VTY access.

To verify and analyze switch interfaces and status using diagnostic commands.

* To save and manage configuration files in the switch memory (NVRAM/Flash).

Part 2: VLAN configuration and network segmentation

* To create and configure VLANs on Cisco switches.
* To assign ports to VLANSs by configuring them in Access mode.

* To configure inter-switch communication using Trunk mode.

To understand how VLANs improve network organization, security, and traffic manage-

ment.

To test connectivity between hosts in the same VLAN and isolation between different
VLANS.
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II Theoretical Background

II.1 VLAN Definitions

Imagine you are organizing a massive conference that hosts participants from different places
and fields of interest. Among them are specialists who need to share their knowledge with
smaller, focused groups. If all of these experts tried to speak in one large hall at the same time,
the result would be total confusion; no one would be able to clearly follow any presentation.
To solve this, you would divide the participants into separate rooms so that each expert can
communicate effectively with their audience [5].

This is exactly what a VLAN does within a computer network. A VLAN is implemented
at Layer 2 to segment a large network into smaller, more manageable virtual networks. This
separation reduces unnecessary broadcast traffic and improves performance. Devices within
the same VLAN can communicate directly with each other, while being isolated from traffic in
other VLANs. Network administrators can create VLANSs based on location, department, type
of equipment, or any other relevant criteria. Learning how to configure VLANS is essential for
structuring efficient and secure modern networks [3]].

Dividing a network into smaller segments is more complex than simply sorting screws into
separate containers, yet doing so greatly improves network control and efficiency. VLANs
make this possible by logically dividing a switched network into separate sections. Devices that
belong to the same VLAN can communicate with each other as though they were connected to
the same physical cable, even if they are not. Unlike traditional networks that rely on physical
layout, VLANSs use logical grouping. This means that employees from different departments,
such as IT, Human Resources, or Sales, can be part of the same network segment even if they

are connected to different switches or located in separate areas of a campus network, as shown
in Figure 1]

o ||| i — .

Second Floor f p‘ E p, p,
» » .
e (P — i
A s .
» P~ .

VLAN 2 VLAN 3 VLAN 4
T HR Sales
10.0.2.0/24 10.0.3.0/24 10.0.4.0/24

Figure .1: VLAN groups [6]]
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With VLANSs, network administrators can divide a network into separate segments accord-
ing to criteria such as department, role, or specific application needs, regardless of where users
or devices are physically located. Each VLAN functions as an independent logical network.
Devices assigned to the same VLAN communicate as though they are part of a standalone net-
work, even though they may share the same physical switching hardware with other VLANSs.
Additionally, any switch port can be configured to join a VLAN, providing flexibility in network
design and management [5].

II.2 Types of VLANs

VLANS are used to logically divide a physical network into multiple separate broadcast do-
mains. This segmentation improves security, reduces unnecessary traffic, and simplifies net-
work management. Depending on how devices are grouped and assigned to VLANS, different
classification methods can be used. These methods operate at different layers of the OSI model
and determine how a switch decides which VLAN a device belongs to. The main types of
VLAN:S are classified as follows:

* Level 1 VLAN (Port-based VLAN): This is the simplest type of VLAN. Each switch
port is manually assigned to a specific VLAN. Any device connected to that port auto-
matically becomes a member of the assigned VLAN. This method is easy to configure

and is widely used in enterprise networks.

* Level 2 VLAN (MAC-based VLAN): In this type, VLAN membership is determined
by the MAC address of the device rather than the physical port. The switch examines
the source MAC address of incoming frames and assigns them to the appropriate VLAN
according to a predefined MAC-to-VLAN mapping table, often managed by a server.
This provides more flexibility when users move to different ports, as they remain in the
same VLAN.

e Level 3 VLAN (IP-based VLAN): Here, classification into VLANSs is based on the
source IP address of received packets. The switch uses Layer 3 information to decide
which VLAN a device belongs to. This method allows more dynamic network manage-

ment but requires more advanced configuration.

II.3 Defining VLAN Trunks

In a switched network that uses VLANSs, devices belonging to the same VLAN may be con-
nected to different switches. To allow these VLANSs to communicate across multiple switches,
a special type of link called a VLAN trunk is used (Figure[2). A trunk is a point-to-point con-
nection that carries traffic from multiple VLANSs over a single physical link between switches,

routers, or servers. Unlike access ports, which transport traffic for only one VLAN, trunk ports
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use tagging methods such as IEEE 802.1Q to identify the VLAN each frame belongs to. This
enables efficient VLAN communication across an extended network infrastructure while pre-

serving VLAN separation.

zﬁ

Fa0f1 Fa0/2

Fad/3 Trunk

-

VLAN 10 (Production) VLAN 20 (Sales) VLAN 10 (Production) VLAN 20 (Sales)
IP: 10.0.0.1 IP: 10.0.0.2 IP: 10.0.0.11 IP: 10.0.0.12

Figure .2: VLAN trunk [6]]

II.4 Network without VLANSs

In a traditional network that does not use VLANS, all devices connected to a switch belong to
the same broadcast domain, as shown in Figure[3] This means that any broadcast message sent
by one device is forwarded to every other device on the network, regardless of their department,
role, or purpose.

While this type of flat network architecture is simple to implement, it becomes inefficient
and difficult to manage as the number of devices increases. Without VLAN:S, there is no logical
separation of traffic, which can lead to issues such as network congestion, security vulnerabili-
ties, and a lack of traffic control.

For example, sensitive data from the finance department might share the same network as
public guest traffic, increasing the risk of data breaches. Additionally, troubleshooting becomes
more challenging, as broadcast traffic and unnecessary communication between unrelated de-
vices can degrade overall network performance. For these reasons, modern networks rarely

operate without segmentation provided by VLANS.
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PC1 sends out a local Layer 2 broadcast. The switches forward the broadcast frame
out all available ports.

Student
172.17.40.25/24

Student
172.17.40.22/24

Guest Guest
172.17.40.23/24 172.17.40.26/24

Figure .3: Broadcast domain without VLAN [7]

II.5 Network with VLANs

VLANSs are created and applied to specific switch ports, and any device connected to those
ports automatically becomes part of the corresponding VLAN. End devices themselves do not
recognize the concept of VLANS; they simply operate using their assigned IP addresses and
subnet configurations.

This is where the relationship between a VLAN and an IP network becomes clear: each
VLAN represents a separate logical subnet. While VLAN configuration is handled on the
switch, IP addressing is set directly on the connected devices.

As shown in Figure[4] in a network divided into two VLANS, such as VLAN 10 for faculty
and VLAN 20 for students, each group is isolated at Layer 2. If a broadcast is sent from a
faculty computer connected to VLAN 10, the frame will remain within that VLAN and will
only be forwarded to other devices that belong to VLAN 10. Even though the diagram may
show trunk connections between switches, traffic does not cross from one VLAN to another

unless routing is explicitly configured.
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PC1 sends out a local Layer 2 broadcast. The switches forward the broadcast frame
only out ports configured for VLAN10.

)
Faculty

VLAN 10
172.17.10.21/ 17.10.24/24

Student
VLAN 20
172.17.20.25/24

Student
VLAN 20
172.17.20.22/24

VLAN trunks configured to support: VLAN 10 and 20

\ J

Figure .4: Broadcast domain with VLAN [[7]

II.6 VLAN identification with a tag

When VLANSs are used in a network, frames must carry information that identifies the VLAN
they belong to, especially when they travel across trunk links. This is achieved through a process
called VLAN tagging. VLAN tagging is a method used to insert a small piece of information,
known as a tag, inside the Ethernet frame. This tag specifies the VLAN ID (ranging from 1
to 4094) to which the frame belongs. The most widely used tagging standard is IEEE 802.1Q.
With 802.1Q tagging, a 4-byte header is inserted into the Ethernet frame just after the source
MAC address as presented in Figure [5 This header contains the VLAN Identifier (VID),
which allows switches to correctly forward traffic to the appropriate VLAN across trunk links.
When the frame reaches its destination switch or access port, the tag is removed before being
delivered to the end device. This ensures that VLAN tagging is invisible to hosts and only used
by network switches for traffic management. The VLAN tagging is essential in maintaining
separate broadcast domains over a shared physical link while still enabling multiple VLANS to

communicate through trunk connections [6].

Ethernet frame

Preamble = DMAC SMAC  VLANtag A Typellen e CRC
B-bytes = 6-bytes = 6-bytes  4-bytes = 2-Dytes 4-bytes

/X

Protocol Priority Dropind @ VLANID

(TPID)  (PCP) (DE) (VID)
16-bits  3-bits 1-bit 12-bits
VLAN tag

Figure .5: Fields in an Ethernet 802.1Q frame [[7]]
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III Practical part

III.1 Training-related knowledge for topology 1

Topology 1: In this training, a small network (Level 1) will be set up consisting of 1 switch
(Cisco 2960) and 2 computers as shown in Figure [[6] The goal is to assign PC1 to VLAN 10
and PC2 to VLAN 20, ensuring each VLAN functions as a separate network. First, open Cisco
Packet Tracer and create the topology by dragging one switch and two PCs onto the workspace.
Connect PC1 to the switch port FastEthernet0/1 and PC2 to FastEthernet0/2. Next, configure
the IP addresses on the PCs as shown in Table [1l

192.168.10.10/24 192.168.20.10/24
_’IJ

MARKETING

Figure .6: Small network with 2 VLANs

Table .1: Addressing table for topology 1
PC | Switch port | VLAN | IP address VLAN name | Subnet mask
PC1 Fa0/1 10 192.168.10.10 SALES 255.255.255.0
pPC2 Fa0/2 20 192.168.20.10 | MARKETING | 255.255.255.0

1. Create the topology by opening Cisco Packet Tracer. Drag: 1 switch (e.g., 2960-24TT)
and 2 PCs. Connect PCI1 to switch port FastEthernetO/1 and PC2 to switch port FastEth-
ernet0/2.

2. Assign the IP address and subnet to each PC using Table [}
3. Change the name of the switch to SW1.

4. Configure the VLANS on the switch using the CLI:

SW1> enable

SW1# configure terminal

SW1 (config)# vlan 10

SW1 (config-vlan)# name SALES
SW1 (config-vlan)# exit
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SW1 (config)# vlan 20
SW1 (config-vlan)# name MARKETING
SW1 (config-vlan) # exit

5. Assign switch ports to VLAN:S:

SW1 (config)# interface fastEthernet 0/1
SW1 (config-if)# switchport mode access
SW1 (config-if)# switchport access vlan 10

SW1 (config—if)# exit

SW1 (config) # interface fastEthernet 0/2
SW1 (config-if)# switchport mode access
SW1 (config-if)# switchport access wvlan 20
SW1 (config—-if)# exit

6. Verify VLAN configuration using the command show vlan brief and write the ex-

ecution results.

7. Test connectivity using the ping command from PC1 to PC2. Observe the results and

explain the reason. Conclude your observations.

III.2 Training-related knowledge for topology 2

Topology 2: Now configure 6 PCs connected to one switch, and group them into 3 VLANSs, but
not in a simple order (they’re mixed) as shown in Figure[7] Scenario setup and configuration

IP addresses of this topology are shown in the Table[2}

152 168.30.2/24
192168101524

19218820, 2/24
192188 201724 192168.10.2/24 L2169 351724

MARFETING MARKETING

Figure .7: Mixt network with 3 VLANs
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Table .2: Addressing table for topology 2

PC | Switch port | VLAN | IP address VLAN name | Subnet mask
PC1 Fa0/1 10 192.168.10.1 | MARKETING | 255.255.255.0
PC2 Fa0/2 20 192.168.20.1 SALES 255.255.255.0
PC3 Fa(/3 10 192.168.10.2 | MARKETING | 255.255.255.0
PC4 Fa0/4 30 192.168.30.1 HR 255.255.255.0
PC5 Fa0/5 20 192.168.20.2 SALES 255.255.255.0
PC6 Fa0/6 30 192.168.30.2 HR 255.255.255.0

1. Create the topology and configure the IP addresses on all PCs as per Table[.2]

2. Access the switch CLI and configure VLANSs and assign ports to VLANS, similar to the

previous example.

3. Verify VLAN configuration using the command show vlan brief and record the

output.
4. Now, test connectivity:

* From PCl1, ping PC3.
* From PC1, ping PC2.
* From PC4, ping PC6.
* From PCS5, ping PC3.

Observe the results and explain why certain pings succeed and others fail.

III.3 Training-related knowledge for topology 3

Topology 3: Now, in this topology, go with two switches connected with a trunk link so VLANs
can work across both switches. This is a level 2 VLAN with trunking, but VLANs can commu-
nicate between PCs on different switches that belong to the same VLAN. The network setup is
shown in the Table [3L

Table .3: The network setup for topology 3

VLAN Name Network PCs (Switch:Port)
10 MARKETING | 192.168.10.0/24 | PC1 (SW1-Fa0/1), PC3 (SW2-Fa0/3)
20 SALES 192.168.20.0/24 | PC2 (SW1-Fa0/2), PC5 (SW2-Fa0/4)

In order to create a trunk connection between two switches, we will use two Cisco 2960
switches and four PCs, with two PCs connected to each switch. In Cisco Packet Tracer, begin
by building the topology. Connect PC1 to switchl on port FastEthernet0/1 and PC2 to switch1
on port FastEthernet0/2. Then, connect PC3 to Switch2 on port FastEthernet0/3 and PC4 to
Switch2 on port FastEthernetO/4. Finally, establish a trunk link between the two switches by
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connecting switch1’s FastEthernet0/24 port to Switch2’s FastEthernet0/24 port. The proposed
topology and its configuration are presented in Figure [.§] and Table[4] respectively.

Figure .8: Two switches with trunk

Table .4: Addressing table for topology 3
PC | VLAN | IP Address | Subnet Mask
PC1 10 192.168.10.1 | 255.255.255.0
PC2 20 192.168.20.1 | 255.255.255.0
PC3 10 192.168.10.2 | 255.255.255.0
PC4 20 192.168.10.2 | 255.255.255.0

1. Create the topology and configure IP addresses on PCs as in Table[4]

2. Connect two switches (SW1 and SW2) using a trunk link so that VLANs are extended
across both switches. This allows PCs in the same VLAN (even on different switches) to

communicate.

3. Configure VLANSs on both switches using the following commands:

Switch> enable

Switch# configure terminal

% Create VLAN 10 and 20

Switch (config)# vlan 10

Switch (config-vlan)# name MARKETING
Switch (config-vlan) # exit

Switch (config)# vlan 20
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Switch (config-vlan)# name SALES

Switch (config-vlan) # exit

4. Assign ports to VLANS as in the previous examples.

5. Configure the trunk link on both switches using the following commands:

Switchl (config)# interface fal0/24

Switchl (config-if)# switchport mode trunk

Switchl (config-if)# switchport trunk allowed vlan 10,20
Switchl (config—-if)# exit

6. Verify VLAN configuration using the command show vlan brief on both switches.

Write the execution results.
7. Test the connectivity:

* PC1 to PC3
* PC2 to PC4
* PC1 to PC2

Note the results and explain the reason for successful or failed communication.

Conclusion

In this PW, students gained comprehensive experience in creating and managing VLAN-segmented
networks using Cisco switches. The exercises emphasized both the theoretical and practical as-
pects of VLANS, including their purpose in logically dividing a network, reducing broadcast
traffic, improving security, and facilitating efficient network management.

Through the first topology, students learned to configure basic switch settings, assign VLANs
to individual ports, and verify network segmentation using diagnostic commands. The second
topology extended this knowledge to more complex scenarios, demonstrating how multiple
VLANSs can coexist on a single switch and how connectivity is restricted between devices in
different VLANSs. Finally, the third topology introduced trunking between switches, enabling
VLAN:S to span multiple devices while maintaining logical separation of broadcast domains.

These exercises reinforced the importance of VLAN planning, proper IP addressing, and
port assignment in achieving network organization and isolation. Students also developed skills
in testing and troubleshooting network connectivity, observing how VLAN configurations di-
rectly impact communication between hosts.

This PW provided a solid foundation for understanding VLAN operation, inter-switch com-
munication, and network segmentation techniques, preparing students for more advanced net-

work design and administration tasks in enterprise environments.
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PW3: Configuration of inter-VLAN routing. Simulation

using Packet Tracer or practical work on real platforms.

I Learning objectives

By the end of this practical work, the student will be able to:

IT

I1.1

Understand the concept of a multilayer switch (Layer 3 switch) and explain how it com-

bines both switching and routing functionalities in a single device.

Differentiate between Layer 2 switching and Layer 3 routing, and describe how inter-

VLAN communication is achieved without using an external router.

Create and configure VLANs on a multilayer switch to logically segment a network into

different departments or groups.

Configure switched virtual interfaces (SVIs) and assign IP addresses to provide Layer 3

connectivity between VLANS.

Enable and verify Layer 3 routing using the ip routing command to allow commu-

nication between VLANS.

Assign ports to specific VLANSs and test network connectivity using basic troubleshooting

commands such as ping, show ip interface brief,and show vlan brief.

Analyze the benefits of using a multilayer switch compared to the router-on-a-stick method

in terms of performance, scalability, and design simplicity.

Theoretical background

Inter-VLAN routing

In modern computer networks, VLANS are used to divide a single physical network into several

logical networks. Each VLAN behaves as a separate network, which improves security, orga-

nization, and traffic management. However, this separation also means that devices in different

VLANSs cannot communicate directly. For example, computers in VLAN 10 cannot send data
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to computers in VLAN 20. In order to allow communication between VLANS, a process called
Inter-VLAN routing is required [6].

II.2 Router-on-a-stick concepts

The router-on-a-stick is a common and cost-effective method used to perform inter-VLAN rout-
ing, allowing communication between different VLANs in a network (Figure [I)). In this con-
figuration, a single physical interface on a router is connected to a switch. Instead of dedicating
one interface per VLAN, the router interface is divided into multiple logical subinterfaces, one
for each VLAN.

The link between the switch and the router is configured as a trunk link, which carries traffic
from multiple VLANS over a single physical connection. Each subinterface is assigned a unique
IP address that serves as the default gateway for the corresponding VLAN.

When a device in one VLAN needs to communicate with a device in another VLAN, its
traffic is sent to the router through the trunk link. The router uses the IEEE 802.1Q tagging
protocol to identify the VLAN, routes the packet to the appropriate destination VLAN, and
sends it back through the same trunk link.

This technique simplifies inter-VLAN communication by requiring only one physical con-
nection between the switch and the router, making it an efficient solution for small to medium-
sized networks. However, it can also create a bottleneck because all inter-VLAN traffic must

pass through a single link, which may affect multiple active paths exist.

il TrUNK links

192 168 .99 2/24 l 192.168.99.3/24
Fo/ Fo/
FOr18
- I
182 168.10.10/24 .

192.168.20.10/24

Gateway- 192.168.10.1 Gak:ﬁaﬁgg .
VLAN 10 VLAN20

Figure .1: Router-on-a-stick topology [7]]
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IL.3 Inter-VLAN routing using Layer 3 switches

A multilayer switch is a network device that combines the high-speed performance of a Layer 2
switch with the routing capabilities of a router. Unlike traditional Layer 2 switches that only
forward frames based on MAC addresses, a Layer 3 switch can make routing decisions using
IP addresses, allowing communication between different VLANS directly within the switch.

This process, known as Inter-VLAN routing, eliminates the need for an external router,
thereby reducing latency and improving overall network efficiency. Layer 3 switches use
switched virtual interfaces (SVIs) to assign IP addresses to VLANs, with each SVI acting
as the default gateway for devices within the corresponding VLAN.

By enabling the ip routing command, the switch performs routing between VLANSs
internally, providing faster and more scalable network performance. This makes multilayer
switches ideal for enterprise and campus networks that require both switching and routing func-

tions within a single device.

G1/0/8
(VLAN 10)

G1/0/18
{VLAN 20)

- =
192.168.10.10/24 192.168.20.10/24
Gateway: 192.168.10.1 Gateway: 192.168.20.1

Figure .2: Inter-VLAN routing using layer 3 switches topology [7]

II.4 Why inter-VLAN routing is important

Inter-VLAN routing plays a crucial role in modern network design for several reasons:
* It allows communication between different departments (e.g., Accounting <> HR).
* It uses only one router port, which helps save hardware resources.

* It is a fundamental concept in network design and an essential topic for CCNA certifica-
tion and network engineering. Table [I] summarizes the Inter-VLAN routing advantages

and disadvantages.
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Table .1: Inter-VLAN routing advantages and disadvantages

Advantages Disadvantages

Simple and inexpensive Creates a traffic bottleneck on a sin-
gle link

Requires only one physical router | Not ideal for very large or high-

port traffic networks

Easy to understand and configure Depends heavily on router perfor-
mance

III Practical part

III.1 Training-related knowledge for topology 1

Topology 1: This training focuses on a simple and clear router-on-a-stick configuration using
Cisco Packet Tracer. The topology consists of one switch, one router, and two computers, as
illustrated in Figure[.3]

The objective of this configuration is to assign PC1 to VLAN 10 and PC2 to VLAN 20,
ensuring that each VLAN operates as an independent network while still allowing inter-VLAN
communication through the router.

To begin, open Cisco Packet Tracer and create the topology by placing one switch, one

router, and two PCs in the workspace. Connect:

¢ PC1 to the switch on interface FastEthernet0/1
¢ PC2 to the switch on interface FastEthernet0/2

¢ The router to the switch on interface FastEthernet0/3

192.168.10.10/24

g

d 25
PCPT
VLAN10  pg Fa0/1

P Fal/3 -

— -

192.168.20.10/24 2360-24TT Trunk 1941
SWItChU H DulerU
Fa0/2

WLAN 20

.

Figure .3: Simple configuration of router-on-a-stick
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Next, configure the IP addresses on the PCs as shown in Table [2]

Table .2: IP addressing scheme for router-on-a-stick configuration.
Device | VLAN | IP Address Subnet Mask | Gateway
PCl1 VLAN 10 | 192.168.10.10 | 255.255.255.0 | 192.168.10.1
PC2 VLAN 20 | 192.168.20.10 | 255.255.255.0 | 192.168.20.1

1. Configure VLANs on the switch:

Switch> enable

Switch# configure terminal

Switch (config)# vlan 10

Switch (config-vlan)# name SALES

Switch (config-vlan)# exit

% Repeat the same steps for VLAN 20

% Assign ports to VLANs

Switch (config)# interface fal/1

Switch (config-if)# switchport mode access
Switch (config-if)# switchport access vlan 10
Switch (config—-if) # exit

% Repeat the same steps for VLAN 20

% Configure the trunk to the router
Switch (config)# interface fal/3

Switch (config-if)# switchport mode trunk
Switch(config-if)# exit

2. Configure router subinterfaces:

Router> enable

Router# configure terminal
% Enable main interface

Router (config) # interface gig0/0

Router (config-if)# no shutdown

Router (config-if) # exit

% Subinterface for VLAN 10

Router (config) # interface gig0/0.10

Router (config-subif) # encapsulation dotlQ 10

Router (config-subif)# ip address 192.168.10.1 255.255.255.0
Router (config-subif) # exit

% Subinterface for VLAN 20

% Repeat same steps for VLAN 20
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3. Verify the configuration: Use the following commands:

* Router: show ip interface brief

e Switch: show vlan brief and show interfaces trunk

4. Test the connectivity using Ping from PC1 to PC2 and PC2 to PC1. Observe the results

and explain any behavior.

5. What is the default gateway for VLAN 10 and VLAN 20 in this example?

III.2 Training-related knowledge for topology 2

Topology 2: In this topology, let’s configure an inter-VLAN routing using a Layer 3 switch in
order to enable communication between different VLANSs within the same network. Let’s cre-
ate two VLANs: VLAN 10 for the sales department and VLAN 20 for the HR department, and
assign each group of PCs to its corresponding VLAN as shown in Figure [4] Then, let’s con-
figure SVIs for each VLAN, providing an IP address that serves as the default gateway. After
enabling the IP routing feature on the switch, let’s verify that devices in different VLANSs can
communicate with each other successfully. This exercise demonstrates how a Layer 3 switch
can perform both switching and routing functions, allowing efficient inter-VLAN communica-

tion without the need for an external router. The IP addresses on the PCs as shown in Table

(3t

192.168.10.10/24

U

— )
PC-PT
PC1(1)

Fal#
VLAN 10

—&4

192.168.20.10/24 3650-24P5

Multilayer SwitchO

— L)
PC-PT
PC2(1)
V0LAaN 20

Fal/2

Figure .4: Layer 3 switch inter-VLAN Routing
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Table .3: Addressing table for topology 2.
Device | VLAN | IP Address Subnet Mask | Gateway
PC1 VLAN 10 | 192.168.10.10 | 255.255.255.0 | 192.168.10.1
PC2 VLAN 20 | 192.168.20.10 | 255.255.255.0 | 192.168.20.1

1. First go to switch and configure the VLANS using the following command:

Switch> enable

Switch# configure terminal

% Create VLANs
Switch(config)# vlan 10

Switch (config-vlan)# name SALES
Switch (config-vlan) # exit
Switch(config)# vlan 20
Switch (config-vlan) # name HR
Switch (config-vlan)# exit

% Assign ports to VLANSs

Switch (config)# interface gigabitEthernetl1/0/1
Switch (config-if)# switchport mode access
Switch (config-if)# switchport access vlan 10
Switch (config-if)# exit

% Same steps for VLAN 20
2. Create SVI interfaces for routing:

Switch (config)# interface vlan 10
Switch(config-if)# ip address 192.168.10.1 255.255.255.0
Switch (config-if)# no shutdown
Switch (config—-if) # exit

% Same steps for VLAN 20

% Enable Layer 3 routing

Switch(config)# ip routing

3. Verify VLAN configuration using the command show ip interface brief. Write

the execution results.

4. Test the connectivity using the ping command from PC1 to PC2 and PC2 to PC1. Ob-

serve the results, and explain what you notice and why.
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III.3 Training-related knowledge for topology 3

Topology 3: In this topology, let design configuration for a lab: one Layer-3 switch (MLS)
connected to two Layer-2 switches as shown in Figure [5] It includes a topology diagram,
VLAN/IP plan, exact CLI commands for the MLS and both L2 switches, PC assignments,

verification steps, and test questions. The IP addresses on the PCs as shown in Table[4}

£50-2
ayer SwitehQ(1)
Trunk V10, 20)

Trunk [¥10, 20) // \\

v :

s \

192.168.20.10/24 192.168.20.20/24

192 168.10.10/24 192.168.10.20/24

-~
PC-PT

WLAN 20 VLAN 10

Figure .5: Layer 3 switch inter-VLAN routing with trunk

Table .4: Addressing table for topology 3
PC | Switch | VLAN |IP Gateway
PC1 | L2-A | VLAN 10 | 192.168.10.10 | 192.168.10.1
PC1 | L2-A | VLAN 20 | 192.168.20.10 | 192.168.20.1
PC1 | L2-B | VLAN 10 | 192.168.10.20 | 192.168.10.1
PC1 | L2-B | VLAN 20 | 192.168.20.20 | 192.168.20.1

1. Configure this topology and test connectivity from all the devices. What do you notice,

and what is the reason?
2. Why is a trunk port required between the Layer 3 switch and Layer 2 switches?

3. What is the function of a default gateway for each PC in this topology?
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Conclusion

In this PW, the student learned how to configure inter-VLAN routing to enable communication
between devices in different VLANs. Both the router-on-a-stick method and the use of a multi-
layer (Layer 3) switch were explored, highlighting their respective advantages and limitations.

The exercises demonstrated how VLANSs can segment a network into logical groups, im-
proving security, traffic management, and overall organization. By configuring switched virtual
interfaces (SVIs) and enabling routing on a Layer 3 switch, devices in separate VLANs were
able to communicate efficiently without the need for an external router.

Through these configurations, the student developed a deeper understanding of the concepts
of VLAN:S, inter-VLAN routing, trunk links, and the role of default gateways. Practical testing
of connectivity reinforced the importance of proper IP addressing, VLAN assignments, and
routing configurations.

This PW emphasized the benefits of using Layer 3 switches in modern networks, including
reduced latency, improved performance, and simplified network design, while also providing

hands-on experience with essential Cisco configuration commands and verification procedures.
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PW 4: Creation of a network with redundant links.

Simulation using Packet Tracer or practical work on real

platforms.

I Learning objectives

By the end of this practical work, the student will be able to:

IT

Create a network topology with redundant links between switches.

Identify the potential problems caused by redundant connections, such as Layer 2 loops

and broadcast storms.
Describe the role and functioning of the STP in preventing loops in a switched network.

Configure STP on Cisco switches using Packet Tracer and observe how it manages re-

dundant links.

Analyze the STP topology using commands like show spanning-tree to identify

the root bridge and blocked ports.

Demonstrate how STP recalculates the topology and activates backup links when a pri-

mary link fails.

Evaluate the impact of STP on network stability, efficiency, and fault tolerance in Layer

2 environments.

Observe how the network automatically switches to a backup link when the main link

fails.

Theoretical background

II.1 Redundant links

Network redundancy refers to the inclusion of additional switches, links, and communication

paths within a network to improve its reliability and ensure continuous data transmission. The
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main purpose is to keep the network operational even if one component, cable, or switch fails

[8].

II.2 Importance of redundancy

In a well-structured Layer 2 network, redundancy is a key design element. By including mul-
tiple switches and backup physical links, the network can continue to function even if one
connection or device fails. This eliminates single points of failure and ensures uninterrupted

service for users [§]].

II.3 Problems caused by redundancy

Adding redundant connections can also lead to Layer 2 loops. A loop occurs when there are
multiple active paths between switches, allowing Ethernet frames to circulate endlessly through
the network. This creates excessive traffic, known as a broadcast storm, which can disrupt
communication completely [9].

This situation is similar to an audio feedback loop at a concert: when the microphone picks
up sound from the loudspeaker and re-amplifies it repeatedly, producing a loud, continuous
noise. In networking, a similar feedback of data frames can make the network unusable.

To prevent such problems, the spanning tree protocol (STP) was developed. STP automati-
cally detects redundant paths and places one or more of them in a blocking state to maintain a
loop-free topology. If a failure occurs in the active path, STP quickly recalculates the network
topology and reactivates the previously blocked link to restore connectivity [9].

Figure [ 1] illustrates the normal operation of STP, where all switches participate in the pro-
tocol, and one path is selected as the active forwarding route while redundant links remain in
standby. Figure [2] shows how STP responds to a failure, dynamically re-evaluating the net-
work and activating the backup link to ensure that communication between switches continues

without interruption.

.
17217.10.27

(] ﬁl b‘
172171021 17217.10.22 17217.10.23

Figure .1: Normal operation of STP [7]
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»
112.17.10.27
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Figure .2: STP responds to a failure [7]]

III Spanning tree protocol (STP)

III.1 Purpose of STP

The STP was created to prevent Layer 2 loops in redundant network topologies. It ensures there
is always one active path between any two devices while keeping alternative paths available for

failover [8]].

II1.2 How STP works

STP builds a logical loop-free tree structure by selecting one switch as the root bridge (RB) and
calculating the shortest path from all other switches to it. Any redundant links that could create
loops are placed in a blocking state, while only the optimal path remains active. If a failure

occurs, STP recalculates the network and activates the backup link automatically [8]].

III.3 The STP port states

Each port in STP can operate in several states [10]:

* Blocking: Prevents data forwarding to avoid loops.

* Listening: Participates in STP calculations.

Learning: Learns MAC addresses but does not forward traffic.

* Forwarding: Actively forwards frames.

Disabled: Administratively turned off.
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II1.4 Example of operation

During normal conditions, STP maintains a single active path between switches. When a link
fails, it immediately brings a previously blocked port into service to restore communication.

This process ensures both network stability and high availability [[10].

IV Types of STP

Different versions of STP have been developed to improve efficiency and convergence time

[10]:
* STP (IEEE 802.1D): The original version, stable but slow (30-50 seconds).
* RSTP (IEEE 802.1w): Rapid STP, providing faster recovery (under 10 seconds).

* MSTP (IEEE 802.1s): Multiple STP, allowing several VLANS to share one STP instance,

improving scalability.

YV STP timers

STP timers are time intervals used to control [[10]:

* How often switches send bridge protocol data unit (BPDU) messages.
* How long ports stay in specific STP states.

* How quickly the network reacts to topology changes.
When a topology change occurs (e.g., a link failure):
1. The switch waits Max Age (20 sec) to confirm the root info is no longer valid.
2. The port moves to Listening state for 15 sec.
3. Then to Learning state for another 15 sec.

4. Finally, it enters Forwarding state.

The total convergence time = 20 + 15 + 15 = 50 seconds.
These timers basically determine how fast or slow STP stabilizes. The three main timers are

summarized in Table
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Table .1: STP main timers
Timer Default value | Description

Hello time 2 seconds How often does the Root Bridge send BPDU
(Bridge Protocol Data Unit) messages to other
switches to maintain the STP topology
Forward delay | 15 seconds | The amount of time a port spends in the Listen-
ing and Learning states before it moves to the
Forwarding state.

Max age 20 seconds | The maximum time a switch keeps STP infor-
mation (BPDU) before it is considered outdated
and discarded.

VI STP path cost

In STP, each link is assigned a path cost that helps switches determine the best path to reach
the Root Bridge. The total path cost is calculated as the sum of the costs of all links between a
switch and the Root Bridge

A lower path cost indicates a faster and more preferred link. Therefore, high-speed links
such as Gigabit Ethernet have lower costs compared to slower links like Fast Ethernet. STP
always selects the path with the lowest cumulative cost to forward traffic. Table [2] shows the
standard STP path cost values based on link speed [11].

Table .2: STP costs

Link type / speed STP path cost (Old standard) | STP path cost (IEEE 802.1D-2004)
10 Mbps (Ethernet) 100 2,000,000

100 Mbps (Fast Ethernet) 19 200,000

1 Gbps (Gigabit Ethernet) 4 20,000

10 Gbps (10-Gigabit Ethernet) 2 2,000

100 Gbps - 200

1 Tbps (1000 Gbps) - 20

VII Practical part

VIL.1 Training-related knowledge

Topology: In this training, a simple and clear configuration uses three switches and three PCs
in a redundant triangle topology. Open Cisco Packet Tracer and place three switches and three
PCs. Connect them as shown in Figure [3] In addition, the host IP addressing configuration is

shown in Table[3] The connections are as follows:
e PC1 — SW1 (Fa0/1)

« PC2 — SW2 (Fa0/1)
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PC3 — SW3 (Fa0/1)

SWI1-SW2 (Fa0/2 < Fa0/2)

SW1-SW3 (Fa0/3 < Fa0/3)

SW2-SW3 (Fa0/4 < Fa0/4)

i PCFT
PC1
A Fan
!950-!4»
w1 -
\\ Fa0/3
fa0/2 7/ N
/
/7 N\
/ N
y, N
\
/. N
295&24 - gs0.
Fa0/1 / Sw2 w3 A\ Fal/1
o =]
4 PC-PT
PCPT oad

pCc2

Figure .3: Network topology for STP

Table .3: Addressing configuration of host IPs
PC | IP Address | Subnet Mask | Default Gateway
PC1 | 192.168.1.1 | 255.255.255.0 | 192.168.1.254
PC2 | 192.168.1.2 | 255.255.255.0 | 192.168.1.254
PC3 | 192.168.1.3 | 255.255.255.0 | 192.168.1.254

1. First, enable STP on each switch (STP is enabled by default, but we configure specific
parameters to observe its behavior). Before starting, change the hostnames of the switches
to SW1, SW2, and SW3. The switch with the lowest priority will become the Root Bridge.

SW1 (config)# spanning-tree mode pvst
SW1 (config)# spanning-tree vlan 1 priority 24576

%Perform the same configuration on SW2 and SW3.

2. Now, verify the STP status on each switch by typing the following command:
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10.

1.

12.

13.

14.

15.

16.

17.

SW1# show spanning-tree

. Which switch is elected as the Root Bridge? Explain why.
. Which ports are in the Forwarding state?

. Which ports are in the Blocking state?

Why is the link between SW1 and SW2 shown in orange color?
Test network redundancy:

¢ Disconnect the link between SW1 and SW3.
e Wait a few seconds.

* Run the following command again on SW2:

SW2# show spanning-tree

Observe how STP recalculates the topology. Notice that the previously blocked port

automatically transitions to the Forwarding state.
Replace one FastEthernet link (Fa0/x) with a GigabitEthernet link (G10/1).

Observe how the STP path cost changes. The faster GigabitEthernet link usually becomes
the preferred path. Verify the result.

Change the STP mode to Rapid-PVST using the following command:

Switch (config)# spanning-tree mode rapid-pvst

Repeat the cable disconnection test. Observe how Rapid-PVST converges much faster

(within 1-2 seconds).

What problem does STP solve in a network with redundant links?
What happens to the ports that are not used to reach the Root Bridge?
How long does STP take to reconverge after a link failure?

What difference do you observe when replacing a FastEthernet link with a GigabitEther-
net link?

What would happen if STP were disabled in this topology?
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Conclusion

In this PW, the student learned how to design and configure a network with redundant links
while ensuring loop-free operation using the STP. The exercises demonstrated how redundant
physical connections between switches improve network reliability and fault tolerance, allowing
continuous communication even if a link fails.

Through hands-on configuration in Cisco Packet Tracer, the student observed how STP
elects a Root Bridge, places redundant ports in a blocking state, and recalculates the network
topology automatically when a link goes down. The impact of STP port states, path cost, and
different STP modes such as PVST and Rapid-PVST was explored, showing how they affect
convergence time and network efficiency.

Practical testing also highlighted the importance of proper link speed consideration, as faster
links are preferred due to lower path costs. Overall, this work reinforced the significance of
STP in maintaining network stability, preventing broadcast storms and loops, and ensuring that

backup links are available for automatic failover in redundant network topologies.
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PW 5: Configuration of the Ether Channel protocol between
switches. Simulation using Packet Tracer or practical work

on real platforms.

I Learning objectives

By the end of this practical work, the student will be able to:

* Understand the concept and purpose of EtherChannel.

* Configure EtherChannel using LACP (Link Aggregation Control Protocol, IEEE 802.3ad)
and PAgP (Port Aggregation Protocol, Cisco proprietary).

* Verify the operation and status of EtherChannel.

* Troubleshoot common EtherChannel problems.

II Theoretical background

II.1 EtherChannel protocols

EtherChannel is a link aggregation technology that combines several physical Ethernet links
into one logical interface called a Port-Channel (as shown in Figure[.I). This logical interface
increases bandwidth, provides redundancy, and improves network stability. If one physical link
fails, traffic continues to flow through the remaining links, ensuring high availability.

In fact, EtherChannel also optimizes STP performance because STP treats the entire Port-
Channel as a single link, avoiding unnecessary blocking of individual ports and improving

convergence [12]].

Indicates EtherChannel

y—— EIEEY _——
ey e IS

Figure .1: Sample EtherChannel physical layout
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There are three ways to form EtherChannel [12]:

1. LACP (802.3ad): Standard protocol, widely used (Modes: active and passive).
2. PAgP: Cisco proprietary (Modes: desirable and auto).

3. Manual (ON): Forces aggregation without negotiation (must match on both sides).

All physical ports in an EtherChannel must have identical settings (speed, duplex, trunk/access
mode, allowed VLANS). Traffic load balancing is performed using algorithms based on MAC/IP
addresses or port numbers. The EtherChannel improves bandwidth, reliability, and overall net-

work efficiency, making it essential in modern switching environments [[12]].

II.2 EtherChannel and STP

STP sees the entire EtherChannel bundle as one logical link. This provides several benefits [12]:

* STP recalculations are faster
* No physical member port is blocked by STP
* Loop prevention is maintained

* Redundancy is preserved within the EtherChannel itself

II.3 Load balancing methods

Switches distribute traffic across links based on hashing algorithms that use fields such as fol-
lows [12]:

Source MAC

Destination MAC

Source IP

¢ Destination IP

TCP/UDP ports

Cisco uses XOR-based hashing to decide which physical port carries each frame. Each

switch chooses its own load-balancing method; it does not need to match the other switch [12].
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II.4 Advantages and disadvantages of EtherChannel

The EtherChannel increases bandwidth by combining several physical links into one logical
connection, providing higher throughput, redundancy, and better STP performance. It also
simplifies management and supports load balancing across the bundled interfaces [14].
However, it has some limitations: all ports must be configured identically, troubleshooting
can be more complex, traffic may not always be evenly balanced, and the number of supported
links is limited. Despite these drawbacks, EtherChannel remains an effective way to improve

link capacity and reliability in switched networks [14].

III Practical part

III.1 Training-related knowledge for topology 1

Topology 1: This topology consists of two switches, SW1 and SW2, connected using two
FastEthernet links (Fa0/1 and Fa0/2) as shown in Figure [2] The main aim is to configure
these links as an EtherChannel using the LACP (802.3ad) negotiation protocol defined in IEEE
802.3ad. In this setup, SW1 operates in active mode, initiating the negotiation, while SW2 is
configured in passive mode, responding to LACP packets. Together, these interfaces will form

a single logical Port-Channel that provides increased bandwidth, redundancy, and improved link

management.
Fa0/1 LACP Config FabA
o e e———
2960-249TT 2960-24TT
Switch1 Fal/Z Switch2
Fal/2

Figure .2: Network topology 1 for EtherChannel LACP configuration

1. First step is to configure the basic switch.
2. Configure trunk mode on the user interfaces.

3. Create EtherChannel using LACP: SW1 as active, SW2 as passive:

S1> enable

S1# configure terminal

S1 (config)# hostname Sl

S1(config)# interface range fal/1 - 2
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config-if-range)# switchport mode trunk
config-if-range)# switchport trunk allowed wvlan all

)
)

config-if-range)# channel-group 1 mode active
)

S1(

S1(

S1(

S1 (config-if-range) # exit

S1 (config)# interface port-channel 1
S1(config-if)# switchport mode trunk

Sl (config-if)# switchport trunk allowed vlan all
S1(

config-1if)# exit

o)

% Same steps for Switch 2
4. Now, verify EtherChannel operation for both switches. Use the following commands:

S1# show etherchannel summary
S2# show interfaces port-channel 1

S1# show spanning-tree

Questions

1. What is the role of the active and passive modes in LACP?
2. What will happen if both switches are configured as passive?

3. Why must all physical ports have identical configurations before forming an EtherChan-

nel?

4. How does STP see the Port-Channel interface?

III.2 Training-related knowledge for topology 2

Topology 2: This topology features two switches, SW2 and SW3, connected through two phys-
ical links on interfaces Fa0/3 and Fa0/4 (Figure[.3). Students will configure these links to form
an EtherChannel using the Cisco proprietary protocol PAgP. In this configuration, SW2 oper-
ates in desirable mode, actively initiating aggregation, while SW3 is set to auto, waiting for
negotiation. Once successfully formed, the Port-Channel will combine both links into a single

logical connection that enhances throughput and resiliency.
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Fal/3 PAgP Config Fal/3
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Switch2 Fal/d Switch3

Fal/4

Figure .3: Network topology 2 for EtherChannel PAgP configuration
1. First step is to configure trunk mode on interfaces using the following commands:

config)# interface range fal0/3 - 4
config-if-range)# switchport mode trunk
config-if-range)# switchport trunk allowed wvlan all

)
config-if-range)# channel-group 2 mode desirable
)

config)# interface port-channel 2
config-if)# switchport mode trunk

S2 (

S2(

S2 (

S2 (

S2 (config-if-range) # exit

S2 (

S2 (

S2 (config-if)# switchport trunk allowed vlan all
S2 (

config-if)# exit

o)

% Same steps for Switch 3

2. Create EtherChannel using PAgP.

3. Now, verify EtherChannel formation for both switches. Use the following commands:

S2# show etherchannel summary
S3# show pagp neighbor

S3# show interfaces port-channel 2
4. Compare PAgP with LACP.

Questions

1. What is the difference between desirable and auto modes?
2. Will PAgP EtherChannel form if both switches are set to auto? Why?
3. Why is PAgP not recommended for multi-vendor environments?

4. What is the difference between LACP and PAgP in terms of standardization?
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III.3 Training-related knowledge for topology 3

Topology 3: This topology includes two switches, SW1 and SW3, interconnected using two
FastEthernet links on ports Fa0/5 and Fa0/6 (Figure [4). Unlike the previous topologies, Ether-
Channel will be configured manually using mode ON, which forces link aggregation without
using any negotiation protocol. Both switches must be configured identically for the Port-
Channel to form correctly. This topology highlights the simplicity of manual EtherChannel
while demonstrating the potential risks of misconfiguration due to the lack of protocol verifica-

tion.

Fal/s Manual Config FzlLE

| S S S S S S S - —

*——————q'-

2960-24TT 2960-24TT
Switch Fal/t Switch3

Fal/6

Figure .4: Network topology 3 for EtherChannel manual configuration
1. First step is to configure the trunk on all ports using the following commands:

config)# interface range fal0/5 - 6
config-if-range)# switchport mode trunk
config-if-range)# switchport trunk allowed vlan all

)
)

config-if-range)# channel-group 3 mode on
)

config)# interface port-channel 3
config-if)# switchport mode trunk

S1(

S1(

S1(

S1(

S1 (config-if-range) # exit

S1(

S1(

Sl (config-if)# switchport trunk allowed vlan all
S1(

config-if)# exit

o)

% Same steps for Switch 3

2. Force EtherChannel without negotiation using mode ON.
3. Observe the risks related to this mode.

4. Verify link aggregation using the following commands:

S1# show etherchannel summary

S3# show interfaces port-channel 3
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Questions

1. Why is mode ON considered risky compared to LACP and PAgP?
2. What happens if one switch is set to ON and the other is not?
3. Why is manual EtherChannel not recommended in large networks?

4. Which EtherChannel mode provides the best protection against misconfiguration?

Conclusion

In this PW, the student explored the configuration and operation of EtherChannel as a method
for aggregating multiple physical links into a single logical connection between switches. The
experiments demonstrated how EtherChannel increases available bandwidth, improves redun-
dancy, and enhances overall network stability while simplifying link management.

Through hands-on configurations, EtherChannel was implemented using LACP, PAgP, and
manual (ON) modes. The use of LACP highlighted the advantages of a standardized and
negotiation-based protocol, offering better protection against misconfiguration, especially in
multi-vendor environments. PAgP illustrated Cisco’s proprietary approach, while the manual
mode emphasized the risks associated with forced aggregation without protocol verification.

The interaction between EtherChannel and STP was also observed, showing that STP treats
the Port-Channel as a single logical link, which prevents unnecessary port blocking and im-
proves convergence behavior. Verification commands allowed the student to confirm correct
bundle formation, load balancing, and operational status of the Port-Channel interfaces.

This PW reinforced the importance of EtherChannel in modern switched networks, pro-
viding an efficient solution for bandwidth aggregation, fault tolerance, and optimized Layer 2

topology design.
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PW 6: Implementation of static routing. Simulation using

Packet Tracer or practical work on real platforms.

I Learning objectives

In this practical work, the student will:

IT

I1.1

Understand the concept of routing and its importance in interconnecting multiple net-

works.

Explore the principles of static routing, including route definition, next-hop identification,

and routing table behavior.

Configure static routes on Cisco routers using Cisco Packet Tracer to establish communi-

cation between different networks.

Verify and test connectivity using commands such as ping, traceroute, and show

ip route.

Analyze the advantages and limitations of static routing in comparison with dynamic

routing.

Develop troubleshooting skills by identifying and correcting common static routing con-

figuration errors.

Theoretical background

Static routing

Routing is a fundamental concept in computer networking as it determines how data packets

are directed within a network. Routing is essential because it allows computers to communicate

with other devices, even when they are not part of the same network or subnet. The routing

process involves making decisions about the best path for packets to reach their intended desti-

nations [5]].

Static routing is a fundamental concept in computer networking that involves manually con-

figuring routing tables on network devices to determine the path data should take within a
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network. In this practical exercise, we will use Cisco Packet Tracer, a network simulation tool,

to learn and practice the basics of static routing [3].

I1.2 Principles of static routing

In static routing, each router must have a predefined path to reach every possible destination
network. The route entries are stored in the router’s routing table and specify the destination
network, subnet mask, and next-hop address or outgoing interface. If the network topology
changes, the administrator must manually update the route entries. For this reason, static routing

is ideal for networks with stable topologies [8]].

II.3 Metric in static routing

In static routing, the metric is used to determine the priority of routes when there are multiple
static routes to the same network. When a static route is created, the router stores it in the routing
table with a default metric value of 1, as the router considers the route direct and preferred
(8 [15]].

The network administrator can manually change the metric to prioritize one route over an-
other or to make a route act as a backup. A route with a lower metric is preferred and used first,

while a route with a higher metric is only used if the primary route becomes unavailable (Figure

[1).

Routing metric

Path-1

Figure .1: Choosing the best routing path using metric [15]

Unlike dynamic routing, static routes do not calculate the metric automatically; it depends
entirely on the value assigned by the administrator. For example, if a router has two static routes
to the same network, one with a metric of 1 and the other with a metric of 5, the router will
automatically choose the route with the lower metric and use the other as a backup. This allows
the metric in static routing to provide precise control over route priorities between different

networks.
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II.4 Advantages and disadvantages
Advantages [16]:
* Simple to configure and manage on small networks.
* No bandwidth consumption for routing updates.
* High control and predictable routing behavior.
Disadvantages [16]:
* Not scalable for large or dynamic networks.
* Manual updates required when topology changes.

* Human error risk during configuration.

III Practical part

III.1 Training-related knowledge for topology 1

Topology 1: In this topology (Figure[.2)), the network consists of one router, two switches, and
two PCs. Each PC is connected to the router through its respective switch, forming two sepa-
rate local area networks (LANs). The goal of this configuration is to establish communication
between the two PCs by configuring basic routing on the router. The IP addressing scheme used

for this topology is presented in Table[.1]

—_—
>~ >

192.168.3.0 P : ‘\ 192.168.4.0
1841

/ ' Router2 \\

AC230-24T1

[:I/ Switchd Switch \

=,

PCPT \[:

PC2 =
-

PCPT

PC3

Figure .2: Network topology 1 for basic router configuration
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Table .1: Router interfaces and network addressing for basic router configuration

Network Router Interface | IP Address | Subnet Mask
Network 1 (192.168.3.0/24) | G0O/0 192.168.3.1 | 255.255.255.0
Network 2 (192.168.4.0/24) | GO/1 192.168.4.1 | 255.255.255.0

1. First step is to configure IP addresses on the interfaces for the router and PCs using the

following commands:

Routerl> enable

Routerl# configure terminal

Routerl (config) # interface GigabitEthernet0/0

Routerl (config-if)# ip address XXX.XXX.X.X 255.255.255.0
Routerl (config-if) # no shutdown

Routerl (config-if) # exit

$Same steps are applied for the interface GO/1.

2. After assigning IP addresses to PC1 and PC2, what happens when you try to ping from
PC1 to PC2?

III.2 Training-related knowledge for topology 2

Topology 2: In this topology (Figure [3]), the network consists of two routers, two switches,
a serial cable, and two PCs. Each PC is connected to its respective router through a switch,
forming two separate LANs. The routers are interconnected via a serial link to enable commu-
nication between the two LANs. The goal of this configuration is to establish communication
between the two PCs by configuring static routing on both routers. The IP addressing scheme
used for this topology is presented in Table

~r —
=

refiter-pT RoutedPT
outer3 Route

192.168.3.0 192.168.4.0

/

2;0-24 \
Witch2 #
29504

Switch

A
_J =
—1
PC-PT __f
pC2 PC-PT
PC3

Figure .3: Network topology 2 for static routing with two routers
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Table .2: Router interfaces and network addressing for static routing

Network Router Interface | IP Address | Subnet Mask
LAN 1(192.168.3.0/24) | R1 G0/0 192.168.3.1 | 255.255.255.0
LAN 2 (192.168.4.0/24) | R2 G0/0 192.168.4.1 | 255.255.255.0
Serial Link (10.0.0.0/30) | R1 S0/0/0 10.0.0.1 255.255.255.252
Serial Link (10.0.0.0/30) | R2 S0/0/0 10.0.0.2 255.255.255.252

1. Now, assign IP addresses and test the connection between PC1 and PC2. What happens
when you try to ping from PC1 to PC2?

2. Why does the ping fail? Explain in terms of network addressing and routing.
3. How would you solve the problem so that the PCs can communicate?
4. Now, let’s configure static routing using the ip route command. Access the router

CLI and enter configuration mode:

R1> enable
R1# configure terminal

Rl (config) # interface serial0/0/0

o)

% Set the clock rate (for example, 64000 bps)

Rl (config-if)# clock rate 64000

Rl (config)# ip route 192.168.4.0 255.255.255.0 10.0.0.2
Rl (config) # exit

Q.

% Same steps for the interface GO/1

5. Now, try the connection again between PC1 and PC2. What are the results?
6. Why is a serial link needed between the two routers?
7. What is the role of the static route on each router?
8. What happens if you forget to configure the static route on R2?
9. How would you extend this network to add another LAN behind R1?
10. Compare this two-router topology with the single-router topology in terms of routing

complexity.

III.3 Training-related knowledge for topology 3

Topology 3: In this topology (Figure [4)), the network consists of four routers, four switches,

and four PCs, with the routers connected in a circular (ring) topology. Each PC is connected to
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its respective router through a switch, forming four separate LANs. The routers are intercon-
nected via Ethernet links to enable communication across the entire network. The goal of this
configuration is to establish end-to-end communication between all PCs by configuring static

routing on each router. The IP addressing scheme used for this topology is presented in Table

%= e —— —Cl
2811 2950 2417
Router1 Switch0 PF?EET
—_—
O — C——a )
= : 2811 2960-24TT T
“ePr b2t 2811 Router2 Switch1 o
PC3 Witc Routerd
—:—,’
L
2811
Router3

2980 24TT
Switch2

PCPT
PC2

Figure .4: Network topology 3 for static routing ring with PCs

Table .3: IP Addressing table of topology 3 for static routing

Device | Interface | IP Address | Subnet Mask | Connected To
R1 F0/0 10.0.12.1 255.255.255.0 | R2

R1 F0/1 10.0.14.1 255.255.255.0 | R4

R1 F0/2 192.168.1.1 | 255.255.255.0 | PC1

R2 FO0/0 10.0.12.2 255.255.255.0 | R1

R2 FO/1 10.0.23.2 255.255.255.0 | R3

R2 F0/2 192.168.2.1 | 255.255.255.0 | PC2

R3 F0/0 10.0.23.3 255.255.255.0 | R2

R3 FO/1 10.0.34.3 255.255.255.0 | R4

R3 FO0/2 192.168.3.1 | 255.255.255.0 | PC3

R4 FO0/0 10.0.34.4 255.255.255.0 | R3

R4 FO/1 10.0.14.4 255.255.255.0 | R1

R4 F0/2 192.168.4.1 | 255.255.255.0 | PC4
PC1 NIC 192.168.1.2 | 255.255.255.0 | R1 F0/2
PC2 NIC 192.168.2.2 | 255.255.255.0 | R2 F0/2
PC3 NIC 192.168.3.2 | 255.255.255.0 | R3 F0/2
PC4 NIC 192.168.4.2 | 255.255.255.0 | R4 F0/2
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1. Now, make the static routing for all routers.

commands:

R1> enable

R1# configure terminal
Rl(config)# interface £0/0
config-if)# ip address 10.0.12.1 255.255.255.0

config—-if)# no shutdown

config—-if) #

exit

config)# interface f0/1
config-if)# ip address 10.0.14.1 255.255.255.0

onfig-if)# no shutdown

config—-if) #

config-if)# ip address 192.168.1.1 255.255.255.

config—-if) #

config-if) #

config)# ip

config) # ip

config) # ip

config)# ip

config)# ip
Rl(conflg)# end
R1# write

exit

no shutdown

exit

route
route
route

route

1(
1
1¢
1(
1
1(c
1(
1 (config)# interface f0/2
1
1¢
1
1
1(
1(
1(
1(

route

10.0.23.
10.0.34.
192.168.
192.168.
192.168.

SHw DD O O

Same steps are applied for all other routers.

For example, for Router 1, follow these

255.255.255.0 10.0.
255.255.255.0 10.0.
.0 255.255.255.0 10.
.0 255.255.255.0 10.
.0 255.255.255.0 10.

2. Now, after configuring static routing, test the connectivity for all the PCs.

12.2
14.4
0.12.2
0.14.4
0.14.4

3. Turn off or remove Router R2 from the topology. What happens to the communication

between all PCs after R2 is removed?

4. Which PCs can still communicate successfully, and through which path?

5. Which PC(s) lose connectivity entirely, and why?

6. Explain why some connections still work even after R2 is removed, while others fail.
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Conclusion

In this PW, the student studied the principles and implementation of static routing as a funda-
mental method for enabling communication between multiple networks. Through a series of
progressively complex topologies, the role of routers in forwarding packets between different
LANSs was clearly demonstrated.

By configuring static routes manually, the student observed how routing tables determine
packet paths using destination networks, subnet masks, next-hop addresses, and metrics. Con-
nectivity tests using commands such as ping, traceroute, and show ip route con-
firmed the correct operation of static routing and helped identify common configuration errors.

The experiments also highlighted the strengths of static routing, including simplicity, pre-
dictability, and low overhead, as well as its limitations in terms of scalability and adaptability
to topology changes. Failure scenarios showed that static routes do not automatically recover
from link or router outages, emphasizing the need for careful planning or backup routes.

This PW reinforced the importance of static routing in small and stable network environ-
ments and provided a solid foundation for understanding more advanced routing concepts, in-

cluding dynamic routing protocols and fault-tolerant network design.
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PW7: Implementation of dynamic routing (RIPv2, EIGRP,
and OSPF). Simulation using Packet Tracer or practical work

on real platforms.

I Learning objective

In this practical work, the student will:

* Understand the fundamental concepts of dynamic routing and how it differs from static

routing.
* Configure and verify RIPv2, EIGRP, and OSPF routing protocols on Cisco routers.

* Analyze the behavior of each dynamic routing protocol in terms of convergence, scala-

bility, and efficiency.

* Observe how routers automatically update routing tables in response to topology changes

or link failures.

* Compare the advantages and limitations of RIPv2, EIGRP, and OSPF in different network

environments.

» Test communication between end devices and interpret routing information using com-
mands such as show ip route, show ip protocols, and protocol-specific de-

bug commands.
* Develop troubleshooting skills by identifying and resolving routing configuration errors.

* Understand the concept of routing metrics, administrative distance, and path selection for

each protocol.

II Theoretical background

II.1 Dynamic routing

Dynamic routing allows routers to automatically discover network paths and update their rout-

ing tables in response to changes in the network, such as link failures or congestion. For ex-
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ample, when sending data from R1 (source) to R10 (destination), the normal path might be R1
— R2 — R5 — R9 — RI10, which is chosen based on the routing metrics of the configured
protocol. However, if R9 fails or becomes unreachable, the routers dynamically recalculate the
route and redirect traffic through an alternative path, R1 — R2 — R5 — R8 — R10 (Figure
[I), without manual intervention. This behavior demonstrates the key advantage of dynamic
routing: automatic adaptation and fault tolerance, ensuring continued connectivity. Different
protocols handle this rerouting differently: RIPv2 updates routes periodically and may con-
verge more slowly, EIGRP recalculates affected routes quickly using its composite metrics, and

OSPF floods link-state updates immediately to determine the new shortest path efficiently [[17]].

Figure .1: Dynamic routing [[18]]

Routing information protocol version 2 (RIPv2)

The RIPv2 is a distance-vector routing protocol that uses hop count as its metric to determine the
best path to a destination. It supports classless routing classless inter-domain routing (CIDR),
multicasting for route updates, and authentication. RIPv2 is simple to configure and suitable
for small to medium networks, but it has limitations such as a maximum hop count of 15 and

slower convergence compared to more advanced protocols. In this lab, RIPv2 allows students
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to observe how routers exchange periodic updates and recalculate routes when a link fails [[19].

Enhanced interior gateway routing protocol (EIGRP)

The EIGRP is a dynamic routing protocol that combines features of distance-vector and link-
state protocols, often called a hybrid protocol. It calculates the best path using multiple metrics,
including bandwidth, delay, load, and reliability, which allows for more efficient and flexible
routing decisions than simple hop count. EIGRP adapts quickly to network changes, propagates
updates only to routers affected by a topology change, and supports load balancing across mul-
tiple paths. Its rapid convergence and efficiency make it suitable for medium to large networks
where fast adaptation is important [20]. The EIGRP properties are summarized as follow:

a. Number of jumps: 224 Next hop counts.

b. It divides the router into several zones called autonomous system AS.

¢. Supports Summarization, variable length subnet mask (VLSM) and classless.

Open shortest path first (OSPF)

The OSPF is a widely used link-state routing protocol that maintains a complete map of the
network topology. The OSPF is a widely used interior gateway protocol (IGP) in computer
networking. It is designed to efficiently exchange routing information within an autonomous
system (AS) (Figure [2) and calculate the shortest path to reach destination networks using
Dijkstra’s algorithm, based on link costs. OSPF is a link-state routing protocol, meaning that

routers share detailed information about the state of their links with neighboring routers [21].

OSPF Hierarchy

" OSPFAread
Backbone

Other Routing
Domain

Figure .2: The OSPF protocol links autonomous systems [18]]
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III Practical part

III.1 Training-related knowledge for topology 1

Topology 1: In this topology, the network consists of three routers, four switches, and four PCs.
Each PC is connected to the router through its respective switch, forming seven separate LANSs.
The goal of this configuration is to establish communication between the PCs by configuring
the dynamic routing RIPv2 configuration on the routers. The IP addressing scheme used for

this topology is presented Figure[.3]

200011128727 101.1.0726
o S S T
Yo
PCPT 2360-241T (124} 2960-24TT < PCPITI
PeD Switch? As) Switch3 -
2001.1.072730 200.1.1.168/30

Block: 200.1.1.0/24
RIPv2

o e
e N P P >
O+ e — B+ e g, .
H’ITI 2360-241T 1841 1841 2360-24TT PC-PIT’
PC1 Switch0 Routes! 200.1.1.176/30 Router? Switch poa
2001.1.0/25

200.1.1.160723

Figure .3: Network topology 1 for dynamic routing RIPv2

1. Make the configuration and change the hostnames of all routers to RO, R1, R2, and R3.

2. Configure IP addresses on the interfaces using the instructions below:

Router0> enable

RouterO# configure terminal

Router0 (config) # interface Fal0/0

Router0 (config-if)# ip address 192.168.1.128 XXX.XXX.XXX.XXX
Router0 (config-if)# no shutdown
(

Router0 (config-if)# exit

Router0> enable

RouterO# configure terminal

Router0 (config) # interface serial(0/0/0

Router0 (config-if)# ip address 192.168.1.128 XXX.XXX.XXX.XXX
Router0 (config-if) # no shutdown

Router0 (config-if) # exit

%The same configuration to all router interfaces.
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3. Now configure the dynamic routing RIPv2 for all routers:

! ———— RIPV2 ————
Router0 (config) # router rip
Router0 (config-router)# version 2

Router0 (config-router)# no auto-summary

o o

(

(

(

Router0 (config-router)# network 192.168.

(

Router0 (config-router)# network 10.0.41.
(

)
)
Router0 (config-router)# network 10.0.12.
)
)

Router0 (config-router) # exit

o)

% Apply similar configuration for all routers.

4. Now, check the interconnection between PCs using the PING command. What do you

notice?

III.2 Training-related knowledge for topology 2

Topology 2: In this topology (Figure [4), the network consists of three routers, two switches,
two serial cables, and two PCs. Each PC is connected to its respective router through a switch,
forming four separate local area networks (LANs). The routers are interconnected via a serial
link to enable communication between the two LANs. The goal of this configuration is to estab-
lish communication between the two PCs by configuring EIGRP dynamic routing the routers.

The IP addressing scheme used for this topology is presented in Table .1}

10.0.0.0 Redistribution

11000 AS2

| S0/
1841 -*l'i

Router1 160
H%z

© $e0/1/0 507140, @ gen/

-24

29
Switchi

152168.1.0 192.168.20

FCPT F__7
FCO PC-PT
PCT

Figure .4: Network topology 2 for dynamic routing EIGRP
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Table .1: Router interfaces and network addressing for EIGRP routing

Network Router Interface | IP Address | Subnet Mask
LAN 1(192.168.1.0/24) | RO G0/0 192.168.1.1 | 255.255.255.0
LAN 2 (192.168.2.0/24) | R2 G0/0 192.168.2.1 | 255.255.255.0
Serial Link (10.0.0.0/30) | RO S0/0/0 10.0.0.1 255.255.255.xxx
Serial Link (10.0.0.0/30) | R2 S0/0/0 10.0.0.2 255.255.255.xxx

1. Make the configuration. Use the router EIGRP command in global configuration mode
to enable EIGRP on the router. Assign process ID 1 to the standalone system parameter.
Use the wildcard option with the network command to advertise only the subnet and

not the entire network by class.

Note: A wildcard mask is the inverse of a subnet mask. Example: The inverse of subnet
mask 255.255.255.252 is 0.0.0.3. To compute the inverse, subtract the subnet
mask from 255.255.255.255:

255.255.255.255
- 255.255.255.252 Subtract subnet mask

2. Enable the EIGRP routing protocol on all routers using the following commands:

Router0> enable

RouterO0# configure terminal

Router0 (config) # router eigrp 1

Router0 (config-router)# network 192.168.1.0 0.0.0.255
# network 10.0.0.0 0.255.255.255

# no auto-summary

Router0 (config-router

( )
( )
Router0 (config-router)
Router0 (config-router) # exit
Router0 (config) # exit
RouterO# write memory

o)

% The same steps apply to Router2 (AS2).
% Redistribution Router:

Router0> enable

Router0# configure terminal

Router0 (config) # router eigrp 1

Router0 (config-router) # network 10.0.0.0

Router0 (config-router)# no auto-summary
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Router0 (config-router)# redistribute eigrp 2

Router0 (config-router) # exit

Router0 (confiqg) # router eigrp 2
Router0 (config-router) # network 11.0.0.0

(

( )
Router0 (config-router)# no auto-summary
Router0 (config-router)# redistribute eigrp 1
( )

Router0 (config-router) # exit

3. Now, check the interconnection between PCs using the PING command. What do you

notice?

III.3 Training-related knowledge for topology 3

Topology 3: In this topology (Figure[.3), the network consists of three routers, three switches,
two serial cables, and three PCs. Each PC is connected to its respective router through a switch,
forming four separate local area networks (LANs). The routers are interconnected via a serial
link to enable communication between the two LANs. The goal of this configuration is to
establish communication between the two PCs by configuring EIGRP dynamic routing on the
routers. The IP addressing scheme used for this topology is presented in Table[.2]

dieall 1000 Area2

10.00.0

PCPT
FCo 192.168.1.0

Clock speed=2000000 b/s
192168.3.0

Figure .5: Network topology 3 for dynamic routing OSPF

Table .2: Router interfaces and network addressing for OSPF routing

Network Router Interface | IP Address Subnet Mask
LAN 1(192.168.1.0/24) | RO G0/0 192.168.1.1 255.255.255.0
LAN 2 (192.168.2.0/24) | R2 G0/0 192.168.2.1 255.255.255.0
Serial Link (10.0.0.0/30) | RO S0/0/0 10.0.0.1/10.0.0.2 | 255.255.255.xxx
Serial Link (10.0.0.0/30) | R2 S0/0/0 11.0.0.1/11.0.0.2 | 255.255.255.xxx
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1. First step is to configure IP addresses on the interfaces for the router and PCs using the

following commands:

Router0> enable

RouterO0# configure terminal

Router0 (config) # interface serial(0/0/0

Router0 (config-if)# ip address 10.0.0.0 255.0.0.0
Router0 (config—-if)# no shutdown

Router0 (config-if) # exit

% The same conf for all the interfaces of the routers.

2. Now, configure the basic and simple OSPF routing configuration and enable OSPF on all

routers (configure the clock speed on each serial interface).

3. Now, assuming that all routers are in a different OSPF area, each router will have infor-

mation about the costs associated with the links. Calculate the total cost of the path.

4. On Router R2, use the command show ip ospf neighbors. Which routers are

listed as neighbors?

5. What interface does R1 use to communicate with each neighbor?

Router( Configuration

Router0> enable

RouterO# configure terminal

Router0 (config) # router ospf 1

Router0 (config-router)# network 192.168.1.0 x.x.x.x area 1
Router0 (config-router)# network 10.0.0.0 x.x.xX.x area 1
Router0 (config-router) # exit

o)

% The same manner conf for Routerl.
Router1 Configuration

Routerl> enable

Routerl# configure terminal

Routerl (config) # router ospf 2

Routerl (config-router) # network 192.168.2.0 x.x.x.x area 0
# network 10.0.0.0 x.x.x.x area 1

(
Routerl (config-router
Routerl (config-router)# network 11.0.0.0 x.xX.x.X area 2
(

)
)
)
Routerl (config-router) # exit

6. Now, check the interconnection between PCs using the PING command. What do you

notice?
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III.4 Training-related knowledge for topology 4

Topology 4: In this topology (Figure [.6), the student will implement a large network OSPF

routing configuration.

Block: 200.1.1.0/24

Figure .6: Network topology 3 for dynamic routing OSPF

1. Configure the basic and simple network OSPF in this topology.

2. Check the interconnection between PCs using the PING command.

3. Explain the purpose of the clock rate command in the serial interface configuration.
4. Why do we use EIGRP instead of RIPv2?

5. Explain the purpose of OSPF in dynamic routing.

Conclusion

In this PW, the student investigated the implementation and behavior of dynamic routing proto-
cols, namely RIPv2, EIGRP, and OSPF, within different network topologies. The experiments
demonstrated how dynamic routing enables routers to automatically discover network paths and
update routing tables in response to topology changes or link failures.

By configuring RIPv2, the student observed the operation of a distance-vector protocol
based on hop count metrics and periodic updates, highlighting its simplicity as well as its limi-
tations in terms of convergence speed and scalability. The implementation of EIGRP illustrated
faster convergence and more efficient routing decisions through the use of composite metrics

and partial updates. OSPF configuration emphasized the advantages of a link-state protocol,
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including accurate topology awareness, cost-based path selection, and scalability through area
segmentation.

Connectivity tests and verification commands such as ping, show ip route, show
ip protocols, and show ip ospf neighbors confirmed correct routing behavior
and allowed the identification of protocol-specific characteristics. Failure and topology change
scenarios further demonstrated the adaptability and fault tolerance of dynamic routing compared
to static routing.

This PW reinforced the importance of dynamic routing protocols in modern networks, pro-
viding essential insight into protocol selection, network scalability, and efficient routing design

for small, medium, and large-scale network environments.
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General Conclusion

Throughout this practical workbook, we have explored both fundamental and advanced con-
cepts of network configuration and routing on Cisco devices. Starting from the basic configura-
tion of a switch (PW1), we progressively developed the skills required to manage VLANs and
efficiently segment networks (PW2), before enabling communication between VLANSs through
inter-VLAN routing (PW3). The network reliability was then addressed by implementing re-
dundant links (PW4) and enhancing bandwidth and fault tolerance using the EtherChannel
protocol (PW5). Finally, both static routing (PW6) and dynamic routing protocols, including
RIPv2, EIGRP, and OSPF (PW7), were configured and analyzed, allowing routers to automati-
cally learn routes and manage network traffic efficiently.

These practical works followed a logical and incremental learning approach, where each ex-
periment built upon the knowledge acquired in previous sessions. The students were exposed to
real-world networking scenarios that involve scalability, convergence, redundancy, and protocol
selection, which are essential aspects of modern network design. Through hands-on configura-
tion and verification using Cisco IOS commands, the students improved their ability to interpret
routing tables, diagnose connectivity issues, and understand the behavior of different routing
mechanisms under normal and failure conditions.

By completing this workbook, students gained practical experience in configuring, testing,
and troubleshooting network devices while reinforcing key theoretical concepts such as routing
metrics, administrative distance, load balancing, and fault tolerance. The integration of multiple
routing protocols and switching technologies provided a comprehensive view of how enterprise
networks operate in practice.

Ultimately, this practical workbook offers a solid foundation for advanced networking stud-
ies and real-world network deployment. Equip students with the technical skills, analytical
thinking, and confidence required to design, implement, and maintain reliable and scalable net-
works, while also serving as an effective preparation for professional networking careers and

Cisco certification pathways.
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List of Abbreviations

The following abbreviations and nomenclatures are used in this document:

BID Bridge ID

LAN Local area network

VLAN Virtual local area network

PC Personal computer

MAC Media access control

TFTP Trivial file transfer protocol

R&T Networks and telecommunications

IP Internet protocol

PING Packet Internet or Inter-Network Groper
MHT Microsoft HyperTerminal

VTY Virtual teletype

IP Internet protocole

TFTP Trivial file transfer protocol

SNMP Simple network management protocol
CLI Command line interface

I0S Internetwork operating system
NVRAM Non-volatile random-access memory
SVIs Switched virtual interfaces

STP Spanning tree protocol

Rapid-PVST Rapid per VLAN spanning tree

BPDU Bridge Protocol Data Units

LACP Link agregation control protocol

PAgP Port agregation protocol

CIDR Classless inter-domain routing

EIGRP Enhanced interior gateway routing protocol
VLSM Variable-length subnet masking

OSPF Open shortest path first

RIPv2 Routing information protocol version 2
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