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Abstract

Abstract

This thesis highlights the development of the alumni web application for the university of
laghouat using Angular and MySQL as development tools. The main goal of the alumni
website is to provide graduates with a platform to communicate, support each other, and access
various services, including alumni profiles, event pages, and a job board. To test and ensure
the high performance of the alumni application in effectively serving the alumni community
and handling different user loads, we used Apache JMeter, a tool for load testing. This allowed
us to evaluate the application’s performance under various load scenarios that closely resemble
real-world usage patterns. Performance was measured based on parameters such as response
time, throughput, and error rate. The results of the load testing in normal load scenarios
were satisfactory, as the system performed reliably without errors or failures. However, the
results of the load testing in high load scenarios were unsatisfactory. The application was
unable to handle the sudden load spike, resulting in increased response times, error rates, and
degraded performance of the application. To address these issues, load balancing was employed
to improve the overall performance, availability, and reliability of the alumni application. This

involved distributing network traffic among servers using the Apache JMeter simulator.

Keywords: Alumni, Web application, development, Angular, Load balancing (LB), load

testing, JMeter, Performance Measurement, Web Server.
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Abstract

Résumer
Cette these met en lumiere le développement de l'application web Alumni pour l'université
de laghouat en utilisant Angular et MySQL comme outils de développement. L’objectif
principal du site Web des diplomés est de fournir une plate-forme permettant aux diplomés de
communiquer, de se soutenir mutuellement et d’accéder a des services, notamment des profils
d’anciens étudiant, des pages d’événements et un tableau des offres d’emploi. Nous avons
effectué des tests et garanti les hautes performances de 'application pour servir efficacement la
communauté des anciens étudiant et gérer différentes charges d’utilisateurs. Nous avons utilisé
Apache JMeter, un outil de test de charge, pour évaluer les performances des applications dans
plusieurs scénarios de charge qui ressemblent étroitement aux modeles d’utilisation réels. Les
performances sont mesurées sur certains parametres tels que le temps de réponse, le débit et le
taux d’erreur. Les résultats des tests de charge dans des scénarios de charge normale étaient
satisfaisants, le systeme a fonctionné de maniere fiable sans erreurs ni pannes. Cependant,
les résultats des tests de charge dans les scénarios de charge élevée n’étaient pas satisfaisants.
L’application n’a pas été en mesure de gérer le pic de charge soudain, ce qui a entrainé une
augmentation des temps de réponse, du taux d’erreur et une dégradation des performances
de l'application. Pour résoudre ces problemes, nous avons utilisé 1’équilibrage de charge pour
améliorer les performances, la disponibilité et la fiabilité de I'application Alumni. Celle-ci

consiste a répartir le trafic réseau entre les serveurs a ’aide du simulateur Apache JMeter.

Mots clés: Alumni, Application Web, développement, Angular, Load balancing (LB), test

de charge, JMeter, Performance Measurement, Web Server.
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CHAPTER 1

GENERAL INTRODUCTION

1.1 Introduction

U V e live in a digital era where information is available at our fingertips, Also the internet
usage has been growing at a staggering rate. Internet users are browsing tremendously in search
for information. Over the past few years, the web world has transformed the ways we live and

work, It has increased convenience and enhanced our lifestyle.

In this context, to accomplish various goals, having a website that offers a seamless user
experience emerged, as a powerful tool. The universities worldwide have recognized the
importance of web development services to connect with a massive number of students and
enhance communication. A website allows students and alumni to easily access the necessary

information in real time, offering convenience and efficiency.

In nowadays, having a feature rich website is crucial for universities to effectively organize
events, facilitate job searches, and enable seamless communication through social networks. So
the development of an efficient and high-performing alumni website, has become a essential
concern for educational institutions globally.

In order to encourage connections, collaboration, and involvement among former students,
discuss professional possibilities, and contribute to the expansion and development of their

local communities, the alumni platform offers a valuable area for alumni.

This project focuses on the development of an alumni website for the university of laghouat
and explore the conceptualization, design, and implementation of an alumni site. The purpose

of this research is to examine how an alumni site can effectively connect graduates, provide
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valuable services, and support their personal and professional growth. The creation of an
alumni website makes use of MySQL, a popular database management system, and Angular, a

popular frontend framework known for its performance, robustness and adaptability.

As the alumni website gains popularity and more users access it at once, it becomes more
crucial to guarantee excellent performance and responsiveness. As a result, managing the
growing workload and dividing it equally among the resources at hand presents a challenge.
This is where load balancing enters the picture. A key component of the speed and scalability of
online applications is load balancing, which is the process of evenly dividing incoming network

traffic among a number of backend servers.

This thesis main goal is to examine load balancing techniques and how they affect the alumni
website’s performance. Using Apache JMeter, an open source Java application created to load
test functional behavior and analyze performance metrics like response time, throughput, and

error rates of the load-balanced system, one may simulate various load scenarios.

This study has a good reflection for the design and improvement of alumni websites because
it addresses the need for an effective load balancing solution in the context of the websites
by evenly distributing network traffic among a variety of resources that improve the website’s

responsiveness, availability, and user satisfaction.

1.2 Problem Statement

Nowadays, high-traffic websites must serve hundreds of thousands, if not millions of simulta-
neous request from users and delivering the appropriate reply. Those replies consist of images,
texts, videos, audio and application data, all in a fast and reliable manner. Therefore, web
developers try to generate powerful structures and efficient systems for web servers in order to

satisfy internet users and the web servers from being overworked[1].

As the alumni network grows and demand increases, the performance and scalability of the
alumni website become critical factors in providing a seamless user experience. Therefore, it
becomes challenging to manage the total traffic with growing users. In order to handle this
high traffic one simple solution is to add number of servers to handle requests. However, this
approach can lead to an uneven workload distribution, with some servers being heavily loaded

while others are underutilized. Achieving a balanced distribution of user requests across all
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servers becomes a challenge here.

The absence of a load balancing mechanism poses several problems for the alumni website

These are some of the main problems:

1. Inefficient Workload Distribution: This arises from the absence of a load balancing
mechanism, leading to an uneven distribution of user requests across the available servers.
This may lead to some servers become overloaded, while others are underutilized, leading

to degraded performance and increased response times.

2. Scalability Challenges: As the user number increases or during peak periods, the
website’s ability to effectively handle a larger volume of concurrent users becomes limited

due to the lack of load balancing.

3. Risk of Downtime and Poor User Experience: The absence of a load balancing
mechanism increases the risk of server failures and downtime, which can disrupt the web-

site’s availability and negatively impact the user experience and limit their satisfaction.

To address these issues, the implementation of a load balancing mechanism is necessary. The
main purpose is preventing a server overload and maintaining a healthy amount of activity in
each server and to ensure the alumni website’s optimal performance, scalability, and availability,
the load balancing mechanism will help maximize resource utilization, reduce response times,
and reduce the risks associated with sudden increases in traffic and server failures. Therefore,
the primary objective of this thesis is to design and implement a robust load balancing strategy

for the alumni website using Angular, MySQL, and JMeter simulator.

1.3 Thesis Organization

e Chapter 1:
the first chapter provides an introduction to the thesis and presents an overview of the

research objectives, problem statement, and the organization and structure of the thesis.

e Chapter 2: Generalities on load balancing
The The Generalities on load balancing chapter illustrates the research on load balancing
concepts, techniques, and their application in web servers and the cloud. It also explores

different type of load balancers and algorithms.
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e Chapter 3: Design of the Alumni application
This chapter, provides an overview of the front-end implementation in Angular, including

the user interface design.

e Chapter 4: Development of the Alumni application
It discusses the integration of the MySQL database as the back-end, outlining the database

schema.

e Chapter 5: The Methodology, Results and Analysis
In this chapter, by using Apache JMeter as test tool we can describes the load testing
methodology, including the configuration of test scenarios. Also, the results gained from
the load testing experiments are presented and analyzed. It includes a test of performance
metrics such as response time, throughput, and error rates. The chapter also describes
the load balancing techniques, providing a look into the efficiency of the load balancing in

improving performance and scalability.

e Chapter 6: Conclusion and Future Work
In this chapter, the importance of the study and its contributions the load balancing in
web applications are highlighted. By summarizes the main findings of the research and
draws conclusions from the facts and analysis. The chapter advises changes to the load
balancing technology utilized by the alumni website and offers suggestions for prospective

new study areas.



CHAPTER 2

GENERALITIES ON LOAD BALANCING

2.1 Introduction

Modern high traffic websites face the challenge of handling numerous concurrent requests
from users or clients and delivering the appropriate content quickly and reliably. To effectively
manage such high volumes, a recommended approach in modern computing involves adding
more servers. To optimize performance and assure even workload distribution, a load balancer
is typically deployed in front of these servers. The load balancer routes client requests across all
available servers, maximizing speed and capacity utilization whilst forbidding any single server
from becoming overloaded and degrading performance. In the case of a server fail, the load
balancer automatically redirects traffic to the residual online servers. Also, when a new server
is added to the server group, the load balancer seamlessly starts directing requests to it. In
simpler terms, the load balancer acts as a traffic manager, evenly distributing requests among
servers for efficient and reliable website performance [2]. By gaining a clear understanding of
load balancing concepts and its role, we can truly appreciate the significant impact it has on
website.

In this chapter, we will take a look at load balancing concepts and techniques. First, we will

see the load balancing in web applications and its benefits. Lastly,load balancing in cloud.

2.2 Load Balancing Concepts and techniques

A fundamental procedure that involves distributing network traffic among several servers
is load balancing. Its main objective is to ensure that no single server is overloaded with
demand.[3] By distributing the workload, load balancing enhances the performance and

accessibility of apps, websites, databases, and other computing resources. It is also commonly
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used for other services such as File Transfer Protocol (FTP) sites and Domain Name System
(DNS) servers[4].

From the user’s perspective, load balancing acts as an imperceptible intermediary between a
client and a collection of servers. It operates at different layers of the network, typically at

layers 4-7.

The layer 4 directing traffic based on network data and transport layer protocols,( IP
address and TCP port). Layer 7 expands load balancing with content switching, enabling
routing choices based on elements including HTTP headers, UUIDs, SSL session IDs, and
HTML form data. L4 and L7 capabilities are expanded to servers at other sites through Global
Server Load Balancing (GSLB)[5].

2.2.1 load balancers

The load balancing is facilitated by an application or device known as a load balancer. Load
balancer role is to manage the flow of requests between the server and devices and it’s used
to increase capacity (concurrent users) and reliability of applications[7]. The LB can take the
form of either hardware-based or software-based . Hardware load balancers necessitate the
installation of a specialized device dedicated to load balancing tasks. Conversely, software-based
load balancers can be deployed on various platforms such as servers, virtual machines, or within
cloud environments.

LB’s employs a predetermined pattern, referred to as a load balancing algorithm or method,
to distribute traffic evenly among servers. Various algorithms utilize distinct techniques to

manage this process|8].

In today’s modern application, load balancers have become indispensable components, as
they not only ensure efficient traffic distribution but also offer functionalities such as security

and application acceleration.

2.2.2 Basics of load balancer

Load balancers sit between the application servers and the users on the internet.Once the load
balancer receives a request, it determines which server in a pool is available and then routes the

request to that server[4].

e The client( application or browser) initiates a request and tries to connect with a server.
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e A load balancer receives the request and based on one of the algorithms, It routes the re-
quest to one of the servers that is available in a servers group.The load balancer implements

this routing operation at the same time for all incoming requests.

e The selected server receives the connection request and responds to the client through the

load balancer.

e The load balancer receives the response and matches the client’s IP address with that of

the specified server. Then the response is forwarded to the client[4].

2.2.3 Hardware vs software load balancers

Hardware load balancers are physical devices or appliances that direct traffic to servers based

on criteria such as existing connections, processor utilization, and server performance.

Hardware load balancers include proprietary firmware that requires maintenance and up-
dates as new versions and security patches are released. Hardware load balancers typically offer
better performance and control, but require some level of proficiency for proper management
and maintenance. These load balancers are less flexible and scalable, so there is a tendency to

over provision hardware load balancers[4].

Software load balancers usually are easier to deploy than hardware versions. They also
tend to be more cost effective and flexible, and they are used in conjunction with software
development environments. The software approach gives you the flexibility of configuring the
load balancer to your environment’s specific needs. The boost in flexibility may come at the
cost of having to do more work to set up the load balancer. Compared to hardware versions,
which offer more of a closed-box approach, software balancers give you more freedom to make

changes and upgrades|[4].

2.2.4 Types of load balancers

1. Network Load Balancer ( Layer 4 Load Balancer )

Based on the network variables like IP address and destination ports[9][10], network
load balancing is the distribution of traffic at the transport level through the routing
decisions. Based on the packet header. Specifically, they looked at the 5-tuple source
IP, destination IP, source port, destination port, and IP protocol. This is the entry

of the network server load balancer or Layer 4 load balancer. Network Load Balanc-
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ing cares only about the network layer information and directs the traffic on this basis only.

2. Application Load Balancer ( Layer 7 Load Balancer )

These load balancers distributes the requests based on multiple parameters at the
application level[9][10]. These load balancers look at the content such as the URL, HTTP
header, and other things to make load balancing decisions and distributes the server load

based on the decision arising from a combination of several variables.

3. Global Server Load Balancer( layer 4-7 Load Balancer )

Global server load balancing (GSLB) is actually a different technology than the tradi-
tional layer 4-7 load balancer[9][10]. GSLB is based on DNS and acts as a DNS proxy
to provide responses based on GSLB load balancing algorithms in real time. A global
load balancer is designed to distribute traffic across multiple data centers or regions. It
considers factors like user location, latency, and server availability to direct requests to the

nearest or least loaded data center.

2.3 Load balancing algorithms

A load balancing algorithm serves as the logic implemented in a load balancer to distribute
network traffic across servers. Two primary methods exist for load balancing algorithms, dynamic
and static. Dynamic load balancing algorithms consider the current state of each server and
distribute traffic accordingly. On the other hand , static load balancing algorithms distribute
traffic without factoring in server states. Some static algorithms send an equal amount of traffic

to each server in a group[14][8].
1. Static load balancing algorithms

e Round robin load balancing:

spreading client information across a group of servers .Is the approach of Round
robin algorithm ,this technique is followed in a small network where servers are
limited.
In this algorithm we have multiple clients and servers, when a client initiates request
and passes it to the server, the first server is allocated to the request, when the

second request is initiated it is allocated to the second server and third request come
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to the third server, but if server receive fourth request then it is allocated to the
first server and create a ring type allocationv, the number of requests that can be

processed is a limitation of the server[11].

e Weighted round robin:

Allows an administrator to assign different weights to each server. Servers deemed
capable of handle more traffic will receive slightly more[12], the weights can be
assigned based on factors such as server processing power or total bandwidth or can

be configured in DNS records.

e source IP hash:

The source IP hash load balancing algorithm uses the client’s source and desti-
nation IP addresses to generate a unique hash key to tie the client to a particular
server[13]. As the key can be regenerated if the session is interrupted, this method
of load balancing can ensure that the client is directed to the same server that it was

using previously.

o fixed weighting load balancing:

In the fixed weighting algorithm, The administrator assigns a weight to each server
based on criteria representing each server’s relative traffic handling capability[14].
The server with the highest weight will receive all of the traffic, if the highest
weight server fails, all traffic will be passed to the next highest weight application
server. The algorithm does not consider the current state or capacity of the servers,

instead, it follows a predetermined distribution pattern based on the assigned weights.

2. Dynamic load balancing algorithms

e Least connection:

In cases where application servers have similar specifications[15], one server may
get overloaded due to longer-lived connections. This algorithm considers the dynamic

connection load and doesn’t send requests to servers that cannot handle them.Checks

9
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which servers have the fewest connections open at the time and sends traffic to those

servers. This assumes all connections require roughly equal processing power.

o Weighted least connection:

Weighted least connection extends the least connection algorithm[15], to account
for differing application server characteristics,it gives administrators the ability
to assign different weights to each server based on relative processing power and
available resources. Load balancing decisions get based on active connections and

the assigned server weights

e Weighted response time:

Calculates Averages response time for each server and combines it with the
number of connections opened by each server to determine where to send traffic. By
sending traffic to the servers with the fastest response time, the algorithm ensures

faster service for users[14].

e Resource-based:

load balancing makes decisions based on status indicators retrieved by the load
balancer from the application servers. Utilising Specialized software called an
7agent”, an agent running on each server measures server’s available CPU and
memory. Then, The load balancer distributes load based on what resources each

server has available at the time[14].

e URL Hash load balancing;:

The URL hash load balancing algorithm is similar to the source IP hashing, except
that the hash created is based on the URL in the client request. This ensures that
any client requests to a particular URL always go to the same back-end server[15].
By consistently routing requests to the same server, the URL Hash algorithm can be
useful for maintaining session persistence or ensuring that certain resources or data

associated with a particular URL are consistently served by the same server.
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2.4 Load Balancing in Web Applications servers

In web application servers the load balancers are positioned between the backend servers and
the firewall. This strategic placement allows the LB to distribute client requests among the
available servers, enabling efficient handling of high traffic scenarios without experiencing any
downtime and ensuring the efficient utilization of resources, maximize throughput and improve

the performance and availability of the web application[16].

2.4.1 Benefits of Load Balancing on Web Servers

e Reducing downtime :

By implementing load balancers, downtime can be significantly minimized[16]. Load
balancers can prevent scenarios such as server overload, which can be caused by factors
like DDoS attacks, excessive traffic, or malfunctioning servers. Additionally, load balancers
support maintenance activities by redirecting traffic to other servers, ensuring that the
application stays online. In the event of a failure, load balancers offer built-in redundancy

by redirecting traffic to a backup system while the servers are being recovered.

e Improving scalability :

For enhancing the scalability of websites the Load balancers play a crucial role in
that[16], allowing them to perform well even during periods of heavy traffic. They
efficiently distribute traffic across available servers, improving the capacity of the existing

infrastructure. This approach offers a more effective way to enhance scalability

e Health checks :

The load balancers check the health of individual servers on an ongoing basis. in case
of one server becomes unresponsive or breakdown, it will be detected by health checks
and automatically the load balancer forwards and send traffic to the healthy servers. This

ensures that users experience minimal disruptions in the case of a server failure[16].

e SSL termination:

The load balancer can handle SSL/TLS encryption and decryption, taking this

computation-heavy task off the servers. So they can focus on processing application logic
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and improving performance[16].

e Enhancing security :

Load balancers provide a layer of security for network systems[15]. They filter and
redirect malicious traffic from attackes. This helps protect the system from potential

security breaches and strengthens the network system’s security layer.

2.5 Cloud load balancing

Cloud load balancing, is a software-based load balancing service that distributes traffic
between multiple cloud servers[17]. Many cloud providers allow customers to rent load
balancing services on an as-needed basis, rather than configuring and maintaining dedicated
on-premise appliances to route their traffic themselves, This process is often referred to as load

balancing-as-a-service (LBaaS).

2.5.1 Load Balancer as a Service (LBaaS)

Load Balancer as a Service (LBaaS) is a cloud computing service that provides load balancing
functionality. LBaaS uses advances in load balancing technology to meet the agility and
application traffic demands of organizations implementing private cloud infrastructure. Using
an as-a-service model[18]. LBaaS simplifies the process of implementing and managing load
balancing infrastructure by providing a cloud-based solution. users can leverage LBaaS to

provision and manage load balancers through an intuitive web interface or API.

Benefits of Load Balancing as a service

e Multi-cloud and reliabtility :
The reliabtility of applications enhances by LBaaS, where it’s distributing traffic across
multiple cloud providers,in the case of a cloud provider is breakdown , LBaaS pass traffic

to other available clouds, making the uninterrupted service and minimizing downtime [18].

e Reduced costs :
LBaas requires less time , internal resources, than hardware appliances. It also has easy
configuration. Administrators can easily define load balancing algorithms, settings, health

checks, and other options[20].
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e Scalability :
LBaaS can provide the capability to add more servers to the server pool automatically,

manage high traffic and ensur efficient utilization of resources [19].

2.6 Conclusion

In this chapter, we gained a clear understanding of the concepts, types and techniques of load
balancing. Then, we explored the crucial role of load balancing in web applications. Next, We
highlighted the load balancing in cloud environments, LBaaS and it’s benefits in the cloud.

In the next chapter, we will delve into the design of the Alumni Application. Our exploration
will begin by delving into the Requirements Specification. Then, we will shift our focus to the
analysis and design phase, where we will utilize UML as a tool to design the Application. Finally,

we will proceed to the design of our alumni application.
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CHAPTER 3

DESIGN OF THE ALUMNI APPLICATION

3.1 Introduction

The objective for designing the Alumni application is the connection and support among grad-
uates through an Alumni platform. Its main purpose is to provide a space where Alumnies can
interact with each other and access different features. The alumni profile is one of the most im-
portant components, which allows users to create personal profiles highlighting their educational
background and other relevant information. This feature alow Alumni to connect and network
with graduates who share similar career path or interest. The application also involves event
pages, where users can find information about upcoming reunions, social gatherings, and other
events organized. Additionally, the job board provids alumnies with access to job opportuni-
ties. Through these features, the Alumni application aims to facilitate meaningful connections,
enhance the Alumni experience, and support professional growth. In this chapter, we will begin
by identifying the functional and non-functional requirements. Then, We will move on to the
analysis and design phase, using UML as our tool for visualizing the application’s structure.

Finally, We will explore the design of the application.

3.2 Requirements Specification

In this part and in order to identify the services that our site must provide, we will detail the

specific requirements which consist of functional needs and non-functional needs.

3.2.1 Functional Needs

e User registration : Alumni application allows users to sign up for accounts and verify them

to ensure secure access.
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e Email validation : The application check the validity and ownership of user email addresses
to make sure they belong to the right users. The application will also verify if the email

address follows the correct syntax format (user-name@univ-lugh.dz).

e Profile Management : The alumni profiles include personal information, educational back-
ground, and employment history. The application allows users to manage their profiles by

provide some action (edite and publish ).

e Data Validation : To make sure that data entered into the system is valid,The application

verify the user inputs.
e Communication : The application allows users to communicate with other graduates.

e Event Management : Allow the administrator(alumni) the ability to organize and advertise

events with a clear alumni focus, such as conferences and reunions.

e Job Board : The application provide a function on the job platform where employers can

post jobs that are only open to graduates, and users can browse and apply for those jobs.

e CV Creation Interface : Application give a user-friendly interface for formatting and

preparing CVs.

e Alumni Success Stories : The application allows the alumni to post their success stories

to demonstrate their accomplishments and contributions to their fields.

3.2.2 Non-functional Needs

e Performance : The application program operates effectively and reacts quickly to user

inputs to make an easy-to-use experience.

e Scalability : The application is create with capacity to handle an increasing volume of

users, data, and concurrent activities.

e Security : To safeguard alumni data, the application stop unauthorized access, and guar-

antee the confidentiality, integrity, and availability of the application.

e Maintainability : With a modular and well-documented codebase(Angular) the application

is designed to make it easier to maintain, update, and add new features in the future.
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3.3 Analysis and design phase

3.3.1 Unified Modeling Language (UML)

UML is a standardized modeling language that can be used by all object-oriented methods,
consisting of an integrated set of diagrams, developed to help system and software developers
for specifying, visualizing and documenting the artifacts of software systems. UML uses mostly
graphical notations to express the design of software projects, the UML goal is The creation of

an abstract language that should be human-understandable and machine-interpretable[21].

UML Diagram Types

There are two main categories, structure and behavioral diagrams.

1.Structure Diagrams

e Class Diagram
e Component Diagram
e Deployment Diagram

e Object Diagram

2.Behavioral Diagrams

e Use Case Diagram

o Activity Diagram

e Sequence Diagram

e State Machine Diagram[22].

3.3.2 Design of our Alumni application

This section deals with the design phase of alumni application,this design plays an important
role in shaping the functionality and user experience with the application.
To design diagrams for the application, we will utilize StarUML.
StarUML is a software modeling tool that allows us to create various types of diagrams using

the Unified Modeling Language (UML)[26].
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Class Diagram

Class diagram in UML describes the structure of a system by showing the system’s classes,

their attributes, operations, and the relationships between objects[25].

User
-Id-user
-Email
-password
-User name
-Role
+Login()
+Logout() 1
+Register()
+ResetPassword()
+Create()
Career
-ldcareer 1
-Title
-Text
-Image
+Post()
+Edit()
+Delete()
Message
-ldmessage
-ld-sender
-ld-reciever
-Subject
-Massage
-Timea
+Send()
+Delete()
+Recieve()

Use Case Diagram

The use case diagram shows people who use the system, it gives a graphical overview of the

actors involved in the system, the different functions needed by those actors and how these

functions interact.

Figure 3.1: Class Diagram

Profile

-Id-profile

-Email

-First name
-Last name
-BirthdayDate
-PhoneNumber
-Image
-Speciality
-YearsOfStudy
-YoinedUnivDate
-Deploma holder
-Bio

+create()

+edit()
+delete()

Post

Post

-Idpublish
-Text
-Image

+Post()
+Edit()
+Delete()

17

cv

-ldev

-Contact Information
-Education

-Work Experience

1 |-Skills

Has +Create()
+Edit()
+Upload()

-Post Job
-Idjob
1 | -Domain
-Title
-Description
-Status
-Date
+Post-job()
+Delete-job()
+Edit-job()
Event

-ldevent

-Title

-Description

-Image

-Time

+Post()

+Delete()

+Edit()
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Manage the profile

Administrat

Alumni

Contact an alumni
Reset password

“““winclude» '_.-""

«include»

Verify Permission granted

Alumni site

+... «include»

................................ Authentication

winclude» """

. oifidiudes .-

Figure 3.2: Diagram for an alumni
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Sequence Diagram

A sequence diagram in UML illustrates the sequence of messages between objects in an
interaction.A sequence diagram consists of objects that are represented by lifelines, and the

messages that they exchange over time during the interaction[24].

sd Sign Up ]

;

Lifelinel: Alumni

1: Register

3 :
i 2: Display registration form(required universitty email) |

3 : Enter registration details(username, email, password) ! 4 [alt] - Valid input data

P e e e e oot e o Y e e e | |
5 : Display error message(invalid inputs) E & [else] - not valid input data
71 send datalin save : 3 save data L ) [alt] - user exist
: R R TR TPt SPLECEEEEELE ]
et T PR L LR LELED] 10 - user alredy exist 3 [else] : user not exist
< 12 - Display error message(this usar aready exist) J( 11 - user alredy exist

;( ------------------------------------------- LR l?l" EI-S-E-f-a :ilé‘S‘é\Te‘d’ ........... ;

15 : user account created

16 : Display message(account creat succesfully)

Figure 3.3: Sign up Sequence Diagram
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sd Log IN J

X

Actorl: Alumni

1: To Connect

4 [alf] : not Valid input data H ;
[ R L O A O : :
i~ 5: Display error message(invalid inputs) 6 [else]  valid input data : :
7 : send the email and password ! 8 - verify if the user exist

9 [alt] : the user exist

12 [else] - user does't exist

UTB Display Login succesfully and store the JWT

R  Displayioser not swist fry agan) !

Figure 3.4: Login Sequence Diagram

sd Edit Profils

X

Lifelinel: Alumni

1: Request to edit profile

| | 2 - Request for profile information | :
----------------------------------------------------- ; "4~ Retrieve current profile information U

: 5 : current profile information :

7 - Enter updated profile information & [alt] : Validate information
9 : send to Update the data H

U 10: Updats the data

...................................................... Mt

17 data updated H 11 : data updated '

Figure 3.5: Edit Profile Sequence Diagram
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sd Publish event J

A

Actor: Administrator H :

1: Create a new event post

e I

H 2 : Display event creation form

: 3 - Fill in event details in the form : : :

4 [alt] - Mot valid entries '

' 5 : Display msg error(invalid entries) 6 [else] - Valid entries

! 7 :send information to save H 8 - Save information event

WL 0

9 : information event saved

: 11 : confirmation msg(event posted)

Figure 3.6: Publish Event Sequence Diagram

sd Search alumni J

A

Lifelinel: Actorl

1 : Search Alumni profile

rUs

3 : Enter alumni user name

| | 5 : select information of user name

6 [alt] : User not Exist

10 [else] : User Exist

I 12 - list of matchinh alumni usemame  + L1 : Retrieve list of matchinh alumni username
i 13 : Disply list of matchinh alumni username ! H

14 : Select UserName from the list

U 15 : send the id of user name selected
H U 16 : Retrieve user information

) o :

----------------- LR L PR PP 17 : return user information
18 : user information H

Figure 3.7: Search Alumni Sequence Diagram

21




Chapitre 3 Design of the Alumni Application

sd Publish Job
i

Actor: Alumni : : :
H 1: Create a new job posting

2 : Display job creation form

3 : Fillin job details in the form

4 [alt] : not valid entries
[P RR R demdat edendmabad : :
H 5 : Display error message(invalid entreis) | H H
: 6 [else] : valid entries : :
7 : send information to save

8 - save information for post job
: JE B e e g e e g P S s I_l
LIS N S | O e L v 9 " information job saved ;

%500 S e e e 5 s s 10 : information job saved
: 11 : confirmation message(job created)

Figure 3.8: Publish Job Sequence Diagram

sd Search Job )

Actor: Alumni
; 1: select job domain to search job

3 U 2 - send domain select :

3

i | | 3 : Refrieve matching job postings

<
4 - Return matching job list not closed

6 : Display job list of matching domain

! 7 : chose job and click apply button

L! & : send id-job and id-profile

; : U 9 : to the application list
z s IEEEEEEEEEEEES
' A S R A 10 : saved succesfully

O et Tttt bl et el Aottt bt Rt letele J.(']_‘l : information saved succesfully .:
12 - your application is taken into account | H

Figure 3.9: search Job Sequence Diagram
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sd CreaiCV J

R

Lifelinel: Alumni
H 1: Start creating CV

2 : Display CV form to fill in

4 - Fillin the CV form

3 [alt] : not Valid entries
5 [else] - valid entries

6 : create cv 7 : save the Cvdata

9 : Generate the CV s data H

R P ey S o L P s e |_< """"" B B e T I—I

Figure 3.10: Create CV Sequence Diagram

sd message )

R

Actorl: Alumni
1: sendinviteMsg

R

Actor2: Alumni

5 : checklnvites :

6 1 select invites msg : i

T - retreiv invites

10 : create conversation

I T O ] :

11 : messenger created !

13-_-S-F|[-];M-M-E-S-é;-g-e----------------------------->E

L_I 15:
N e e e e B o o B 1 L B o e B T B e e e i

establishContact

A 4-messagesand -

f 12 : showMessage

e[| oecs 2 ernenns

14 : iniiateContact

: 17 : message not shown LJ
| LG GEEL L LT

16 : reject invite H

Figure 3.11

: Messaging Sequence Diagram
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3.4 Conclusion

In this chapter we first dissected the needs in terms of requirements of the application which
are functional and non-functional. Then we modeled the application using UML diagrams. In
the next chapter, we will move to the development of the application and delve in the detailed

description of the architectural aspect of the application.
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CHAPTER 4

DEVELOPMENT OF THE ALUMNI APPLICATION

4.1 Introduction

The purpose of this chapter is to display the complete work of Alumni application. First,
we present the environment and the different development tools used. Secondly, we will see the
security measures for Alumni application.Lastly, we will illustrate the realization of our work

through screenshots of the most important interfaces of our application.

4.2 Environment and Development Tools
MySQL

MySQL, the most popular Open Source SQL database management system, is a software or
service used to create and manage databases based on a relational model , is developed and

distributed by Oracle Corporation[27].
PhpMyAdmin

PhpMyAdmin is a free software tool written in PHP, The main purpose of phpMyAdmin is to
handle the administration of MySQL over the Web. It also provides a wide range of operations

on MySQL and MariaDB|28].

Postman

Postman is an API platform thet offers tools for building, testing and using APIs. It provides
features to create requests, define parameters, and specify headers and authentication methods,

that allows developers to design and document APIs[29].
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Angular

Angular is an open-source javaScript framework written in TypeScript, supported and de-
veloped by Google, it is for developing Single-page Web Applications (SPAs) using HTML and
TypeScript[30].

HTML

HTML stands for hypertext markup language. Html made of keywords and commands that
web designers use for creating websites, it’s provides the structure or the way text, pictures, and

so on will appear on the website [33].

Css

CSS, It is a style sheet language which is used to describe the look and formatting of a

document written in markup language to change the style of web pages and user interfaces[31].

Typescript

TypeScript is a object-oriented, compiled programming language that builds on JavaScript,

that allows to implement complex features on web pages[32].

Bootstrap 5

Bootstrap is a open source and free CSS framework that was designed for creating responsive
websites. This framework was developed using HTML, CSS, and JavaScript, and consists of

templates for creating various elements|33].

Angular Material

Angular Material is a Ul library component, it is specially designed and developed for An-
gularJS developers in 2014. It helps to design the application in a structured manner. Its
components help to construct attractive, consistent, and functional web pages and web applica-

tions [34].
VS code

Visual Studio Code is a lightweight but powerful source code editor which runs on desktop.
It comes with built in support for JavaScript, TypeScript and Node.js. It’s has a rich ecosystem
of extensions for other languages and runtimes such as C++, C, Java, Python and PHP[35].
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4.2.1 Security Measures for Alumni application

The alumni application has security measures in place to improve data safety, with a focus on
authentication with JSON Web Tokens (JWT), password hashing and preventing SQL injection

attacks.

1. Authentication with JSON Web Tokens (JWT) JSON Web Token (JWT) is an open
standard (RFC 7519) that determine a compact and self-contained method for securely
transmitting information between parties as a JSON object[46]. Implementation
In successful login of the user, the server creates a JW'T containing encrypted user infor-
mation and a signature to ensure its integrity. Then the token sent to the client and stored
and included in following requests. With each demand, the server verifies the authenticity

of the JWT to grant access to protected resources and ensure the authenticated.

2. Hashing Passwords
Password hashing is an essential security feature used to safeguard user credentials saved
in the database of the alumni site. In order to make it harder for bad actors to recover
the original passwords even if the database is stolen, it entails turning passwords into

irreversible cryptographic representations[37].

Implementation
To store user passwords hashing. The alumni application use an industry standard and
strong hashing algorithm. The original password is never preserved, only the hashed

password is kept in the database.

3. Guarding Against SQL Injection
A common security flaw known as SQL injection happens when an attacker modifies
input data to run malicious SQL queries, potentially obtaining access to the database or
impairing its integrity. Protecting the data on the alumni site requires preventing SQL

injection[38].

Implementation
Alumni application has included strong input validation methods To strengthen security
safeguards against SQL injection threats by carefully review user inputs and look for the

presence of potentially dangerous characters, particularly single quotes(’).
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4.3 Presentation of Alumni application
Sign in
This page allows users of Alumni laghouat to log in by entering their credentials (username

and email).

Alumni Laghouat

Login
Email:
Enter email

Password:

Enter password

New user? Click to Signup

Forget Password?

Figure 4.1: Sign In Page

Sing Up

This page enables a new users of alumni laghouat to create an account by providing the email

of the university and user name.

Alumni Laghouat m

Sign Up

Enter email
Username:

Enter username
Password:

Enter password

Sign Up

Already have an account? Log in

Figure 4.2: Sign Up Page
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Home Page

This home page is the central hub that provides an overview of all the pages available in the

alumni project, including event information, job listings, alumni success stories, and more.
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Alumni Laghauat

Alumni Laghouat

als0 known as an alumni network or alumni association
website, is an enline platform dedicated to connecting and
engaging lormer students of a particular educational

institution, F .

The atumnl assacation website for Amsar Telldjl unlversité,

IV P W
1 ot e

e

Upcoming Events

Inarmatian abaut Upcoming evants, raurions. or netwarking
opperunisies for slumni ko soareet with 2ach olher

Sow mare 3

Find the right job or internship for you

With the Gpen To Viork feature, you can privately tell recruiters or
publicly share with the Alumai community that you are looking for
new job epportunites,

Find Job

Post you job for Alumni to see

Alumni Interview

5 an aeocmplished researcher In the fiekd of medical Imaging arvd

f% 7’ Dr. Amniar Boumazbeur's primary area of focus is the
nd application of i techniques
for studying brain function

Or. Amar Baumezoeur

my See His Story
&
Ut Irik Suaa
ez tazstask contont
Mo e
Hed e lirked
cluri s gl e
A b
stow el
ity T G Elieates ® @ f

Figure 4.3: Home Page
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Edit Profile page

This page enables alumni to personalize and update their information, including profile picture

and university details.

Personal Details

Username

‘ fadila azizi

Phone number

| oo——

birthday*
4/20/2000

JPG or PNG

MM/DD/YYYY

change image speciality* Academic Level*

Bio Computer Science v Fifth Year

I'm Fadila Azizi, a -

computing science .

diploma holder. With a -

strong foundation in the University Admission Date™
_field. Thave develoned 14

9/30/2018

MM/DD/YYYY

diploma holder!

Update

Figure 4.4: Edit Profile page
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Alumni Profile

This page show individual profiles of alumni with relevant information of university.

= Université Amar Telidji-Laghcuat

Alumni Laghouat Home Events News - Profile chat Aboutus Contactus Legout

Search profile Q

— -

fadila azizi [@ ecit profile= [ il v
Alumni

About you Whats on your mind... University details
| am Fadila Azizi, a v EMAIL:
computing science diploma a w9 m fadilaazizi@univ-lagh.dz
haolder. With a strong
foundation in the field, | DATE JOINED
have developed skills in UNIVERSITY:
wee

j2-Destination inconnu
3-Changement de bus

M: and
Maile app e Bus

) Like [ Comment

Figure 4.5: Alumni Profile Page
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Events interface

This page allows the adminstrators to publish events and displays information about past or

upcoming events about the university of laghouat.

iversité Amar Tel

Alumni Laghouat Home Events News - Profile Chat Aboutus Contactus Logout

search
2023-06-22 at 08:00 + Create post

(¢
l', Igniting Innavation: The University Research Symposium

‘.-h"\ Post Title*

Discover groundbreaking research and innovation at the

€
I q | n. ﬂ University Research Symposium. z

Location: Alger

Created: 2023-06-14 01:16:59 Post body*
%
2023-06-11 at 10:00
’ Date* cal
. 2 % Empowering Minds: Leadership Conference ]
b Y -
7'L ] Join aspiring leaders and industry experts at the University
A - % Leadership Conference. Lo
e )+ V4 Location: Laghouat
. épg\ff
e Created: 2023-05-21 20:38:52 m

Choisir un fichier [ Aucun fichier n'a été sélectionné
2023-06-09 at 08:00

Oﬁo Unleashing Creativity: The Annual University Arts Festival Post

m Join us at the Annual University Arts Festival for a

captivating showcase of creativity and talent.

Location: Oran

ALUMNI
ASSOCIATION

Created: 2023-05-15 21:02

2023-05-30 at 14:00

3 v v 5& .
% ey
)3 a"gmj Connecting Careers: The University Career Fair i‘
-~
ey . B
B

Step into a world of endless opportunities at the University
i’ . - .
C h Career Fair. Connect with top companies

Location: Alger

Created: 2023-05-15 01:24

2023-05-20 at 09:00

Celebrating Diversity

Celebrate the rich tapestry of cultures at the University
Cultural Extravaganza.

Location: Laghouat

Created: 2023-05-15 00:48

Previous 2 3 Next

Privacy policy Terms & Condition ~ Security Information ¥ in 8 f

Figure 4.6: Event Page
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Jobs interface

This page provides a platform for alumni to publish, search for job opportunities and appky

for job.

fadila azizi
fadilaazizi@univ-lagh.dz

Job Pasition Job Title:

Software Developer Software Developer

Job status Job Deseription:

Open We are seeking a highly skilled and
motivated Software Developer to join

Figure 4.7: Publish Jobs Page

Alumni Laghouat Home Events News v Profile chat Aboutus Contactus Logout

Search job Post job
Software Developer s 0K -
Name Title of Job Poster  Discription Status Date Interested

fadilaazizi@univ-
lagh.dz

dalia rayane Senior Software Alumni  We have an opening for a Senior ~ Open Postev

fadila azizi Software Alumni  We are seeking a highly skilled Open o
. Developer and motivated Soft

dailarayene@univ- Developer Software Developer

lagh.dz

khadija gourine Junior Software Alumni  We are seeking a motivated Open
@ khadija.inf@univ- Developer Junior Software Develop

lagh.dz

Figure 4.8: List Job Page

34



Chapitre 4 Development of the Alumni application

Application jobs

This page provides alumni who post a job with the ability to see users who have applied for

their jobs.

View application job

. dalia rayenee dailarayene@univ-lagh.dz
Computer Science

Applied on:16/26/2023

& khadija gourine  khadija.inf@univ-lagh.dz
Engineering

Applied on:16/26/2023

Figure 4.9: Application Jobs Page
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Page Careers

This page allows alumnis to publish the thier success stories and display them, this page

inspiring current and future alumni.

Alumni Laghouat Home Events News v Profile chat Aboutus Contactus Logout

" -

= =
==
LOREM IPSUM
fadila azizi dalia rayenee khadija gourine
fadilaazizi@univ-lagh.dz dailarayene@univ-lagh.dz khadija.inf@univ-lagh.dz
s} s s
Hello, | am Fadila Azizi, a dedicated and Hello, I m Dalia, a passionate and skilled Hello, I m Khadija, a dedicated and
accomplished professional in the field of software developer with a strong experienced software developer with a
1 software development background in Computing Science . strong passion for
Read More Read More Read More

Figure 4.10: page Careers
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create CV

This page allows users of alumni laghouat to create their curriculum vitae (CV).

Alumni Laghouat Home Events News v Profile chat Aboutus Contactus Logout

COMPLETE YOUR PAPER CV
Education.
o} Deplom in

Computing Science (Networking Specialization)

O Master in

Master of Science in Computing Science (Networking Specialization)

Work & Experience:

o] Work & Experience:

1-Collaborated with cross-functional teams to design and implement network- i
related features. 2-Participated in code reviews and implemented enhancements to =
Antimiza narfarmanca 4
language
0 languages
1-Arabic: Native proficiency ; 2-French: Intermediate ; 3-English: Fluent
Professional Skill
~ name 70%
Programming languages: Java, Python, C++
60 +
name 50%
Network protocols and technologies: TCP/IP, DNS, DHCP, VPN, VLAN
70 5
name 55%
Network configuration, optimization, and troubleshooting
70 *
name 60%
Network security and firewall management
60 ]

Save ALL

Figure 4.11: Create CV Page
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Message page

This page provides a communication platform for alumni to connect and send messages to

each other.

Alumni Laghouat Home Events News - Profile chat Aboutus Contactus Logout

4 khadija gourine

Type your message here

Figure 4.12: Message Page

4.3.1 Conclusion

In this chapter, we presented the environment and the different development tools. Secondly,
we took look at the security measures for Alumni application. Lastly, we exposed the final
product of the Alumni application by describing the most important pages of our application.
In the next chapter we will test the workload of Alumni application and dissscus the results
using Jmeter as test loading tool, then we compare between the results of load-balanced and a

non-load-balanced application.
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CHAPTER b

LOAD TESTING WITH JMETER

5.1 Introduction

Performance testing is an extremely important aspect of the software and application
development life cycle. If your web applications, sites, or APIs are going to be used by
large numbers of users, you need to know how they are going to stand up to peak traffic or
extended periods of sustained high traffic[39]. Early identification of software load limitations
helps to configure the system appropriately to avoid unexpected crashes[40]. The objective
of performance testing is not to discover bugs but to eliminate performance bottlenecks. The
Software testing is done to ensure the quality characteristics of an application like functionality,
performance, usability, scalability. Performance testing is mainly categorised as Stress and
Load testing[41]. However, Load testing is just subset, or type, of the performance tests within
the performance testing family. Other types of performance tests include Stress testing, spike

testing, endurance testing, scalability testing, and volume testing.

The Apache JMeter application an open source software, a pure Java application designed
to load test functional behavior and measure performance. It was originally designed for testing
Web Applications but has since expanded to other test functions[42]. The software features
includes FTP and HTTP requests and extensible custom scripting features[41]. This chapter of

this thesis focus on:
Seeing all the steps taken to execute and configure the load testing scenarios using the Apache

JMeter. Also, presents the results and analyzes obtained from the load testing experiments,

under different workload distributions and scenarios.
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5.2 Load Testing with JMeter
5.2.1 Configuring JMeter for Load testing Simulation

To simulate and evaluate the load balancing mechanism in the alumni website, Apache JMeter
was utilized as the load testing tool. The following steps provide an overview of the configuration

process for JMeter in order to achieve optimal load balancing simulation:

1. Verify System Requirements:
Just like any other desktop application, you need to make sure your system meets the
necessary basic requirements to be able to run JMeter. JMeter is a Java-based application,
so you need to ensure you have Java installed, as well as the correct version. JMeter is

compatible with versions of Java 8 or higher. JMeter can run on different OS[39].

2. Installation and Setup:
You can download the latest version of Apache JMeter, depending on your specific envi-

ronment or requirements, to serve as the load testing environment.
3. Create a Load Test Plan:

e Create a new JMeter test plan to define the load testing scenario for load balancing

evaluation.

e The test plan included thread groups to simulate concurrent users, each with their

own set of actions and requests.

e Create a realistic workload distribution by defining particularly properties that in-
fluence the load test such as number of threads (Users), Ramp-up period, and Loop

Count where:
(a) Threads (Users): Threads represent the virtual users or concurrent users that
JMeter will attempt to simulate.

(b) Ramp-up Period: The ramp-up period specifies the time it takes to reach the

total number of threads. It is measured in seconds.

(¢) Loop Count: The number of times to execute the test.
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Figure 5.1: Apache Jmeter test plan

4. Add and Configure Sampler:
In JMeter, Samplers are what allow JMeter to send the different types of requests. For ex-
ample, these can be an HT'TP, FTP, SMTP and TCP request, as well as many others. From
here you are displayed with entering additional details such as the Protocol (HTTP/S),
Server Name or IP, URL Path, and what type of request, such as GET, POST, HEAD,

PUT, etc[39].

Figure 5.2: Samples

5. JMeter HeadLess Tests:

To run JMeter in headless (non-GUI) mode, which means without any UI, to run load

tests use the following command:

jmeter -n -t [Location for jmeter test script] -1 [Location for the result file]

jmeter -n -t Alumnisite.jmx -1 Loadtest.csv

The command line has the following parameters:

e -n: run in non-GUI mode.
e -t: specifies the path to source .jmx script to run.

e -I: specifies the path to the CSV file which will contain the raw results.
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BEH Invite de commandes — O >

Figure 5.3: JMeter run in non-GUI mode

These options specify that JMeter should generate an HTML report of the test results:
jmeter -n -t [Location for jmeter test script] -1 [Location for the result file] -e

-0 [Location for the HTMLreport folder]

e -¢: flag enables the generation of the report.

e -0: flag specifies the output directory for the HTML report.

BH Invite de commandes — m] >

umnisite. jmx

Figure 5.4: Generate an HTML report

6. UI Listeners:
JMeter has a number of Ul Listeners which can be used to view results directly in JMeter
Ul such as Summary Report, Aggregate Graph, View Results Tree, View Results in Table,

plus many other options, to view and analyze your test results.

As a general rule of thumb, avoid using UI Listeners. They consume a lot of memory.
They aren’t suitable for real load tests. Some may even trigger and Out Of Memory error

with just a few concurrent threads groups running.[43].
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Figure 5.5: Apache Jmeter Listeners

7. Execution and Load Testing:
You can view the results as the test runs. From these results you can see where any errors
occurred or where there may be slow load times.

Apache JMeter Dashboard

Test and Report information

02 2-21-a0.cav"
ramma, 2 21 AMT

"6/8/25. 2:22 AM"

Firter tor aispiay

APDEX (A ication Perfor Index) Requests Summary

- ran
T @olcistion | F(Frustaton - Prss

Avaox anosnolny * anosnoln * Laber =

o610 s00ms

1 2ac 500 m=

Totar
0.000 500 ms 1 sec 500 ms. togin

0200 500 ans 1 s 500 1 SerchProie

0.1%0 500 ms 1 sec 500 ms. UpdateProfile =
a.uzo 500 ms 1 sec 500 ms. tecte-events

0980 500 ms 1 ace 500 ma Home

Figure 5.6: Apache JMeter Dashboard

5.2.2 Test Scenarios and Workload Distribution

Multiple test scenarios and workload distributions were designed and executed using Apache
JMeter. for the purpose of evaluating the performance and effectiveness of the load balancing
mechanism in the alumni website. The following test scenarios were defined to simulate different

user loads and usage patterns:
1. Scenario 1: Normal Load

e Description: This scenario simulates normal usage of the alumni website with an

average number of concurrent users.

e Workload Distribution: The workload is evenly distributed across multiple virtual
users, each simulating typical user actions such as browsing profiles, searching for
alumni, and accessing events.

Number of Threads (Users): 50
Ramp-up Period (Secondes): 5
Loop Count: 1
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2. Scenario 2: High Traffic Load

e Description: This scenario simulates a high traffic situation where a significant

number of users access the website simultaneously.

e Workload Distribution: The workload is distributed among a large number of
virtual users, with a concurrent logins, profile updates, and event registrations.
Number of Threads: 500
Ramp-up Period: 10
Loop Count: 3

3. Scenario 3: Spike Load

e Description: This scenario tests the website’s response to sudden spikes in user

traffic, simulating different situations.

e Workload Distribution: The workload is concentrated on a specific timeframe,
where a burst of virtual users performs actions like event registrations.
Number of Threads: 500
Ramp-up Period: 1
Loop Count: 3

4. Scenario 4: Gradual Load Increase

e Description: This scenario evaluates the website’s scalability by gradually increasing

the number of concurrent users over a specified time period.

e Workload Distribution: The workload starts with a low number of virtual users
and gradually increases at predetermined intervals, reflecting the growth in user ac-
tivity and load on the website. Number of Threads: 50
Ramp-up Period: such as 30 second

Loop Count: 5 or use a Forever option to continue the load indefinitely.
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5.3 Results and Analysis
5.3.1 Understanding JMeter Metrics:

The load testing experiments conducted using JMeter provided valuable results in the alumni

website. Some of the commonly used Performance Metrics are described below:

e Response time: Response Time is the time elapsed between a request and the completion
of request by the system. Response time is critical in Real Time Applications[44]. It

indicates the overall performance of your application from the user’s perspective.

e Throughput: Throughput is the number of requests processed by the server it is calcu-
lated as requests/unit of time. The time is calculated from the start of the first sample to
the end of the last sample. This includes any intervals between samples, as it is supposed
to represent the load on the server. The formula is:

Throughput = (number of requests) / (total time)[45]. It represents the system’s capacity
to handle concurrent requests and is measured in requests per second (RPS) or transactions

per second (TPS).

e Error Rate: Error rate is percentage of requests resulting in errors as compared to
total number of requests. Rate of errors may increase when application starts reaching its

threshold limit or goes beyond[44].

e Scalability: Scalability refers to the system’s ability to handle increasing user loads

without a significant degradation in performance.

e Elapsed time: Measures the elapsed time from just before sending the request to just

after the last chunk of the response has been received|[44].

e Hits Per Second: Measures the number of requests processed by the server per second,

to see the capability of the server in handling the load.

e Connect Time: JMeter measures the time it took to establish the connection, including
SSL handshake. Note that connect time is not automatically subtracted from latency. In
case of connection error, the metric will be equal to the time it took to face the error, for

example in case of Timeout, it should be equal to connection timeout[45].
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5.4 Load Testing Results and Metrics

The load testing results presented for each scenario , including the normal load, high traffic
load, spike load, and gradual load increase, provides generale understanding of the system’s
performance under different load conditions. Including relevant tables and graphs for better

understanding and interpreting the results, where:

e Label: is the name of the request.

#Samples: is the total number of executions.

Average: Average Response Time in milliseconds.
e Min: Minimum Response Time.

e Max: Maximum Response Time.

Errors %: Percentage of errors (errors / (errors + samples) * 100).

Throughput: Number of samples per second.

5.4.1 Load Testing Results: Normal Load Scenario

e Response Time: In a normal load scenario, The average response time was 8002 millisec-
onds, with a minimum response time of 6 milliseconds and a maximum response time of
46 second, indicating that the system responds to all user requests under normal load

conditions.

e Throughput: typically an average throughput of 5 transactions per second was achieved,
with peak values reaching 26 requests per second, indicating that the system efficiently

processed the incoming requests.

e Error Rate: In normal load conditions, the error rate was 0.00%, indicating that the system

performed reliably without errors or failures.

e Concurrent Users: The system successfully handled 50 concurrent users without perfor-

mance degradation indicating stability and optimal performance.

Tables and graphs depicting the performance metrics are included below:
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Table 5.1: Load Testing Results For Normal Load
Requests Executions Response Time (ms) Throughput
Label Sample | Fail | Error % | Average | Min | Max | Transaction/s
Total 300 0 0.00% 8002.11 6 46556 5.94
Home 50 0 0.00% 125.08 6 788 11.31
Login 50 0 0.00% 43782.84 | 29683 | 46556 1.04
Post event 50 0 0.00% 170.00 58 265 26.97
Search Profile 50 0 0.00% 2504.14 873 9603 2.56
Select Event 50 0 0.00% 605.92 84 7107 4.96
Update Profile 50 0 0.00% 824.68 618 2015 13.81
3.50 Zoom :
4.0
325 30
100 20
38002.21 08 02:21
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2.50
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Figure 5.7: Hits Per Second in Normal Load scenario
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Figure 5.8: Requests Summary in Normal Load Scenario
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150
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MNumber of responses

50
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Requests having Requests having Requests having Requests in ermor
response time <= 500ms response lime = 500ms and <= 1,500ms response ime = 1,500ms

Response times ranges

Requests having response time < 500ms Requests having response time = 1,500ms Requests having response time = 500ms and < 1,500ms Requests in error

Figure 5.9: Response Time Overview in Normal Load scenario

5.4.2 Load Testing Results: High Load Scenario

o Response Time : In a high load scenario, The average response time was 28 second.

Indicating that the system takes longer to process and respond to user requests.

e Throughput : Incrising in the average throughput reaching 10 transactions per second
during the high load. This indicates that the system was unable to handle a high volume

of requests and struggled to keep optimal response times.

e Error Rate : The error rate was 33.88%, this indicates that the system was unable to

handle the increase in traffic effectively and reached its capacity limits.

e Concurrent Users : The system couldn’t handle all the 500 concurrent users, leading to

increase the response times, higher error rates, and potential performance degradation.

Table 5.2: Load Testing Results For High Load Scenario

Requests Executions Response Time (ms) Throughput
Label Sample | Fail | Error % | Average | Min | Max | Transaction/s
Total 9000 3049 | 33.88% | 28776.96 1 294573 10.37
Home 1500 0 0.00% 1122.75 4 21644 1.78
Login 1500 633 42.20% 66696.42 1 294573 1.74

Post event 1500 600 40.00% 2608.582 1 14400 1.74

Search Profile 1500 6001 40.07% 53076.57 1 231107 1.75
Select Event 1500 607 40.47% 1451.53 1 31723 1.75
Update Profile 1500 608 40.53% 47705.92 1 233653 1.74
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Table 5.3: Errors in the High Load Scenario

Types of error Number of error | % in error % in all samples
Non HTTP Tesponse code: | 49 1.61% 0.54%
java.net.SocketException/Non HTTP  response mes-
sage: Connection reset
Non HTTP response code: — org.apache.http.conn. | 3000 98.39% 33.33%
HttpHostConnectException/Non HTTP response mes-
sage: Connect to localhost:3000 [localhost/127.0.0.1, lo-
calhost/0:0:0:0:0:0:0:1] failed: Connection refused: con-
nect

20 Zoom :

Elapsed Time (granularity: 1 min)

Figure 5.10: Hits Per Second in high Load scenario
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Figure 5.12: Response Time Overview in high Load scenario

5.4.3 Load Testing Results: Spike Load Scenario

e Response Time: The average response times was 29 seconds. Indicating that the sys-
tem struggled to handle the sudden surge in traffic, leading to slower response times and

potential delays for users.
e Throughput: Throughput reaches 10.45 request per second during the spicke load.

e Error Rate: The error rate increased to 35.64% during the spike load, indicating that some

request failures or timeouts. Also indicates that the system reached its capacity limits.

e Concurrent Users: The system couldn’t handle the sudden load spike, leading to increase

the response times, lower performance and errors.

Table 5.4: Load Testing Results For Spike Load

Requests Executions Response Time (ms) Throughput
Label Sample | Fail | Error % | Average | Min | Max | Transaction/s
Total 9000 | 3208 | 35.64% | 29165.66 1 285974 10.45
Home 1500 218 14.53% 1978.64 3 16947 1.80
Login 1500 606 40.40% 66898.71 1 285974 1.76

Post event 591 1000 | 39.40% 2811.44 1 10817 1.75

Search Profile 591 208 39.40% 54352.16 1 219859 1.76
Select Event 608 1000 | 40.53% 1832.15 1 20042 1.76
Update Profile 1500 594 39.60% | 4712084.84 1 221576 1.75
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Table 5.5: Errors in the Spike Load Scenario

Types of error Number of error | % in error % in all samples

Non HTTP response code: | 35 1.09% 0.39%
java.net.SocketException/Non  HTTP response mes-
sage: Connection reset

Non HTTP response code:  org.apache.http.conn. | 2955 92.11% 32.83%
HttpHostConnectException/Non HTTP response mes-
sage: Connect to localhost:4200 [localhost/127.0.0.1, lo-
calhost/0:0:0:0:0:0:0:1] failed:Connection refused: con-

nect

Non HTTP response code: — org.apache.http.conn. | 218 6.80% 2.42%
HttpHostConnectException/Non HTTP response mes-
sage: Connect to localhost:3000 [localhost/127.0.0.1, lo-
calhost/0:0:0:0:0:0:0:1] failed: Connection refused: con-
nect
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Figure 5.13: Hits Per Second in Spike Load Scenario
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Figure 5.14: Requests Summary in Spike Load Scenario
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Figure 5.15: Response Time Overview in Spike Load Scenario

5.4.4 Load Testing Results: Gradual Load Scenario

e Response Time: The response times gradually increased, reaching an average of 5 sec-
onds. Indicating that the system could handle the increased load without performance

degradation with good scalability.

e Throughput: The throughput also increased, with an average of 6 requests per second.

This indicates that the system efficiently processed the incoming requests.

e Error Rate: The error rate was 0.00%. This indicate that the system successfully handled

the increased load without any failures or errors.

e Concurrent Users: The system handled the load with The gradual increase in concurrent

users without any performance issues.
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Table 5.6: Load Testing Results For Gradual Load
Requests Executions Response Time (ms) Throughput
Label Sample | Fail | Error % | Average | Min | Max | Transaction/s
Total 1500 0 0.00% 7336.49 5 35486 6.22
Home 250 0 0.00% 21.02 6 359 1.09
Login 250 0 0.00% 25373.54 | 3212 | 35486 1.04
Post event 250 0 0.00% 3802.70 11 8029 1.07
Search Profile 250 0 0.00% 5689.08 131 | 12680 1.05
Select Event 250 0 0.00% 3898.58 96 7532 1.06
Update Profile 250 0 0.00% 5234.01 ) 12760 1.06
| FAIL
PASS
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Figure 5.16: Requests Summary in Gradual Load Scenario
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Figure 5.18: Response Time Overview in Gradual Load Scenario

5.5 Configuration of the Load-Balanced System

In this case, we are using two PCs as master and slave machines for simulating the load balancing

mechanism using the Apache JMeter tool.

1. Connecte the PCs:

e Connect both PCs to the same local network, such as a Wi-Fi network.

e Ensure that the PCs are having IP addresses on the same subnet. For example, in

our case we assign IP addresses like 192.168.1.45 and 192.168.1.35 to the PCs.

e Ensure that the necessary ports used by JMeter for communication between the

master and slave PCs are not blocked by a firewall.

2. Configure Apache JMeter:

1. Install JMeter: Download JMeter both on the master PC and salve PC, both PCs

should have the same version of JMeter.

2. Create the Test Plan:

e Create and configure the Test Plan on the master and slave PC in GUI mode. Save the
Test Plan as a .jmx file.

e Generate the rmi-keystore.jks file on the master PC, The rmi-keystore.jks file is used for
RMI (Remote Method Invocation) communication in JMeter’s distributed testing mode.

e Execute the following command to generate the rmi-keystore.jks file:
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gram Files) he-jmeter-5.5\bin

-jmeter-5.5\bin>keytool -genkey -alias rmi_key -keyalg RSA -keystore rmi_keystore.jks -validity 7 -keysize 2048

Figure 5.19: Generating the rmi-keystore file

e Transfer the generated rmi-keystore.jks file to the slave PC as well. This will ensure
that both the master and slave PCs have the necessary rmi-keystore.jks file for RMI
communication.

e Make the necessary changes within ”server.properties” file on both PCs.

server.rmi.ssl.keystore.alias=rmi

Figure 5.20: Jmeter-properties File

e On the master PC:
e Make the necessary changes within ”jmeter.properties” file by Specifying Remote
Engine IP of the slave PC.
e Add "Port” field as the default value (default is 1099).

remote_hosts=¢

server_port=1699

Figure 5.21: Remote Engine IPs in Jmeter-properties File

e Start JMeter server on the master machine.

55



Chapitre 5 Load Testing with JMeter

ting the test on host 0.8.0.0
d the test on host 8.0.0.0

Figure 5.22: Jmeter Server On The Master PC

e On the slave PC:

Start JMeter server on the slave machine.

Figure 5.23: Jmeter Server On The Slave PC

3. Run the Test Plan:

On the master PC run the load test, click on ”Options” then ”"Remote Start all” (0.0.0.0
and 192.168.1.35). Or run JMeter in (non-GUI) mode using this command:

jmeter -n -t [/path/to/testplan.jmx| -R [ip address of the slave ma-
chine:1099],[ip address of the local machine]

-R: used to specify the IP addresses of remote (slave) machines.

JMeter will distribute the load across the master and slave PCs using the round robin

algorithm by distributing the load evenly on both servers.
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5.6 Performance Analysis of the Load-Balanced System

In this section, we will analyze the performance of the load-balanced system in the alumni
website comparing to the results obtained from the high load scenario, with the same workload

distribution where:
e Number of Threads: 500
e Ramp-up Period: 10
e Loop Count: 3
Metrics Analysis

e Response Time: We observe a significant improvement in response time, with an average

response time of 18 seconds.

e Throughput : The load balancing mechanism have a positive impact on the system’s

throughput. With achieving an average throughput of 12 requests per second.

e Error Rate: The error rate was 0.4% during this experiment, with negligible percentage

of errors.

e Concurrent Users: The system successfully handled 500 concurrent users without perfor-

mance degradation, by evenly distributing the load.

Table 5.7: Load Balancing Statics

Requests Executions Response Time (ms) Throughput
Label Sample | Fail | Error % | Average | Min | Max | Transaction/s
Total 4500 18 0.4% 24419.34 5 228155 12.45
Home 750 0 0.00% 46.97 5 859 1.11
Login 750 0 0.00% 92668.75 | 2259 | 228155 1.08

Post event 750 0 0.00% 4191.84 67 11564 1.63

Search Profile 750 0 0.00% 70581.62 | 2681 | 196959 1.39
Select Event 750 18 2.40% 2214.53 30 15368 1.50
Update Profile 750 0 0.00% 60812.35 | 1368 | 193441 1.54

5.6.1 Comparison with Non-Load-Balanced System

To evaluate the load balancing mechanism’s performance against a non-load-balanced system
in order to determine how effective it is for the alumni application.Both systems were put
through the same load testing scenarios and setups in order to make a comparison. The

comparison’s main conclusions are as follows:
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Figure 5.24: Requests Summary For the load Balanced system

1. Response Time: Compared to the non-load-balanced system, the load-balanced system
showed faster response times. The load-balanced preserve constant response times under
rising user demands, whereas the non-load-balanced system saw a increase in response
times. In the load testing result, the load-balanced system achieved an average response
time of 24 seconds, compared to an average response time of 28 seconds for the non-load-

balanced system.

2. Throughput: Comparing the load-balanced and non-load-balanced systems, the load-
balanced system had a major throughput. The system’s average throughput with load
balancing was 12 requests per second, compared to the non-balanced system’s average
throughput of 10 requests per second. The load balancing technique effectively divided

the load between the two servers

3. Reliability: Load balancing positively impacted the reliability of the system. The load-
balanced system exhibited a lower error rate compared to the non-load-balanced system.
In the load testing result, the load-balanced system has an error rate of 00.4%, compared

to an error rate of 35.88%for the non-load-balanced system.

It is clear from the comparison that the load balancing technique greatly boosts the alumni
application’s performance, scalability, and reliability when compared to a non-load-balanced
system. Under different user loads, the load-balanced system maintained faster response times,
greater throughput, and enhanced dependability. These results shows how crucial load balancing

is to system performance optimization.

5.7 Conclusion

In this chapter we focused on load balancing and load testing in the context of the alumni
website. In order to simulate actual user behavior, we looked at several test scenarios and

workload distribution strategies. We were able to detect bottlenecks to manage system resources
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and provide a flawless user experience by analyzing important performance metrics such as

response times, throughput, and scalability.

The necessity of load testing and load balancing in establishing a high-performing website
was highlighted throughout this chapter. by introducing Apache JMeter as a strong load testing
tool. In order to manage heavy traffic and distribute workload across numerous server instances,
load balancing has become essential. By analyzing the outcomes of these scenarios, we could
determine the effect of load balancing on system behavior. These tests confirmed the load

balancing mechanism’s efficiency in enhancing the alumni website’s performance and scalability.
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GENERAL CONCLUSION

This work is mainly composed by two parts: Back-end and Front-end. For the Back-end:
MySQL was our chosen database management system. MySQL offered reliable data storage
and retrieval capabilities, allowing us to manage user profiles, alumni information, and other
relevant data. We designed the database schema, created tables, and implemented necessary
relationships to support the functionality of the alumni website. For the Front-end we created
a platform called Alumni in order to provide a valuable space for alumni in purpose of fostering
connections, collaboration, and engagement among former students, share professional oppor-
tunities, and contribute to the growth and development of their respective communities, using
the Angular framework. Angular provided us with a robust framework to create interactive
web pages, handling user interactions, and connecting to the back-end services. We utilized

Angular’s components, services, and routing capabilities to build a seamless user experience.

For the load testing and load balancing simulation the Apache JMeter was the chosen, in
order to validate the performance and scalability of the alumni website, JMeter allowed us
to simulate different user loads, measure response times, and analyze the system’s behavior
under stress. By configuring different HT'TP requests, defining test data, and implementing

assertions, we colected valuable insights into the website’s performance characteristics.

By exploring the concept of load balancing and its role in distributing incoming traffic
across multiple servers. Where the load balancing plays a critical role in maintaining high
availability, improving performance, and ensuring scalability. we could evaluate how workload

distribution affected resource utilization and overall system performance.

The purpose of this study is to develop a Alumni website for Amar Telidji University of

Laghouat that can handle a significant number of concurrent users. The knowledge obtained
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General conclusion

from this thesis can be applied to other web development projects. By integrating load testing
and load balancing techniques, developers can create robust and scalable web applications that

provide a an exceptional user experience.

Future perspectives

First, from a future perspective we would like to apply and explore the sophisticated load
balancing techniques and methods such as predictive load balancing, dynamic load balancing
algorithms and scpecialy machine learning based load balancing. These techniques have more
capability to adapt to changing traffic patterns and to make intelligent load-balancing decisions,

which improved a hight performance and scalability comparing to the static techniques.

Another method we would like to attempt in the future, is to use cloud based Load Balancing
methods. These methods offer sophisticated load balancing features, scalability and flexibility.
Trying options such as Amazon Elastic Load Balancer or Google Cloud Load Balancer it will

be further more enhance the load balancing capabilities of the Alumni application.

Next step, is implementing advanced security tests, the security testing play a crucial role in
Alumni web application, because it’s dealing with sensitive user data, to identify vulnerabilities,
and protect against common web application security threats, such as cross-site scripting (XSS)

and SQL injection.

In side of Alumni application scalability, the implementing of performance testing strategy
ensures that the alumni website’s performance is monitored, for making improvements to the
Alumni website’s design by implement new features based on users expectations . and continu-

ously ameliorate the load balancing strategy based on real world usage.
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